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1 Reason for Change

To propose addition of a new method to setup a notification channel.  
Introduction section of the AOI ER lists the challenges when it comes to the setup of Notification Channels as shown below:

· Server-initiated notification channel setups do not always work because of Firewalls
· Frequent keep-alive messages cause huge signaling traffic and have dramatic impact on device batteries
· Sending UDP/TCP packets from the server to wake up devices to reduce signaling traffic may alleviate the problem to some extent, but not in the case of Firewalls/NATs
Sections 6.2.1, 6.2.2 and 6.2.3 address different ways of Notification channel setup, but these sections do not cover the scenario when a device with/without SIM is within a Wi-Fi with NAT or another firewall network. 
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2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and apply the proposed changes to the AOI ER.

6 Detailed Change Proposal

Change 1:  Section 4.1 Challenges
Two main alternatives can be used by clients to asynchronously retrieve information from a server:
· Polling: periodically querying the server to check whether there is new information, what is not efficient as it requires connections to be made even if there is no new information to be retrieved
· Push: The server sends the information to the client as new information becomes available
In order to build a real push service the server needs to have the means to reach the client. However this is not always possible when the device is connected using a mobile data connection and the server is placed outside the MNO’s network, i.e. in the Internet, as mobile devices are usually placed behind a Firewall/NAT and are not assigned a permanent public IP address accessible from the Internet. Mobile devices are assigned instead a private IP address valid in the realm of the MNO’s network, which is temporarily mapped with a public IP address at the Firewall/NAT. This temporary association is released once the connection exceeds an inactivity threshold set by the MNO. As public IP addresses are a scarce resource, MNOs usually release these associations after relatively short inactivity periods (in the range of minutes).

Some notification systems circumvent the previous issue by establishing a connection between the client and the server and keeping some activity in that connection (i.e. keep-alive messages) which forces the Firewall/NAT to keep the association between public and private IP addresses even if there is no actual data to be transferred from the server.

Specifically, there are two cases here: 
· Device is within the mobile network and the AOI Server is outside this network
· Polling is applicable to this case and may cause signaling storm
· SMS and Server-initiated UDP/TCP packets to wake up devices are also applicable to this case
· Device is within a Wi-Fi or another network with Firewall/NAT and AOI Server is outside this network
· Deactivation of cellular data channels by mobile operator’s policies is applicable to this case
· Client-initiated Notification channel setup is required in this case
Sending keep-alive messages when there is no active data connection in place requires the mobile device to activate the data connection in order to send a few bytes and then release it again. These transitions from an idle radio state to active state constitute a huge signaling burden on mobile networks, as well as have a dramatic impact in devices’ battery life. If different clients (e.g. applications) maintain such connections with different servers in an uncoordinated fashion the problem worsens, causing the so-called ‘signaling storm’.
Change 2:  Section 4.2 How to solve the problem
The problem for the case when Device is within the mobile network and the AOI Server is outside this network can be solved by relying on an entity that is placed within the MNO’s network and thus can reach the mobile device without the need to have a public IP address permanently associated. 

Different approaches may be used by this entity to allow the mobile device to remain in an idle radio state, in which it just listens to wake-up messages, the so-called ‘paging messages’:

· mechanisms based on SMS, as for instance delivering notifications using OMA Connectionless Push over SMS

· mechanisms based on the submission by the server of an UDP/TCP packet to the private IP address of the device to make it wake up and establish a data connection. This mechanism just requires the mobile device to have a private IP address assigned (i.e. an active PDP context), which does not imply consuming any data resources.
These approaches are compatible with a scenario in which the notification server (i.e. AOI Server) is placed outside of the MNO’s network, in which case an auxiliary server placed within MNO’s network may support the notification server in performing previously mentioned mechanisms
In the case when Device is within a Wi-Fi or another network with Firewall/NAT and AOI Server is outside this network, Client-initiated TCP Notification channel setup between AOI Client and AOI Server is required. In this case Auxiliary server is not required.
Change 3:  Section 6.3.1.1 Internal Functional Components
6.2.4 Client-Initiated TCP Notification Channel
The Client-initiated TCP Notification Channel can be used by the AOI Client to establish a connection with AOI Server and then receive notifications from AOI Server. This Notification Channel is intended to be used when the device is within a Wi-Fi or another network with Firewall/NAT and Cellular data channels are disabled due to mobile operator’s policies.  

The following diagram shows the architecture applicable to this case. Communication between AOI Client that is within the Wi-Fi or another network with Firewall/NAT and AOI Server can be realised over Wireless or Wired network and therefore Auxiliary Server is not applicable in this case.
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Figure 7: Architecture Diagram when using Client-initiated TCP Notification Channel 

Change 4:  Section 6.3.1.1 Internal Functional Components
6.3.1.1.1 AOI Client

The AOI Client can include the following functionalities:

· managing the access from/to the Client Applications on the device related to the AOI Enabler functionalities;

· receiving registration/de-registration from Client Applications;

· sending notification subscription request to AOI Server;
· Initiating Notification Channel setup with AOI Server
· Sending keep-alive messages time to time to keep the channel open
· receiving notifications from AOI Server;

· receiving notification subscription from the Client Applications;

· delivering notifications to the Client Applications;

· indicating to Server Application when it is getting overloaded;

· managing Shared AOI Connectivity with AOI Server;

· managing (e.g., add, remove, update) information related to Client Application;
· managing (e.g. query, update) different status information (e.g. registered, unregistered) related to Client Application.
Change 5:  Section 6.3.2 Interfaces
6.3.2.1 AOI-1
This interface is exposed by the AOI Server and can be used by the AOI Client to:

· register/de-register AOI Client to the AOI Server;

· register/de-register Client Application to the AOI Server;

· subscribe to notifications from the AOI Server.

· Reporting to the AOI Server about the Malicious notification; 
· Blocking the notifications from the AOI Server; 
· Reporting the result of notification delivery to the AOI Server;
· initiate connection-oriented notification channel setup to AOI Server, (e.g. Client-initiated TCP Notification channel setup, triggered by UDP-based wake-up message etc.)
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