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1 Reason for Change

This CR proposes to report the malicious notifications to the AOI Server.

Here is a list of requirements:
	AOI-NOT-034
	The AOI Enabler MAY provide mechanism to filter out malicious notification messages.
	1.0


Related other requirements: 
	AOI-SEC-005
	The AOI Enabler SHALL enable recipient end-users to report malicious notifications to the AOI Server received from different applications
	1.0

	AOI-SEC-006
	The AOI Enabler SHALL support the AOI Server to add / delete malicious applications to / from blacklists.
	1.0

	AOI-SEC-007
	The AOI Enabler SHALL be able to block notifications from blacklisted applications to be sent to the AOI Client.
	1.0


2 Impact on Backward Compatibility

none

3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Review and apply the proposed changes to the AOI ER.

6 Detailed Change Proposal
Change 1:  Add subsection and text
8. Functional Component Procedures
8.1 AOI Client Procedures

8.1.1 Malicious Notification 

After trust is established between the AOI Server and the AOI Client, the AOI Client can send notifications to the AOI Server when requested. The report from the AOI Client is defined as the Malicious Notification Report message in section 9.x.x.1 which consists of the ID of the application to be reported as a malicious notification and might also include the comment which is the reason to report this Malicious Notification, or suggestion to handle this Malicious Notifiation. 
Upon receiving the message, the AOI Server SHALL extract all applications IDs, and send Malicious Notification Response defined in section 9.X.X.2 back to the AOI Client. The Malicious Notification Response consists of the result which is the Status code or error information.

Change 2:  Add subsection and text

8.2 AOI Server Procedures

8.2.1 Malicious Notification 

Upon receiving the Malicious Notification Report requests from the AOI Client the AOI Server SHALL communicate the result of the report to the AOI Client including the AOI Client ID to be used by the AOI Client in future requests.

The reported data from the Malicious Notification Report SHALL be stored on AOI Server for future usage.

If the procedure to notify the malicious notification to the AOI Server is successful, the status code in Malicious Notification Response message SHOULD be success. Otherwise, the status code SHOULD NOT be success, and the status code and error information SHOULD be included.
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