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1 Reason for Change

This contribution proposes to modify section 6 and section 2.1 in the ER.
This contribution also aims to close the following CONRR comment:

	B094
	2014.08.15
	T
	6 
	Source: ZTE
Form: INP
Comment:   Figures are duplicated in each sub-section, need to be re-organize, so as to the figure’s number.
Proposed Change:  Re-organize the figures and corresponding description.
	Status: OPEN / CLOSED

	B095
	2014.08.15
	T
	6.2
	Source: ZTE
Form: INP
Comment:   There is an Editor’s Note need to be solved.
Proposed Change:  Solve and delete it.
	Status: OPEN / CLOSED

	B096
	 
	
	
	
	

	B097
	2014.08.15
	T
	6.2.1.3
	Source: ZTE
Form: INP
Comment:   Server-initiated TCP Notification Channel is limited to ‘when the device uses the mobile data connection’.
Proposed Change:  Determine whether need this limitation and make modification is needed.
	Status: OPEN / CLOSED
To be discussed

	B098
	2014.08.15
	T
	6.2.2.1
	Source: ZTE
Form: INP
Comment:   The first sentence is duplicated with overall description in 6.2.2. Determine whether need the limitation of ‘when the device uses the mobile data connection’.
Proposed Change:  Delete the first sentence and make modification if needed.
	Status: OPEN / CLOSED
To be discussed

	B099
	2014.08.15
	T
	6.2.2.2
	Source: ZTE
Form: INP
Comment:   The first sentence is duplicated with overall description in 6.2.2.  The second sentence is not very clear.
Proposed Change:  Delete the first sentence and make modification if needed.
	Status: OPEN / CLOSED

	B100
	
	
	
	
	

	B101
	2014.08.15
	T
	6.3.1.1.2
	Source: ZTE
Form: INP
Comment:   The bullet ‘configuring the criteria for notification delivery (e.g. configure threshold of notification frequency)’ is not implemented.
Proposed Change:  Solve and delete it.
	Status: OPEN / CLOSED

	B102
	2014.08.15
	E
	6.3.1.3.1
	Source: ZTE
Form: INP
Comment: [OMA-PUSH] and [OMA-PUSH-REST] need to be added to 2.1 Normative References.
Proposed Change:  Add these two items.
	Status: OPEN / CLOSED

	B103
	2014.08.15
	E
	All 6
	Source: ZTE
Form: INP
Comment: the first letter of each bullet should be uppercase; There are some blank bullets.
Proposed Change:  Make modification.
	Status: OPEN / CLOSED

	B104
	2014.08.15
	T
	6.3.2.1
	Source: ZTE
Form: INP
Comment:  The bullet ‘Blocking the notifications from the AOI Server’ has not been addressed.
Proposed Change:  Delete it.
	Status: OPEN / CLOSED

	B105
	2014.08.15
	T
	6.3.2.2
	Source: ZTE
Form: INP
Comment:  In the first bullet ‘not used by the AOI Aux Server in case of UDP wake-up notification channel’ is not very clear; bullet ‘request AOI Client to initiate connection-oriented notification channel setup to AOI Server (in case of UDP wake-up notification channel and used by the Auxiliary Server).’ Is not very correct.
Proposed Change:  Modify it.
	Status: OPEN / CLOSED

	B106
	2014.08.15
	T
	6.3.2.4
	Source: ZTE
Form: INP
Comment:  The bullets ‘check the delivery status of multiple notifications’ and ‘receive indication that the AOI Server is getting overloaded.’ have not been addressed.
Proposed Change:  Delete or modify it.
	Status: OPEN / CLOSED

	B107
	2014.08.15
	T
	6.3.2.5
	Source: ZTE
Form: INP
Comment:  The bullet ‘request AOI Auxiliary Server to check the delivery status of notifications’ has not been addressed. ‘deliver notifications to the AOI Client (in case of server-initiated TCP notification channel)’ is not correct.
Proposed Change:  Modify it.
	Status: OPEN / CLOSED


2 Impact on Backward Compatibility

N/A

3 Impact on Other Specifications

N/A

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree the CR.
6 Detailed Change Proposal
Change 1:  Modify Section 2.1 based on comment B102

2.1 Normative References
	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[RFC4627]
	“The application/json Media Type for JavaScript Object Notation (JSON)”, Crockford, D., July 2006.
URL: http://www.ietf.org/rfc/rfc4627.txt 

	[RFC6455]
	“The WebSocket Protocol”, I. Fette and A. Melnikov, December 2011, URL: http://www.ietf.org/rfc/rfc6455.txt

	[JSON-RPC]
	JSON-RPC 2.0  (http://www.jsonrpc.org/specification).

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[OMA-PUSH]
	“OMA Push 2.3” Open Mobile Alliance™. OMA-ERP-Push-V2_3 URL:http://www.openmobilealliance.org/

	[OMA-PUSH-REST]
	“OMA Push 2.3” Open Mobile Alliance™.OMA-ERP-REST_NetAPI_NotificationChannel-V1_0-20130730-C URL:http://www.openmobilealliance.org/

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/


Change 2:  Modify Section 6 to 6.2

6 Architectural Model

6.1 Dependencies

6.2 Architectural Diagram
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Figure 1: Overall Architecture Diagram

The above diagram depicts all the architecture elements of the AOI Enabler, as well as external entities and supporting enablers that may interact with the AOI Enabler.

Note that depending on which notification channels are supported / used some of the elements and interfaces in the diagram above will apply and some other will not.  The architecture diagrams applied in specific scenarios are listed  as following:
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Figure 2: Architecture Diagram when using Push over SMS Mechanism
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Figure 3: Architecture Diagram when not using AOI Auxiliary Server
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Figure 4: Architecture Diagram when using AOI Auxiliary Server

6.2.1 Notification Channel

6.2.1.1 Notification Channel based on Connectionless Push over SMS 

The Notification Channel based on Connectionless Push over SMS can be used by the AOI Server to deliver notifications to the AOI Client by transferring them in the payload of the Push message. The architecture is depicted as Figure 2. This Notification Channel can be used regardless of the data connection used by the device (e.g. mobile connection, Wi-Fi), and whether the AOI Server is placed within or outside the MNO’s network.



The interfaces with components of the Push Enabler are depicted in dotted line due to the fact that they are defined in the frame of the Push Enabler. However this specification defines some details as to how these interfaces are used, namely the Application ID associated to the AOI Enabler and the encoding of the notification to be transferred over the Push Enabler.

Editor’s Note: It is FFS whether the definition of an interface between the Push Client and the AOI Client is needed or otherwise it can be deemed an implementation issue, in which case it needs to be determined whether to draw it with dotted line

6.2.1.2 Client-Initiated TCP Notification Channel

The Client-initiated TCP Notification Channel can be used by the AOI Client to establish a connection with AOI Server and then receive notifications from AOI Server. The architecture is depicted as Figure 3.This Notification Channel is intended to be used when the device is within a Wi-Fi or another network with Firewall/NAT and Cellular data channels are disabled due to different policies.  

The following diagram shows the architecture applicable to this case. Communication between AOI Client that is within the Wi-Fi or another network with Firewall/NAT and AOI Server can be realised over Wireless or Wired network and therefore Auxiliary Server is not applicable in this case.



6.2.1.3 Server-initiated TCP Notification Channel

The server-initiated TCP Notification Channel can be used by the AOI Server to establish a connection to the AOI Client and then deliver pending notifications to the AOI Client. This Notification Channel is intended to be used when the device uses the mobile data connection and regardless on whether the AOI Server is placed within or outside the MNO’s network, but in the latter case a supporting AOI Auxiliary Server located within the MNO network is needed.
The Figure 4 depicts the architecture applicable to the case when an AOI Auxiliary Server is needed, due to the AOI Server being located outside of the MNO’s network.




The  Figure 3 depicts the architecture applicable to the case when AOI Server is within the mobile network.




6.2.1.4 Notification Channel based on UDP
The Notification Channel based on UDP can be used by the AOI Server to deliver notifications to the AOI Client by transferring them in the payload of the UDP messages. This Notification Channel can be used regardless of the data connection used by the device (e.g. mobile data connection, Wi-Fi), and whether the AOI Server is placed within or outside the MNO’s network. The Figure 3 depicts the architecture applicable to the former case, and the Figure 4 depicts the architecture applicable to the latter case which needs a supporting AOI Auxiliary Server located within the MNO network.
6.2.2 Wake Up mechanism

Wake-up mechanism will apply only if there is no notification channel established. 

Wake-up mechanisms can be used by the AOI Server to wake-up the AOI Client and instruct it to establish a connection-oriented notification channel (i.e. TCP-based) with the AOI Server in order to receive pending notifications. However, it is based on AOI Client’s decision as per to different policies whether to initiate the TCP Notification Channel.

6.2.2.1 Notification Channel based on UDP Wake-up

The Notification Channel based on UDP Wake-up can be used by the AOI Server to wake-up the AOI Client and instruct it to establish a connection-oriented notification channel (i.e. TCP-based) with the AOI Server in order to receive pending notifications. This Notification Channel is intended to be used when the device uses the mobile data connection and regardless whether the AOI Server is placed within or outside the MNO’s network. The Figure 3 depicts the architecture applicable to the former case, and the Figure 4 depicts the architecture applicable to the latter case which needs a supporting AOI Auxiliary Server located within the MNO network.








6.2.2.2 Notification Channel Based on Push over SMS Wake-up
The Notification Channel based on Push over SMS Wake-up can be used by the AOI Server to wake-up the AOI Client and instruct it to establish a connection-oriented notification channel (i.e. TCP-based) with the AOI Server in order to receive pending notifications. In this scenario, the AOI Server can be placed within or outside the MNO’s network.  The architecture is depicted as Figure 2.



Change 3:  Modify Section 6.3

6.3.1.1.2 AOI Server

The AOI Server can include the following functionalities:

· Registration Management:
· receiving registration/de-registration from Server Applications;

· receiving registration/de-registration from AOI Client;

· Notification Management:
· receiving notifications from Server Applications over secured connection;

· receiving notification subscription from the AOI Client;

· delivering notifications to the AOI Client, respecting the policies;

· controlling traffic for notification messages based on service provider policy, such as a threshold per application, selected applications or all applications.

· Connectivity Management:
· maintaining AOI Connectivity if at least one Client Application is registered with the AOI Client.
· managing (e.g., add, remove, update) information related to Client Applications and Server Applications in case the latter are registered;

· managing (e.g. query, update) different status information (e.g. registered, unregistered) related to Client Application;

· handling authentication of AOI Client;

· handling authorization of Server Applications.

· 
· reporting and managing the statistics information of the AOI Server and AOI Clients(e.g. connect/disconnect activities, connection history, time period, number of notifications, number of kB sent or received, upload/download speed) 
· handling authorized Server Applications responsible for emergency situation,.

· receiving lightweight messages from the AOI Client and delivering them to Server Applications;

Editor’s Note: Whether the support of these features is mandatory or not is at this stage reflected in the requirements, but the wording of this section will be changed to MAY/SHOULD/SHALL language prior to publishing as Candidate Enabler.

Editor’s Note: investigate if we can reuse OMA SpamReport enabler for malicious notification report, regarding to AOI-SEC-004 and AOI-SEC-005.

Editor’s Note: It’s FFS which group the last four functionalities belong to.

6.3.2.1 AOI-1

This interface is exposed by the AOI Server and can be used by the AOI Client to:

· register/de-register AOI Client to the AOI Server;

· register/de-register Client Application to the AOI Server;

· subscribe to notifications from the AOI Server.

· Reporting to the AOI Server about the Malicious notification; 

· Blocking the notifications from the AOI Server; 

· Reporting the result of notification delivery to the AOI Server;
· initiate connection-oriented notification channel setup to AOI Server,(e.g. Client-initiated TCP Notification channel setup, triggered by UDP-based wake-up message etc.);
· report statistics information to the AOI Server, e.g. number of notifications received etc.
· deliver lightweight messages to the AOI Server

6.3.2.2 AOI-2

This interface is exposed by the AOI Client and can be used by AOI Server and AOI Auxiliary Server to:

· deliver notifications to the AOI Client (not used by the AOI Auxiliary Server in case of Push over SMS wake-up notification channel);

· check the delivery status of notifications;

· initiate connection-oriented notification channel setup (in case of server-initiated TCP notification channel);
· request AOI Client to initiate connection-oriented notification channel setup to AOI Server (in case of UDP wake-up notification channel and used by the Auxiliary Server).

· Request AOI Client to provide statistics information, e.g. number of notifications received etc.

6.3.2.4 AOI-4

This interface is exposed by the AOI Server and can be used by the Server Applications to:

· register/de-register to the AOI Server;

· send notifications to the AOI Server;

· request to be notified by the AOI Server about the notification delivery status;

· 
· set an expiry time for the notifications to be delivered to the destination;
· 
6.3.2.5AOI-5
This interface is exposed by the AOI Auxiliary Server and can be used by the AOI Server to:
· request AOI Auxiliary Server to send an indication to the AOI Client to initiate connection-oriented notification channel setup to AOI Server(in case of UDP wake-up notification channel).

· initiate connection-oriented notification channel setup (in case of server-initiated TCP notification channel) and notification channel based on UDP;

· deliver notifications to the AOI Client (in case of server-initiated TCP notification channel);
· 
Change 4:  Modify Section 6.3 based on comment  B103

The first letter of each bullet should be uppercase; Delete some blank bullets.
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