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1 Reason for Change

This contribution proposes to modify section 10 in the ER.
This contribution also aims to close the following CONRR comment:

	B148
	2014.08.15
	E
	10
	Source: ZTE
Form: INP
Comment:  The proposal ‘OMA-CD-AOI-2014-0022R01-CR_Protocol_Binding_for_Interface_AOI_2 has not been applied completely.
Proposed Change:  Modify 10 based on 0022R01.
	Status: OPEN / CLOSED

	B149
	2014.08.15
	T
	10.1.4
	Source: ZTE
Form: INP
Comment: missing content in this section
Proposed Change: complete the content
	Status: OPEN / CLOSED

	B150
	2014.08.15
	T
	10.1.5
	Source: ZTE
Form: INP
Comment: missing “ApplicationId” parameter in registration request
Proposed Change: add “ApplicationId” parameter in registration request according to comment B135
	Status: OPEN / CLOSED


2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss and agree the CR.
6 Detailed Change Proposal
Change 1:  Modify Section 10 based on comment B148, B149, B150
10. Protocol Binding(Informative)
Some of the AOI interfaces (e.g.AOI-1, AOI-2, AOI-5) can be implemented via different protocol bindings (e.g. UDP, TCP, WebSockets ), and the interchange message/data can be described by specific format (e.g. JSON, XML). The following sub-section will use JSON for example.  

10.1 AOI-1 Interface

10.1.1 AOI Client Registration

Whenever an AOI Client wants to perform the AOI Client Registration it firstly establishes a websocket with the AOI Server and then issues an AOI Client Registration request, encoded as a JSON-RPC 2.0 [JSON-RPC] request object, with: 

· “method” member set to “aoiClientRegistrationReq”
· “id” member including an unique identifier for each request
· “params” member including the following parameter:

·  “deviceNumber” : mandatory, string

Example:

{

    "jsonrpc": "2.0",
    "method": "aoiClientRegistrationReq",
    "id": "111",
    "params": {
deviceNumber: “5465465416846865465”

}

}

Upon successful registration the AOI Server returns an AOI Client Registration success response encoded as a JSON-RPC 2.0 [JSON-RPC] response object, with:

· “id” member matching the identifier included in the request object
· “result” member including the following parameters:

· “clientID”: mandatory, string
· “code”: mandatory, string
· “message”: mandatory, string. Corresponds to the  “desc” parameter
Example of success response:

{    "jsonrpc": "2.0",

      "id": "111",

      "result": {

clientID: “aoi123456789“,

code: 200,

message: “OK“

}

}

Then the AOI Client keeps the websocket open so that a Notification Channel Activation request can be sent.

Upon unsuccessful registration the AOI Server returns an AOI Client Registration error response encoded as a JSON-RPC 2.0 [JSON-RPC] response object, with:

· “id” member matching the identifier included in the request object
· “error” member including the following parameters:

· “code”: mandatory, string
· “message”: mandatory, string. Corresponds to the  “desc” parameter
Example of error response:

{

    "jsonrpc": "2.0",
    "id": "111",

    "error": {

code: 503,

message: “Service Unavailable“

}

}

Then the AOI Client may either retry the request if the error may be temporary or otherwise close the websocket.

10.1.2 AOI Client Deregistration

Whenever an AOI Client wants to perform the AOI Client Deregistration it firstly checks if there is an open websocket with the AOI Server and if not then it establishes it. Then it issues an AOI Client Deregistration request, encoded as a JSON-RPC 2.0 [JSON-RPC] request object, with: 

· “method” member set to “aoiClientDeregistrationReq”
· “id” member including an unique identifier for each request
· “params” member including the following parameter:

·  “clientID” : mandatory, string

Example:

{

    "jsonrpc": "2.0",
    "method": "aoiClientDeregistrationReq",
    "id": "112",
    "params": {
clientID: “aoi123456789“

}

}

Then the AOI Server returns an AOI Client Deregistration response encoded as a JSON-RPC 2.0 [JSON-RPC] response object, with:

· “id” member matching the identifier included in the request object
· “result” or “error” member, in case of success or error response respectively, including the following parameters:

· “code”: mandatory, string
· “message”: mandatory, string. Corresponds to the  “desc” parameter
Example of success response:

{    "jsonrpc": "2.0",

      "id": "121",

      "result": {

code: 200,

message: “OK“

}

}

Example of error response:

{    "jsonrpc": "2.0",

      "id": "121",

      "error": {

code: 503,

message: “Service Unavailable“

}

}

Then the AOI Client proceeds to close the websocket.

10.1.3 Notification Channel Activation

Whenever an AOI Client wants to perform the Notification Channel Activation it firstly checks if there is an open websocket with the AOI Server and if not then it establishes it. Then it issues an Notification Channel Activation request, encoded as a JSON-RPC 2.0 [JSON-RPC] request object, with: 

· “method” member set to “channelActivationReq”
· “id” member including an unique identifier for each request
·  “params” member including the following parameter:

·  “clientID” : mandatory, string
· “notificationChannel” member including the following parameter:
· “channelType”: mandatory, string
· “data” member:
if “channelType” equals “pushOTA”, “data” member including the following parameter:
· “MSISDN”: string
if “channelType” equals “UDP” or “TCP”, “data” member including the following parameter:
· “IP”: mandatory, string
· “port”: mandatory, string
· “MCC”: string
· “MNC”: string
Example:

{

    "jsonrpc": "2.0",
    "method": "channelActivationReq",
    "id": "113",
    "params": {
“clientID”: “aoi123456789”,

“notificationChannel”:[{



“channelType”: “pushOTA” ,  



“data”:{




“MSISDN”: “8618611111111”
}



},{



“channelType”: “UDP” ,  



“data”:{




“IP”: “10.10.10.10”,




“port”: ”1111”,




“MCC”: “460”,




“MNC”: “01”
}

}






]

}


}

Then the AOI Server returns an Notification Channel Activation response encoded as a JSON-RPC 2.0 [JSON-RPC] response object, with:

· “id” member matching the identifier included in the request object
· “result” or “error” member, in case of success or error response respectively, including the following parameters:

· “code”: mandatory, string
· “message”: mandatory, string. Corresponds to the  “desc” parameter
· “channelType”: array of string. In case of error response, the parameter is absent
Example of success response:

{    "jsonrpc": "2.0",

      "id": "113",

      "result": {

“code”: 200,

“message”: “OK“,

“channelType”: [



“pushOTA” ,  



“UDP”
]

}

}

Example of error response:

{    "jsonrpc": "2.0",

      "id": "113",

      "error": {

code: 503,

message: “Service Unavailable“

}

}

10.1.4 Notification Channel Deactivation

When the AOI Client wants to deactivate the notification channel with the AOI Server, it will send a Notification Channel Deactivation request, which could be encoded as, e.g. JSON-RPC 2.0 [JSON-RPC] request object, with:

· “method” member set to “ChannelDeactivationReq”
· “id” member including an unique identifier for each request
· “params” member including the following parameters:

·  “clientID” : mandatory, string
· “ChannelType”: mandatory, string, =[“pushOTA”, “UDP”, “TCP”]
Example:

{



"jsonrpc": "2.0",



"method": "ChannelDeactivationReq",



"id": "114",



"params": {

clientID: “aoi123456789”,

ChannelType: “TCP”
}

}

The AOI Server returns a Notification Channel Deactivation response, which could be encoded as, e.g. JSON-RPC 2.0 [JSON-RPC] response object, with:
· “id” member matching the identifier included in the request object
· “result” or “error” member, in case of success or error response respectively, including the following parameters:

· “code”: mandatory, string
· “message”: mandatory, string. Corresponds to the  “desc” parameter
Example of success response:

{    "jsonrpc": "2.0",

      "id": "114",

      "result": {

code: 200,

message: “OK“

}

}

Example of error response:

{    "jsonrpc": "2.0",

      "id": "114",

      "error": {

code:400,

message: “Bad Request“

}

}

10.1.5 Client Application Registration

Whenever an AOI Client wants to perform the Client Application Registration it firstly checks if there is an open websocket with the AOI Server and if not then it establishes it. Then it issues an Client Application Registration request, encoded as a JSON-RPC 2.0 [JSON-RPC] request object, with: 
· “method” member set to “clientAppRegistrationReq”
· “id” member including an unique identifier for each request
·  “params” member including the following parameter:

·  “clientID” : mandatory, string
· “ApplicationID”: mandatory, string
· “tokenSeed” : optional, string
Example:

{

    "jsonrpc": "2.0",
    "method": "clientAppRegistrationReq ",
    "id": "116",
    "params": {
“clientID”: “aoi123456789”,
“ApplicationID”: “app123456789”
“tokenSeed”: “tokenseed123456789”;

}


}

Then the AOI Server returns an Client Application Registration response encoded as a JSON-RPC 2.0 [JSON-RPC] response object, with:
· “id” member matching the identifier included in the request object
· “result” or “error” member, in case of success or error response respectively, including the following parameters:

· “code”: mandatory, string
· “message”: mandatory, string. Corresponds to the  “desc” parameter
· “clientAppToken”: mandatory, string
· “aoiServerUrl”: optional, URL
Example of success response:

{    "jsonrpc": "2.0",

      "id": "116",

      "result": {
“code”: 200,

“message”: “OK“,

“ClientAppToken”: “token123456789”;

“aoiServerUrl”: “http://10.10.10.10:80/aoiServer”
}

}
Example of error response:

{    "jsonrpc": "2.0",

      "id": "116",

      "error": {
code: 503,

message: “Service Unavailable“

}

}
10.1.6 Client Application Deregistration
Whenever an AOI Client wants to perform the Client Application Deregistration it firstly checks if there is an open websocket with the AOI Server and if not then it establishes it. Then it issues an Client Application Degistration request, encoded as a JSON-RPC 2.0 [JSON-RPC] request object, with: 
· “method” member set to “clientAppDeregistrationReq”
· “id” member including an unique identifier for each request
·  “params” member including the following parameter:

·  “clientID” : mandatory, string
· “clientAppToken” : mandatory, string
Example:

{

    "jsonrpc": "2.0",
    "method": " clientAppDeregistrationReq ",
    "id": "117",
    "params": {
“clientID”: “aoi123456789”,

“tokenSeed”: “token123456789”;

}


}

Then the AOI Server returns an Client Application Deregistration response encoded as a JSON-RPC 2.0 [JSON-RPC] response object, with:
· “id” member matching the identifier included in the request object
· “result” or “error” member, in case of success or error response respectively, including the following parameters:

· “code”: mandatory, string
· “message”: mandatory, string. Corresponds to the  “desc” parameter
Example of success response:

{    "jsonrpc": "2.0",

      "id": "117",

      "result": {
“code”: 200,

“message”: “OK“,

}

}
Example of error response:

{    "jsonrpc": "2.0",

      "id": "117",

      "error": {
code: 503,

message: “Service Unavailable“

}

}
10.1.7 Notification Channel Maintenance

This section describes the keep-alive message request sent from AOI Client to AOI Server using AOI-1 interface to keep the Notification Channel open and the response to this request respectively. This is specifically for the case when the AOI Client is within Firewall and NAT networks and for WebSocket protocol binding. 
In this case the notification channel may close after a certain idle time. To keep the channel open a keep-alive message should be sent from time to time encoded as a JSON-RPC 2.0 [JSON-RPC] request object, with the following elements: 

· “method” member set to “keep-alive”
· “id” an identifier for the ‘keep-alive’ request
Example of a keep-alive request:

-->{

    "jsonrpc": "2.0",
    "method": "keep-alive",

    “id”: 1

}

Then AOI Server returns a response to keep-alive request encoded as a JSON-RPC 2.0 [JSON-RPC] request object, with: 

· “result” member set to “200 OK” when the response is positive, i.e. successful. 
· “id” member is included and should have the same value with the ‘id’ member in the ‘keep-alive’ request. 
Example of success response to a keep-alive request:

<--{

    "jsonrpc": "2.0",
    "result": "200 OK",

    “id”: 1
}

Editor’s Note: The duration between two keep-alive transmissions, duration between two successive keep-alive retransmissions and the number of retransmissions before declaring that the channel is dead are implementation issues. 
10.2 AOI-2 Interface

10.2.1 Notification Channel Deactivation

When the AOI Server wants to deactivate the notification channel with the AOI Client, it will send a Notification Channel Deactivation request, which could be encoded as, e.g. JSON-RPC 2.0 [JSON-RPC] request object, with:

· “method” member set to “ChannelDeactivationReq”
· “id” member including an unique identifier for each request
· “params” member including the following parameters:

·  “SeverID” : mandatory, string
· “ChannelType”: mandatory, string, =[“pushOTA”, “UDP”, “TCP”]
Example:

{



"jsonrpc": "2.0",



"method": "ChannelDeactivationReq",



"id": "211",



"params": {

ServerID: “aoiServer000123”,

ChannelType: “TCP”
}

}

The AOI Client returns a Notification Channel Deactivation response, which could be encoded as, e.g. JSON-RPC 2.0 [JSON-RPC] response object, with:
· “id” member matching the identifier included in the request object
· “result” or “error” member, in case of success or error response respectively, including the following parameters:

· “code”: mandatory, string
· “message”: mandatory, string. Corresponds to the  “desc” parameter
Example of success response:

{    "jsonrpc": "2.0",

      "id": "211",

      "result": {

code: 200,

message: “OK“

}

}

Example of error response:

{    "jsonrpc": "2.0",

      "id": "211",

      "error": {

code:400,

message: “Bad Request“

}

}

10.2.2 Notification Delivery

When the AOI Server wants to deliver a notification to the AOI Client, it will send a Notification Delivery request, which could be encoded as, e.g. JSON-RPC 2.0 [JSON-RPC] request object, with:

· “method” member set to “NotificationDeliveryReq”
·  “params” member including the following parameters:

·  “Notification” : mandatory (1 or multiple), NotificationType, including the following parameters:
· “ClientAppToken”: mandatory, string
· “payload”: optional, Notification Payload Structure
· “priority”: mandatory, enumeration 
Example:

{



"jsonrpc": "2.0",



"method": "NotificationDeliveryReq",



"id": "221",



"params": {

Notification: {ClientAppToken: “ClientApp0xyz123”,

payload: “…”,

priority: “2”}
}

}

Upon successful notification delivery the AOI Client returns a Notification Delivery success response encoded as, e.g.  JSON-RPC 2.0 [JSON-RPC] response object, with:

· “id” member matching the identifier included in the request object
· “result” member including the following parameters:

·  “code”: mandatory, string
· “message”: mandatory, string. Corresponds to the  “desc” parameter
Example of success response:

{    "jsonrpc": "2.0",

      "id": "221",

      "result": {

code: 202,

message: “Accepted“

}

}

Upon unsuccessful notification delivery the AOI Client returns a Notification Delivery error response encoded as, e.g.  JSON-RPC 2.0 [JSON-RPC] response object, with:

· “id” member matching the identifier included in the request object
· “error” member including the following parameters:

·  “code”: mandatory, string
· “message”: mandatory, string. Corresponds to the  “desc” parameter
Example of error response:

{    "jsonrpc": "2.0",

      "id": "221",

      "error": {

code: 415,

message: “Unsupported Media Type “

}

}
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