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1 Reason for Contribution

To summarise the series of joint meetings held at the OMA WG#3 in Singapore, between the SG WG and different other OMA working groups.

2 Summary of Contribution

Private meeting notes from the different joint meetings.

3 Detailed Proposal

DRM Group:

The DRM group were a bit reluctant, but they had some good comments. 
Is the game data considered one big chunk of data, and how would the package be used?

Regarding requirement 3: 

Bullet one: It is easy to count the number of times the executable is activated, but maybe not so easy to count the number of times the application has been activated from inside itself (using the DRM method that is).

Bullet two is not in DRM 2.0 yet, but work is progressing to include it in the B-Cast DRM extension, and it could then be included in the mainline DRM spec. 

The DRM is mainly used for media (pictures, ring tones, etc) and not for executables. They do though have the mentioning of executables shortly with a few lines in the specification, so maybe we need to enhance on that.

The DRM specification does has persistent storage as a requirement. But it is more like a system/platform requirement, and we cannot make use of that from the GS WG. We should declare our own Requirement on this issue.

DRM also has requirements for secure date/time, but as us, found out that a real life solution is difficult to make secure. They have a few requirements concerning maximum drift of the time, and they do have a synchronisation method to use a 'secure server'. It is actually a part of the protocol to obtain Right Objects, and the protocol is then also used to get the time/date in a 'secure way'.

The general comment was that the security group should look into this and we will mention that to the Sec group when we meet them later.

MCC Group: 

The MCC group, on the other hand, was much more forthcoming, and my notes from that meeting follow here:

What is a service delivery platform. Does that take care of the charging?

Do we address the game server directly or is the game server found 'by magic' somehow by the operator system?

Is the user/player also the owner of the SIM? If so, the MCC has a solution ready for triggering charges from the handset. If we chose the more complicated version, the MCC group does not have the requirements yet for the next Charging Enabler!

On the other hand there is no problem if the charging is triggered from the game server, to any person. The charging enabler implementation will then just have to trust our charging request :-)

The general question was "Where is the charging triggered?" Is it triggered from the handset or from the game server.

Regarding our requirement to be able to charge when the handset is not connected to the network, they were a bit reluctant to promise anything, and I think we need to reconsider the use case and the requirement. Maybe for example the game itself will have to say that you can only use so and so much with no connection.

Another question was, if we want to suppress the base network charges when playing a game, so that the player is only charged a game-fee, and not charged for the data traffic he creates playing the game.

The MCC group will in the near future prepare a survey, in which they ask for specific requirements and use cases for their services so that they are sure that their enabler is useful for the other groups. The GS WG will also receive this questionnaire of course.

MCC has already now requirements for both handset and server charging triggering mechanisms.

Concerning requirement 14, MCC has this under control as well :-)

So the short MCC story is that MCC has all our requirements under control, and that they will be covered by the Charging Enabler, which is scheduled to come out in December.

Please also find a short power point presentation in MCC-0085R02, that explains their architecture. 

O-CTF = OMA Charging Triggering Function.

PAG Group:
The presence server collects presence in formation that is being pushed to it and then it is possible to retrieve this info.

If you have several sources (different games and applications), the presence picture gets better and better of course.

The PAG WG does not currently have an OSE interface available. What they use currently is SIP to push and retrieve information from the presence server.

The notion of presence watcher/source was mentioned.

And that the presence element semantics is defined in the PAG group in OMA.

We can make our own semantics, using event notification functionality in SIP.

SIP IP core is a set of functions for SIP routers, and SIP can among other things be used to initiate a game session, etc. 

More info on SIP in 3GPP 22/23/24.229

XDM is very application dependent.

A joint session between PAG and ARC on Thursday after our joint session with ARC might be worthwhile watching.

 

DIG Group:

I presented the latest Client/Server interface document, to get some response in the DIG group.

They were in agreement with the work that has been done so far, concerning the XSD (XML Schema Definition).

The XSD is the starting point on how to get the actual API automatically created.

XSD codes the types.

WSDL will define the operations on the types defined in XSD.

The sequence diagrams also look good.

One comment was that the SOAP API box should be renamed, maybe to something like SOAP Transport ?!?

 

SEC Group:

The security group certainly deals with requirements like the ones we have.

But they do not have any solutions currently in an enabler.

They are working on a common security functions document, but it was quite unclear when it will be ready (they have limited resources as well).

They basically would like to help us, but would like a new joint meeting, where we present to them the whole picture, including AD, role models, actors, which underlying transport protocols are used, etc ...

A big master requirement security requirement document exists, which we should have looked at instead of using our own words (REQ-2004-0941). This is in the 'pipe' to be approved. 

Also the requirement documents from Identity management, presence and SIP based Push would have given helpful ideas on how to write our requirements :-)

Other questions: Should we authenticate the game service provider, so that for example req-11 would work both ways, authenticating both the server and the user, preventing rogue servers ?

We would need in the GS WG to discuss the threat model, do we want to protect the game data against snooping or vandalisation, who is the general enemy in our scenarios, prevention against users cheating users, and what kind of attacks we want to prevent, DOS attacks, etc.

We decided how to continue and organise the work:

1) We do need to delegate the security work to the SEC WG

2) We need to define the security architecture inside GS

3) We need to have another joint session to clarify the questions from above

4) SEC will then do the work, and we will include the sections into our document (or they will use then sections as backbone in their common security function document.

Questions to clarify as well: What is the game server in relation to security, what is a user ID, how is a user ID assigned, what is the sensitive data we want to protect.

 

Concerning secure date/time, how secure do we want it? how accurate ? Do we want to protect the secure time against moving backwards or forwards ? Do we really need a secure time/date.

DRM has a limited solution, that is accurate within hours. If it is good enough for DRM, isn't it good enough for us then ?

IM group:
We had only one requirement for them, regarding filtering, and they are not working on anything in that area. It is not a protocol issue and not for their group!

Personal note: Need to find out in which group the content screening BoF document has ended up.

The IM group mainly used the time promoting their IM enabler, and trying to let us see the light that we should take the whole IM package, because we then get SO much more functionality on top of what we ask for in our very limited message API.

They are not looking into creating any OSE/I0 interfaces in the near future anyway!

They asked us to come up with use cases for what we want, so that they can work on a WID for SIP-SIMPLE. To me it seemed more like they wanted us to do all the work.

They would then like the GS group to adopt the SIMPLE-IM.

The fact that we have only required and defined a very simple messaging system (and that we only want that for now) did not seem to penetrate their sales pitch of us just taken their whole solution.

 

MAE group:

Req 16: It ties in very well with the DM and UAPROF work.

The accept header should be gotten anyway when using HTTP.

We will have to work together with the UAPROF group, to define the 'mandated' attribute subset we need in GS, for example name, vendor, version, etc.

Req 17: Seems to be kind of the same as some discussions that had taken place in DLDRM.

In general it is no problem.

SIP might have some problems with motion picture regarding where to store stuff.

Streaming content is not stored, but immediately 'consumed'.

Req 23: Persistence storage specification.

If the browser becomes the gaming environment, it might become a problem, since no such requirement exists for browsers.

We should change the wording in the requirement so that it says "... for the Game Client." instead of "... to the game client."

Also change the Req 16 and 17 to "All game related received content ..." instead of "All received content ..."

Observation 1: At one point we will most likely have to look and identify the different OS's out there, and the different programming environments!

Observation 2: We should be prepared to protect the game data from the user himself, to avoid cheating scenarios.

 

Arc group:

The two privacy requirements already seem to fit into the existing IMF requirements. They seem to be some principle attributes, and to get it working for us, we would need to use the Game Service with the IMF enabler.

Req 6 is also covered. 

The IMF task force will informally take our requirements and use and incorporate them in their IMF enabler work.

On questions from the ARC group I could clarify that we DO create enablers in our group.

A follow up question regarding our liaison with Parlay X clarified that Parlay X never really got their game group up and running.

A comment regarding us working together with the security group was acknowledged.

Regarding the last requirement 18, concerning OSE, it was deemed as a non-functional requirement.

No one disagreed with the principles behind the requirement, but it was seen as providing any substantial value.

The last comments regarded us, and that we should definitely look into creating an I0 interface, based on the OSE principles, through the PE (Policy Enforcer).

4  Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That the group takes the comments from the different groups into consideration, for the ongoing versions of the different GS documents (Requirements, Architecture and Technical Specifications).
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