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1 Reason for Change

Proposal for the architecture diagram, entities, and interfaces.
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CD is requested to review and approve the CR with changes as needed.
6 Detailed Change Proposal

Change 1:  Updated Architecture section for the ER
7. Architectural Model

This section describes the architectural model and related aspects of the GotAPI Enabler.

The architecture definition and functionalities are based on the requirements defined in the Section 6.
7.1 Dependencies

TBD

7.2 Architectural Diagram
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Figure 2: GotAPI Architectural Diagram

7.3 Functional Components and Interfaces

7.3.1 Functional Components

7.3.1.1 GotAPI Server

The GotAPI Server provides the following functions:

· Exposure of the GotAPI-1 interface, via which Applications can issue API requests and receive responses

· Binding of the GotAPI-1 interface to various specific interface technologies and payload protocols / design patterns. 
· Security and privacy protection for requests via the GotAPI-1 interface

· Protection of the GotAPI-1 interface from Intrusion and Denial of Service attacks

7.3.1.2 GotAPI Authorization Server

The GotAPI Authorization Server provides the following functions:

· Exposure of the GotAPI-2 interface, via which Applications can obtain authorization to make API requests

· User Interface functions as required to locally provide user information and consent for API access by applications

· Acting as a proxy for user consent obtained through host-device external functions (e.g. OAuth servers)

· Database of authorizations and user consent history
· Binding of the GotAPI-2 interface to various specific interface technologies and payload protocols / design patterns. 
· Security and privacy protection for requests via the GotAPI-2 interface

· Protection of the GotAPI-2 interface from Intrusion and Denial of Service attacks
· Exposure of the GotAPI-3 interface via which GotAPI authorizations can be provisioned through OMA Device Management
7.3.2 Interfaces

7.3.2.1 GotAPI-1
The GotAPI-1 interface enables applications to make API requests and receive responses. This interface is generically specified by GotAPI, as GotAPI-based API specifications will define specific request/response transactions that can be utilized in host devices based upon the available interface technologies, payload protocols, and their applicable design patterns. These options include:

· The interface technologies TLS 1.2, HTTP/1.1, HTTP/2, WebSockets, EventSource, WebRTC, and URI scheme handling

· The design patterns REST and JSON-RPC

7.3.2.2 GotAPI-2

The GotAPI-2 interface enables applications to obtain authorization for access to GotAPI-based APIs. This interface is fully specified by GotAPI, being a common (though optionally used) support function for all GotAPI-based APIs. GotAPI-2 supports bindings and request/response transactions that can be utilized in host devices based upon the available interface technologies. These options include the interface technologies TLS 1.2, HTTP/1.1, HTTP/2, and URI scheme handling.

The GotAPI-2 interface is based upon the concepts of OAuth, though with different semantics as necessary for adaptation to the available interface technologies.
7.3.2.3 GotAPI-3
The GotAPI-3 interface enables the remote provisioning of API access authorizations through OMA Device Management, using a Managed Object (MO) defined by the GotAPI enabler.
7.4 Security Considerations

TBD
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