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1 Reason for Change

1. GotAPI supports communications with external devices and internal enablers, such as smart watches, smart glasses, etc. 
The CR proposes to add a new requirement to articulate the need of exposing an interface to communicate with external devices and internal enablers.

2. The external devices and internal enablers are not necessarily developed by the same company as the GotAPI enabler provider. Under such a multi-vendor/developer scenario, the communication between the GotAPI enabler, and external devices and enablers will have interoperability issues. 

To solve the issues, this CR proposes a mechanism to enable Extension Plug-Ins through a new GotAPI-4. 
Extension Plug-Ins are independent applications. They are the mediators between the GotAPI Server and external devices and internal enablers. Extension Plug-Ins are connected to the GotAPI Server via the new GotAPI-4 interface.
GotAPI-4 provides three functions with respect to Extension Plug-Ins:
(1) Plug-In Discovery
(2) Approval

(3) Data Forwarding

In this CR, the details of (1) Plug-In Discovery and (2) Approval are not proposed. We will contribute the details after this CR. 

But we are proposing to specify the standardized Data Forwarding protocol for the communication between the GotAPI Server and the Extension Plug-Ins, thereby manufacturers of different companion devices and enablers are able to develop their Extension Plug-In applications for the GotAPI Server.
Based on the Data Forwarding mechanism, the actual APIs that applications talk to access the features of external devices or internal enabler are implemented in the Extension Plug-Ins for each devices and enablers. 
The APIs for the external devices or internal enablers are out of the scope of this specification. 
However, the protocol between the GotAPI Server and the Extension Plug-Ins conveying the requests and responses to/from the APIs ensure successful data transmission between them. The requests and responses to/from the APIs are agnostic to the GotAPI Server (a pass-through mechanism).
Please refer to the other contribution for the rationales: OMA-CD-GotAPI-2014-0016.
R01:    Revised Figure 1 and Figure 3.

Clarified OMA Enabler Clients may be connected to the GotAPI Server directly or through Extension Plug-Ins.
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CD is requested to review and approve the CR with changes as needed.
6 Detailed Change Proposal

Change 1:  Changing Figure 1 in "4 Introduction"
Changes:

· Add Extension Plug-Ins between GotAPI Server and Other Devices.
· Indicate the line between GotAPI Server and Extension Plug-Ins as being OS specific (double lines)

· Connect OMA Enabler Clients to Extension Plug-Ins as well as the GotAPI Server directly.


[image: image1]
Figure 1 Conceptual Implementation (Informative)
Change 2:  Adding a requirement in "6.1 High-Level Functional Requirements"
Adding the requirement as below:
	Label
	Description
	Release

	GotAPI-HLF-16
	GotAPI Servers SHALL expose an interface to communicate with external devices and internal enablers, so that different manufacturers are able to develop Extension Plug-Ins for the GotAPI Server, and application developers are able to develop applications that can communicate with such other external devices and internal enablers through GotAPI Server. 
Note: The APIs for each device or enabler are out of the scope of this specification.
	1.0


Change 3:  Changing Figure 2 in "7.2 Architectural Diagram"
Changes:

· Add a new interface GotAPI-4
· Add Extension Plug-Ins box which is out of the scope of this specification.


[image: image3]
Figure 2: GotAPI Architecture Diagram

Add the informative diagram as below:


[image: image4]

Figure-3: GotAPI Architecture Diagram (Informative).
Change 4:  Adding a section "7.3.2.4 GotAPI-4" in "7.3.2 Interfaces"
Adding a section as below:

7.3.2.4 GotAPI-4

The GotAPI-4 interface enables Extension Plug-Ins for external devices and internal enablers through which they communicate with the GotAPI Server. Note that internal enablers may also be connected to the GotAPI servers directly in implementation specific ways without using the GotAPI-4 interface and Extension Plug-Ins.
The Extension Plug-Ins are independent applications. They are the mediators between the GotAPI Server, and external devices and internal enablers/applications. Typically, there are multiple Extension Plug-In applications installed on a device by the user or preinstalled on the device. An Extension Plug-In application may be developed;

· For a group of devices, e.g., a series of devices from a company, or a single device or an enabler,
· By a developer that is different from the provider of GotAPI or applications that use the devices or enablers through the Extension Plug-In.

The GotAPI-4 provides the following functions with respect to Extension Plug-Ins;

(1)  Plug-In Discovery
(2)  Approval

(3)  Data Forwarding
(1) GotAPI-4 Plug-In Discovery enables the GotAPI Server to discover the targeted Extension Plug-In which an application wants to access and communicate with. It also discovers the devices or enablers that are connected to the Extension Plug-In.
(2) GotAPI-4 Approval is the function to ensure security, especially to protect users’ data and privacy from unwanted exploits, so that the users can safely use the application with external devices and enablers that are connected via Extension Plug-Ins.

(3) GotAPI-4 Data Forwarding is the function that enables an application to communicate with the targeted Extension Plug-In through GotAPI Server. Data Forwarding takes place after Plug-In Discovery and Approval processes have been successfully completed. GotAPI-4 Data Forwarding uses the “pass-through” mechanism, so that the application can access and communicate with the APIs that (i) are implemented in the Extension Plug-In and (ii) expose the features of the external devices or internal enablers. 
Note that the APIs to be implemented in Extension Plug-Ins that expose features of external devices and internal enablers are out of the scope of this specification.
7.3.2.4.1 Plug-In Discovery
TDB

[Editor’s Note]

How the GotAPI Server discovers the targeted plug-in is TBD.
7.3.2.4.2 Approval
TBD

[Editor’s Note]

We have to discuss what approves what. There can be several models possible. For example, (1) the GotAPI Server approves the plug-in, (2) the plug-in approves the GotAPI Server, (3) the plug-in approves an application. The detailed ways are TBD.
Other factors to consider may include (i) level of required security, (ii) deployment and operational overhead, (iii) impact on the ecosystem and developers, and (iv) scope and extent of standardization by OMA.
7.3.2.4.3 Data Forwarding
Once a connection between the GotAPI Server and the targeted Extension Plug-In is established (i.e., GotAPI-4 Plug-In Discovery and GotAPI-4 Approval have been successfully completed), the application can communicate with the targeted Extension Plug-In. The data transferred between the application and the Extension Plug-In pass-through the GotAPI Server.
The GotAPI-4 Data Forwarding defines the protocol (the data container format) between the GotAPI Server and the Extension Plug-Ins that are connected with external devices or internal enablers.

Example:

The following description and Figure-4 show how the pass-through mechanism of the Data Forwarding works:

An application sends a request to the GotAPI Server using an HTTP connection with some parameters in accordance with the GotAPI-1. The GotAPI Server converts the request to the data format (protocol) in accordance with the GotAPI-4 Data Forwarding specification. Then the GotAPI Server conveys the converted data to the targeted Extension Plug-in using the OS adaptation, such as Intent for Android.  Finally, the Extension Plug-In invokes the APIs with the received and re-converted data. The APIs are implemented in the Extension Plug-In. This mechanism allows requests and responses between applications and external or internal entities to be passed-through to the APIs.


[image: image6]
Figure 4: Pass-through mechanism of Data Forwarding.

[Editor’s Note]

The green texts in the diagram above are just sample code. What protocol/format is appropriate for the GotAPI-4 is TBD. The sample code will be updated when the final protocol/format is agreed.
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