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1 Reason for Change

R03: All the AT&T comments are responded and addressed.

deviceId is changed to serviceId globally.
C01:This CR adds comments and proposed changes to the original CR OMA-CD-GotAPI-2014-0030R02-CR_Section_8.6_GotAPI_Server.
R02: Added definition of “AccessToken” and informative reference to RFC6454 for origin.

R01: Editorial clean up.

CR for all the TS specification related to Plug-In operation over GotAPI-1 and GotAPI-4 involving the GotAPI Server and the Plug-Ins.

2 Impact on Backward Compatibility

<statement describing the scope and nature of impacts of the change on the compatibility with previous versions of the document>

3 Impact on Other Specifications

<statement describing impacts on other specifications, this may relate to dependencies (either way), or on related requirements or technology material covered in other documents

if changes are required in other documents describe the plan to handle these (e.g. companion CRs being submitted for those docs, liaisons with owning groups are proposed, etc.)>

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend the CR to be incorporated into the GotAPI specification draft.
6 Detailed Change Proposal

Change 1:  Filling "8.6 GotAPI Server"
8.6 GotAPI Server

8.6.1 Availability API on the GotAPI-1 Interface

This API provides the status whether the GotAPI Server is running or not. The application uses this API before the application authorization on the GotAPI-2 Interface. The GotAPI Server SHALL accept and respond to the requests for this API coming from any application even if the application authorization on the GotAPI Server has not been completed.
Definition of the request
	
	Definitions

	Method
	HTTP GET (REST)

	Request URL
	http://127.0.0.1:4035/gotapi/availability
https://127.0.0.1:4036/gotapi/availability

	Parameters
	none


If the GotAPI Server is running, it SHALL respond as follows:

Definition of the response
	
	Definitions

	MIME-Type
	application/json

	HTTP status
	200 OK


Definition of the response
	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	result
	
	Number
	This must be 0.
	Mandatory


Example of the response
	{

    "result":0
}


The GotAPI Server SHALL NOT add any extra information in the response for the purpose of protecting the user’s privacy from fingerprinting [RFC6973].
Editor’s Note: Add the following reference to the “2.2 Informative Reference” section:

	[RFC6973]
	“Privacy Considerations for Internet Protocols”, A. Cooper, et al, July 2013, URL: http://tools.ietf.org/html/rfc6973


8.6.2 Invoking the GotAPI Server

If the application finds that the GotAPI Server is not running, it has to invoke the GotAPI Server. To do so, the application needs to use an OS-specific or a UA-specific method that enables the application to invoke the GotAPI Server. 

For example, most of the Android browsers support URI Schemes to invoke a native application with its package name for the web application running on the web browser. If the web application shows a hyper-link embedding the URI scheme, the user can invoke the GotAPI Server by tapping it.

Example of the URI Scheme with a package name (Android Chrome)

	<a href="intent://#Intent;scheme=gotapi;package=com.example.gotapi;S.origin=app.example.jp;S.key=0123456789;;

end">Invoke the GotAPI Server</a>


If the application is an Android native application, it can use an Explicit Intent for invoking the GotAPI Server and sending the necessary information.
(1) HMAC server authentication used:

In order to support the HMAC server authentication as defined in 7.4.3.2.1, the application is expected to provide the GotAPI Server with the following data using the OS-specific or the UA-specific method when invoking the GotAPI Server as shown in the example above;
origin,

 The origin is an identifier of the application. If the application is a web application, this value is the part of the URL specified as "origin" in RFC6454 (e.g. http://app.example.com). If the application is an OS-specific native application, the application ID recognized by the OS, such as a package name. (e.g. com.example.app).
key

The key is generated by the application, composed of unpredictable random characters. The key is used for HMAC server authentication for the purpose of preventing GotAPI Server spoofing.

When using the HMAC server authentication, it must be ensured that the OS-specific or the UA-specific method to invoke the GotAPI Server must qualify as a Trusted Channel as defined in 7.4.3.3.

When the GotAPI Server is started by an application, the GotAPI Server SHALL securely store the origin and key provided by the application.
The GotAPI Server SHALL retain and associate the origin and key for use in validating subsequent requests from the application
.
Comment: Need to explain how to associate different keys for multiple app instances from the same origin. 

The GotAPI Server MAY set an expiration date/time to the pair of the origin and the key, and MAY revoke the pair when the expiration is reached.
GotAPI Servers SHALL allow applications to update their key at any time, and any number of times.
 
(2) HMAC server authentication not used:

The application may decide whether or not to use the HMAC server authentication. Hence, the application is not mandated to send the origin and the key.
If the GotAPI Server does not receive the key or receives an empty string as the key from the application, the GotAPI Server SHALL recognize that the application is not using the HMAC server authentication and act accordingly.
GotAPI Servers SHALL support the ability of applications to start using HMAC server authentication at any time.




	Recommendations for applications

This is non-normative.

· The application MAY decide whether or not to use the HMAC server authentication. 

· The application MAY update the key at any time, as many times as it likes. 

· The application SHOULD update the key whenever the application starts to run, and start the session with a new key.


8.6.3 Service Discovery API on the GotAPI-1 Interface
This API provides the information about what services the GotAPI Server can supply. This API is available only if the application authorization on the GotAPI-2 Interface is completed. 


Comment: This requirement (and similar ones in later sections) should be in an error handling section (does not need to be specific for each API). The GotAPI Server should probably respond with an error rather than close the connection. It’s unclear why such a response would add to fingerprinting risk. 
 

The resource for this API not be “network  service” since this applies to internal services as well.
URLs should not have punctuation or other special characters where possible. 
“/getnetworkservices” is not needed since this is a GET operation on the “service discovery” resource.

Definition of the request
	
	Definitions

	Method
	HTTP GET (REST)

	Request URL
	http://127.0.0.1:4035/gotapi/ serviceDiscovery
https://127.0.0.1:4036/gotapi/serviceDiscovery

	Parameters
	none


Definition of the request parameters
	Parameter name
	Definition of value

	accessToken
	The access token obtained from the GotAPI Auth Server through the GotAPI-2 Interface.


Example of the request URL

	http://127.0.0.1:4035/gotapi/serviceDiscovery?accessToken=0987654321


When the GotAPI Server receives the request, it SHALL run the Plug-In Discovery procedure described in the section "7.3.2.4.1 Plug-In Discovery" and the section "8.6.5 Plug-In discovery on the GotAPI-4 Interface".

When the GotAPI Server completes the Plug-In Discovery procedure, it SHALL respond as follows:
Definition of the response
	
	Definitions

	MIME-Type
	application/json

	HTTP status
	200 OK


Definition of the JSON format of the response
	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	result
	
	Number
	If success, the value is 0, otherwise an integer other than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	product
	
	String
	The name of the GotAPI Server (e.g. "ABConnect")
	Mandatory

	version
	
	String
	The version of the GotAPI Server (e.g. "1.0").
	Mandatory

	services
	
	Array
	The list of the services. If none of services were found, an empty array is returned.
	Mandatory

	
	serviceId
	String
	The service identifier.
If this service represents the external device which is connected through the relevant Plug-In, this value must be the device identifier.
	Mandatory

	
	name
	String
	The name of the service.
If this service represents the external device which is connected through the relevant Plug-In, this value must be the name of the external device.
	Mandatory

	
	manufacturer
	String
	The manufacturer of the service.

If this service represents the external device which is connected through the relevant Plug-In, this value must be the manufacturer of the external device. Otherwise, this value must be the Plug-In provider name.
	Optional

	
	version
	String
	The version of the service.

If this service represents the external device which is connected through the relevant Plug-In, this value must be the version of the external device. Otherwise, this value must be the Plug-In version.
	Optional

	
	type
	String
	The type of the service.
If this service represents the external device which is connected through the relevant Plug-In, this value represents the type of the network used to connect to the external device. The value must be any one of "WiFi", "BLE", "NFC", or "Bluetooth".
Comment: should clarify why this information element is mandatory (especially for device-internal services), and that the list of services above can be extended.

	Optional

	
	online
	Boolean
	If the service is available at the time, this value is true. Otherwise false.
	Mandatory

	hmac
	
	String
	An HMAC generated for the counter measure against the GotAPI Server spoofing attack described in the section "7.4.3.2.1 HMAC server authentication using trusted Application ID for the GotAPI Server spoofing attack".
	Mandatory if the application provides a key to the GotAPI Server


The following example shows that the GotAPI Server has discovered  two services. The first one is a service provided by an internal enabler Plug-In, which provides CPU information of the local device. The second one is a service provided by an external device.

Example of the response
	{

    "result":0,
    "product": "ABConnect",

    "version": "1.0",
    "services":[

        {

            "id":"deviceinfo.plugin1.example.org",

            "name":"Local Device Information Analyzer",
            "manufacturer": "ABC Software Inc.",

            "version": "2.3",
            "type":"cpuInfo",

            "online":true
        },

        {

            "id":"device1.plug-in2.example.org",

            "name":"Smart watch DC01A",
            "manufacturer": "ABC Electric Inc.",

            "version": "3.0",
            "type":"WiFi",

            "online":true
        }

    ],
    "hmac": "0123.....xyz"

}


The GotAPI Server MAY append additional name-value pairs in the JSON data as needed.
8.6.4 External Devices API on the GotAPI-1 Interface
Comment: Should probably call this “External Devices API” since the name “Device System” is not obvious as to what this API provides
.
This API provides the detailed information of the internal service and the external devices provided through the relevant Plug-In. This API is available only if the application authorization on the GotAPI-2 Interface is completed. 


Comment: Should probably call this “External Devices API” since the name “Device System” is not obvious as to the purpose of this API.

Definition of the request
	
	Definitions

	Method
	HTTP GET (REST)

	Request URL
	http://127.0.0.1:4035/gotapi/external
Devices
https://127.0.0.1:4036/gotapi/external
Devices


Definition of the request parameters
	Parameter name
	Definition of value

	serviceId
	The identifier of the targeted internal enabler or external device. This value is available from the Service Discovery API on the GotAPI-1 Interface.

	accessToken
	The access token obtained from the GotAPI Auth Server through the GotAPI-2 Interface.


Example of the request URL

	http://127.0.0.1:4035/gotapi/external
Devices? serviceId =abcdefg123&accessToken=0987654321


When the GotAPI Server receives the request, it SHALL respond as follows:

Definition of the response
	
	Definitions

	MIME-Type
	application/json

	HTTP status
	200 OK


Definition of the JSON format of the response

	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	result
	
	Number
	If success, the value is 0, otherwise an integer greater than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	product
	
	String
	The name of the GotAPI Server (e.g. "ABConnect")
	Mandatory

	version
	
	String
	The version of the GotAPI Server (e.g. "1.0").
	Mandatory

	connect
	
	Object
	
	Mandatory

	
	wifi
	Boolean
	If the external device are available through WiFi, the value is true, otherwise false.
If the external device doesn't support the WiFi connection, this name-value pair must not exist.
	Mandatory if the external device supports the WiFi connection.

	
	bluetooth
	Boolean
	If the external device are available through Bluetooth, the value is true, otherwise false.
If the external device doesn't support the Bluetooth connection, this name-value pair must not exist.
	Mandatory if the external device supports the Bluetooth connection.

	
	nfc
	Boolean
	If the external device are available through NFC, the value is true, otherwise false.
If the external device doesn't support the NFC connection, this name-value pair must not exist.
	Mandatory if the external device supports the NFC connection.

	
	ble
	Boolean
	If the external device are available through BLE, the value is true, otherwise false.
If the external device doesn't support the BLE connection, this name-value pair must not exist.
	Mandatory if the external device supports the BLE connection.

	supports
	
	Array
	The list of the available API names.

This specification doesn't define the names.
	Mandatory

	hmac
	
	String
	An HMAC generated for the counter measure against the GotAPI Server spoofing attack described in the section "7.4.3.2.1 HMAC server authentication using trusted Application ID for the GotAPI Server spoofing attack".
	Mandatory if the application provide a key to the GotAPI Server


Example of the response
	{

    "result":0,
    "product": "ABConnect",
    "version":"1.0",

    "connect":[

        "wifi":true

    ],

    "supports":[

        "system",

        "battery",

        "vibration"

    ],
    "hmac": "0123.....xyz "
}


The GotAPI Server MAY append additional name-value pairs in the JSON data as needed.
8.6.5 Common data set of responses on the GotAPI-1 Interface

Comment: This section should not be needed – the info should be in the specific API sections.

The GotAPI Server SHALL set the common data set specified in this section to responses on the GotAPI-1 Interface. The data set SHALL not be used for other purposes.

Common data set for the response on the GotAPI-1 Interface

	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	product
	
	String
	The name of the GotAPI Server (e.g. "ABConnect")
	Mandatory

	version
	
	String
	The version of the GotAPI Server (e.g. "1.0").
	Mandatory

	hmac
	
	String
	An HMAC generated for the counter measure against the GotAPI Server spoofing attack described in the section "7.4.3.2.1 HMAC server authentication using trusted Application ID for the GotAPI Server spoofing attack".
	Mandatory if the application provide a key to the GotAPI Server


8.6.6 Plug-In discovery on the GotAPI-4 Interface

When the application requests the Service Discovery described in the section "8.6.3 Service Discovery API on the GotAPI-1 Interface", the GotAPI Server SHALL find the installed Plug-Ins and obtain information from each Plug-In about what devices it provides access to
. After all the Plug-Ins have responded, the GotAPI Server SHALL return the results of the Plug-In discovery to the application. See the section "7.3.2.4.1 Plug-In Discovery" for the detailed architecture.
Using the GotAPI-4 Interface, the GotAPI Server sends the data object for the Plug-In discovery request to all the installed Plug-Ins as defined blow:
Definition of the data object for the Plug-In discovery request

	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	receiver
	
	String
	The address of the GotAPI Server application used by Plug-Ins. Generally, it is the application ID recognized by the OS.
	Mandatory

	requestCode
	
	int
	A request code identifying the request. This value MUST be an integer greater than 0, and unique for each open request, to ensure responses can be correlated
.
	Mandatory

	api
	
	String
	The value must be "gotapi".
	Mandatory

	profile
	
	String
	The value must be "serviceDiscovery".
	Mandatory

	function
	
	String
	The value must be "services".
	Mandatory


The GotAPI Server MAY append additional data in the data object as needed.
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

Requirements for OS-specific request channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the request.
Comment: should this be via “Explicit Intents”?

The data object must be mapped to the Extra directly.


Example of the data object of the Android Implicit Intents
	Name
	Sub name
	Example of value
	Note

	Action
	
	"org.deviceconnect.action.GET"
	This value is defined by the GotAPI Server application.

	Component
	
	"org.example.plugin"
	This value is the package name of the Plug-In application.

	Extra
	
	
	

	
	receiver
	"org.deviceconnect"
	This value is the package name of the GotAPI Server.

	
	requestCode
	1
	

	
	api
	"gotapi"
	

	
	profile
	"serviceDiscovery"
	

	
	function
	"services"
	

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


When the Plug-In receives the Plug-In discovery request from the GotAPI Server, the Plug-In SHALL determine whether the corresponding devices are available at the time, and, then, SHALL send the data object of the Plug-In discovery response to the GotAPI Server as defined below:
Definition of the data object for the Plug-In discovery response 

	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	requestCode
	
	int
	The request code coming from the GotAPI Server.
	Mandatory

	result
	
	int
	If success, the value is 0, otherwise an integer other than 0, which indicates an error code.
This specification doesn't define error codes.
	Mandatory

	services
	
	Array
	
	Mandatory

	
	serviceId
	String
	The service identifier  representing the external device or internal service. This id must be a string which is the concatenation of the identifier of the Plug-In and the identifier of the device. For example, if the identifier of the Plug-In is "org.example.plugin" and the identifier of the external device is "12345", the id could be "com.example.plugin.12345".
	Mandatory

	
	name
	String
	The name of the device.
	Mandatory

	
	manufacturer
	String
	The manufacturer of the service.

If this service represents the external device which is connected through the relevant Plug-In, this value must be the manufacturer of the external device. Otherwise, this value must be the Plug-In provider name.
	Optional

	
	version
	String
	The version of the service.

If this service represents the external device which is connected through the relevant Plug-In, this value must be the version of the external device. Otherwise, this value must be the Plug-In version.
	Optional

	
	type
	String
	The type of the network used to connect to the device. The value must be any one of "WiFi", "BLE", "NFC", or "Bluetooth".
Comment: should clarify why this information element is mandatory (especially for device-internal services), and that the list of services above can be extended.

	Optional

	
	online
	Boolean
	True if the device is online and available, False otherwise.
	Mandatory

	
	scope
	Array
	The list of profiles that the application wants to use. (e.g. ["file", "notification", "vibration"]). A profile is a set of functions supported by the Plug-In.

This specification doesn't define profile names. Profile names are defined by Plug-Ins.
Comment: should “profile” be “feature”?

	Mandatory


The Plug-In MAY append additional data in the data object as needed.
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

Requirements for OS-specific response channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the response.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Explicit Intents
	Name
	Sub name
	Example of value
	Note

	Action
	
	"org.deviceconnect.action.RESPONSE"
	This value is defined by the GotAPI Server application.

	Component
	
	"org.deviceconnect"
	This value is the package name of the GotAPI Server application.

	Extra
	
	
	

	
	requestCode
	1
	

	
	result
	0
	

	
	services
	[Array Object]
	This value is an example. Note that this is "not" a JSON string.  This value must be an Array object whose content is the same as the following JSON example:

[

  {

    "id": "org.example.plugin.12345",

    "name": "Smart Watch S23P",
    "manufacturer": "ABC Electric Inc.",
    "version": "3.0",
    "type": "Bluetooth",

    "online": true,

    "scope": [

      "notification",

      "vibration"

    ]

  },

  ...

]

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


When the GotAPI Server receives the responses from the Plug-Ins through the Plug-In discovery, it SHALL create a mapping table which associates the service identifier  with the relevant Plug-In.

The application doesn't care about what services are associated with what Plug-Ins. When the application sends a request on the GotAPI-1 Interface, it specifies only the service identifier. When the GotAPI Server receives a request with a serviceId on the GotAPI-1 Interface from the application, the GotAPI Server SHALL determine the relevant Plug-In from the mapping table.
Comment: should clarify that only one plug-in is expected to provide connection to each type of external device, and what the server should do otherwise (i.e. in the case that two plug-ins report support for the same type of device).

As describe in the table "Definition of the data object for the Plug-In discovery response", the id of each service (external device or internal service) is a string which is the concatenation of the identifier of the Plug-In and the identifier of the service. That is, the id of the service should be unique in a host device. But every Plug-Ins may not necessarily follow the requirement. If multiple Plug-Ins report a same service id, the in the GotAPI Server SHALL take the first reported service id and the others SHALL be ignored.
8.6.7 Plug-In approval on the GotAPI-4 Interface

As described in the section "7.3.2.4.2 Approval", when an application requests an API access to a device through the corresponding Plug-In for the first time, the GotAPI Server SHALL obtain a permission for the API accesses from the Plug-In. This procedure is composed of the two steps:
(1) The GotAPI Server requests registration of the application to the Plug-In.
(2) The GotAPI Server requests an access token to the Plug-In
This section defines the data object of the requests and responses for each step.

8.6.6.1. Request for registration of application

When an application requests an API access to a device through the corresponding Plug-In for the first time, the GotAPI Server SHALL send an app registration request and get a clientId from the Plug-In.
To get a clientId from the Plug-In, the GotAPI Server SHALL send the data object to the Plug-In as defined blow:

Definition of the data object for the app registration request

	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	receiver
	
	String
	The address of the GotAPI Server application used by Plug-Ins. Generally, it is the application ID recognized by the OS, such as a package name.
	Mandatory

	requestCode
	
	int
	A request code identifying the request. This value could be any number but must be an integer greater than 0.
	Mandatory

	api
	
	String
	The value must be "gotapi".
	Mandatory

	profile
	
	String
	The value must be "authorization".
	Mandatory

	function
	
	String
	The value must be "createClient".
	Mandatory

	package
	
	String
	The identifier of the application. If the application is a web application running on a web browser, this value is the origin of the application. If the application is an OS-specific native application, this value is the application ID recognized by the OS, such as a package name.
Comment: Need to explain how to handle different registration requests for multiple app instances from the same origin. 

	Mandatory


The GotAPI Server MAY append additional data in the data object as needed. 
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

Requirements for OS-specific request channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the request.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Explicit Intents
	Name
	Sub name
	Example of value
	Note

	Action
	
	"org.deviceconnect.action.GET"
	This value is defined by the GotAPI Server application.

	Component
	
	"org.example.plugin"
	This value is the package name of the Plug-In application.

	Extra
	
	
	

	
	receiver
	"org.deviceconnect"
	This value is the package name of the GotAPI Server application.

	
	requestCode
	1
	

	
	api
	"gotapi"
	

	
	profile
	"authorization"
	

	
	function
	"createClient"
	

	
	package
	"http://example.com"
	

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


When the Plug-In receives the application registration request from the GotAPI Server, the Plug-In SHALL create a clientId for the application. The Plug-In MAY have a white-list of applications whose origin or application ID has been approved to access the Plug-In. If the application isn't found in the white-list, the Plug-In MAY deny this request. Note that the details of the approval of the origin of the applications is out of the scope this specification.
If the Plug-In accepts this request, the Plug-In SHALL send the data object to the GotAPI Server as defined below:

Definition of the data object for the app registration response 

	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	requestCode
	
	int
	The request code coming from the GotAPI Server.
	Mandatory

	result
	
	int
	If success, the value is 0, otherwise an integer greater than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	clientId
	
	String
	The identifier of the application, which is generated by the Plug-In.
	Mandatory


The Plug-In MAY append additional data in the data object as needed. 
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

OS-specific response channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the response.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Explicit Intents
	Name
	Sub name
	Example of value
	Note

	Action
	
	"org.deviceconnect.action.RESPONSE"
	This value is defined by the GotAPI Server application.

	Component
	
	"org.deviceconnect"
	This value is the package name of the GotAPI Server application.

	Extra
	
	
	

	
	requestCode
	1
	

	
	result
	0
	

	
	clientId
	"123ABC"
	

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


8.6.6.2 Request for an access token
Immediately after the GotAPI Server has received  a clientId from the Plug-In, the GotAPI Server SHALL send the data object to the Plug-In in order to get an access token as defined below:
Definition of the data object for the access token request

	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	receiver
	
	String
	The address of the GotAPI Server application used by Plug-Ins. Generally, it is the application ID recognized by the OS, such as a package name.
	Mandatory

	requestCode
	
	int
	A request code identifying the request. This value could be any number but must be an integer greater than 0.
	Mandatory

	api
	
	String
	The value must be "gotapi".
	Mandatory

	profile
	
	String
	The value must be "authorization".
	Mandatory

	function
	
	String
	The value must be "requestAccessToken".
	Mandatory

	package
	
	String
	The identifier of the application. If the application is a web application running on a web browser, this value is the origin of the application. If the application is an OS-specific native application, this value is the application ID recognized by the OS, such as a package name.
	Mandatory

	clientId
	
	String
	The identifier of the application, which is generated by the Plug-In.
	Mandatory


The GotAPI Server MAY append additional data in the data object as needed. 
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

Requirements for OS-specific request channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the request.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Explicit Intents
	Name
	Sub name
	Example of value
	Note

	Action
	
	"org.deviceconnect.action.GET"
	This value is defined by the GotAPI Server application.

	Component
	
	"org.example.plugin"
	This value is the package name of the Plug-In application.

	Extra
	
	
	

	
	receiver
	"org.deviceconnect"
	This value is the package name of the GotAPI Server application.

	
	requestCode
	1
	

	
	api
	"gotapi"
	

	
	profile
	"authorization"
	

	
	function
	"requestAccessToken"
	

	
	package
	"http://example.com"
	

	
	clientId
	"123ABC"
	

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


When the Plug-In receives the access token request from the GotAPI Server, the Plug-In SHALL ask the user if the user permits the application to accesses the Plug-In. For example, the Plug-In MAY show a yes/no confirmation dialog box to the user.
If the user confirms permission for the application to access the Plug-In, the Plug-In SHALL create an access token, and send the data object to the GotAPI Server as defined below:

Definition of the data object for the access token response 

	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	requestCode
	
	int
	The request code coming from the GotAPI Server.
	Mandatory

	result
	
	int
	If success, the value is 0, otherwise an integer greater than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	accessToken
	
	String
	The access token for the application, which is generated by the Plug-In.
	Mandatory

	expire
	
	long
	The unix time representing the expiration date of the access token.
	Mandatory


The Plug-In MAY append additional data in the data object as needed. 
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

Requirements for OS-specific response channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the response.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Intents
	Name
	Sub name
	Example of value
	Note

	Action
	
	"org.deviceconnect.action.RESPONSE"
	This value is defined by the GotAPI Server application.

	Component
	
	"org.deviceconnect"
	This value is the package name of the GotAPI Server application.

	Extra
	
	
	

	
	requestCode
	1
	

	
	result
	0
	

	
	accessToken
	"0123456789abcdef"
	

	
	expire
	1413423117
	

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


8.6.8 Common data set on the GotAPI-4 Interface

Comment: This section should not be needed – the info should be in the specific API sections.

As described in the section "7.3.2.4.3 Data Forwarding", once a connection between the GotAPI Server and the targeted Plug-In is established (i.e., GotAPI-4 Plug-In Discovery and GotAPI-4 Approval have been successfully completed), the application can communicate with the targeted Plug-In. The GotAPI Server passes the data transferred between the application and the Plug-In transparently without any modification. But when the GotAPI Server communicates with the Plug-In on the GotAPI-4 interface, some information is to be added for the purpose of interoperability. This section defines the common data set.
 The data names defined in the table below are reserved as the common data set for the request from the GotAPI Server to the Plug-In. When the GotAPI Server sends a request to the Plug-In, it SHALL send the data object defined in the table below. The GotAPI Server SHALL not use the data names defined in the table below for other purposes.
Definition of the common data set for the request from the GotAPI Server to the Plug-In
	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	receiver
	
	String
	The address of the GotAPI Server application used by Plug-Ins. Generally, it is the application ID recognized by the OS, such as a package name.
	Mandatory

	requestCode
	
	int
	A request code identifying the request. This value could be any number but must be an integer greater than 0.
	Mandatory

	serviceId
	
	String
	
	Mandatory

	api
	
	String
	The value must be "gotapi".
	Mandatory

	profile
	
	String
	Plug-In specific function name. This specification doesn't define the name.
	Mandatory

	function
	
	String
	Plug-In specific function name. This specification doesn't define the name.
	Mandatory

	clientId
	
	String
	The identifier of the application, which is generated by the Plug-In.
	Mandatory

	accessToken
	
	String
	The access token for the application, which is generated by the Plug-In.
	Mandatory


The GotAPI Server MAY append additional data in the data object as needed. 
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

Requirements for OS-specific request channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the request.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Intents
	Name
	Sub name
	Example of value
	Note

	Action
	
	"org.deviceconnect.action.GET"
	This value is defined by the GotAPI Server application.

	Component
	
	"org.example.plugin"
	This value is the package name of the Plug-In application.

	Extra
	
	
	

	
	receiver
	"org.deviceconnect"
	This value is the package name of the GotAPI Server application.

	
	requestCode
	1
	

	
	serviceId
	"device1.localhost.deviceconnect.org"
	

	
	api
	"gotapi"
	

	
	profile
	"vibration"
	

	
	function
	"vibrate"
	

	
	clientId
	"123ABC"
	

	
	accessToken
	"0123456789abcdef"
	

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


 The data names defined in the table below are reserved as the common data set for the response from the Plug-In to the GotAPI Server. When the Plug-In sends a response to the GotAPI Server, it SHALL send the data object defined in the table below. The Plug-In SHALL not use the data names defined in the table below for other purposes.
Definition of the common data set for the response from the Plug-In to the GotAPI Server
	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	requestCode
	
	Number
	The request code coming from the GotAPI Server.
	Mandatory

	result
	
	Number
	If success, the value is 0, otherwise an integer greater than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory


The Plug-In MAY append additional data in the data object as needed. 
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

Requirements for OS-specific response channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the request.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Intents
	Name
	
	Example of value
	Note

	Action
	
	"org.deviceconnect.action.RESPONSE"
	This value is defined by the GotAPI Server application.

	Component
	
	"org.deviceconnect"
	This value is the package name of the GotAPI Server application.

	Extra
	
	
	

	
	requestCode
	1
	

	
	result
	0
	

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


The Plug-In MAY append additional name-value pairs in the data object as needed.
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

�Agree with the modification.


�I don't think that such a consideration is needed. At least in most of the W3C security models, an origin is treated as an web application. A user gives a permission to an origin, not to an instance in an origin. An OS-specific native application is the same.


If a developer wants to host multiple web applications, they will prepare subdomains for each application, e.g.,





http://app1.fitness.docomo.com


http://app2.fitness.docomo.com


http://app3.fitness.docomo.com


�Agree with the addition.


�Agree with the modification.


�OK. I deleted the previous phrase. The error handling is already covered in the definition of the JSON format of the response below.


�Agree.


�You are right. I changed it to "Optional".


�This API is not only limited to external devices. The description below was misleading. I added “the internal service” in the description below.


�Agree to delete.


�I agree to change the API name. But the name "External Devices API" is not appropriate because the API is not limited to external devices.


How about "Service Information API"?.


�"External" is not appropriate.


How about "/gotapi/serviceInformation"?


�"External" is not appropriate.


How about "/gotapi/serviceInformation"?


�"External" is not appropriate.


How about "/gotapi/serviceInformation"?


�This section should be kept for the purpose of avoiding overlaps of the names of the data set.


Where are the specific API sections in this specification? This specification doesn't specify all the possible APIs, does it?


�Agree.


�Agree.


�You are right. I amended.


�You are right. I changed it to "Optional".


� “profile” may not be the ideal terminology. But “feature” is not adequate  wording, because a profile is a set of functions (or features). To clarify this point, I have changed “attribute” to “function” globally.


�Added the explanation below. Additionally, added the definition of the service id in the table "Definition of the data object for the Plug-In discovery response" above 


�


As explained before, I don't think that such a consideration is needed. At least in most of the W3C security models, an origin is treated as an web application. A user gives a permission to an origin, not to an instance in an origin. An OS-specific native application is the same.


If a developer wants to host multiple web applications, they will prepare subdomains for each application, e.g.,





http://app1.fitness.docomo.com


http://app2.fitness.docomo.com


http://app3.fitness.docomo.com


�This section should be kept for the purpose of avoiding overlaps of the key names.


Where are the specific API sections in this specification? This specification doesn't specify all the possible APIs, do it?
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