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1 Reason for Contribution

Reviewed the status and created recommendations and action lists for the RD section of the GotAPI 20141105 version.
2 Summary of Contribution

See attached spread sheet.
3 Detailed Proposal

Sorted out in the following status and directions:

(1) Already supported in the draft and no actions are needed -- Green
(2) Not supported but will be support in 1.0 and require adding to the spec – those with actions for DOCOMO to ….
(3) Not supported and will NOT be supported in 1.0 – denoted as “Later Release”
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Requested the group to confirm and agree on the directions recommended in the attached sheet.
1. Confirm and agree on the requirements that are
(1) Already supported in the draft and no actions are needed
(2) Not supported but will be supported in 1.0 and require adding to the spec – those with actions for DOCOMO to ….
(3) Not supported and will not be supported in 1.0 – denoted as “Later Release”
2. Agree on the direction for SEC-01:  whether to “remove” or change to "Later Release” ?
Reason for removal is that TLS is not so adequate to be supported on the GotAPI servers for the internal HTTP channels as shown in OMA-CD-GotAPI-2014-0029-INP_Security_Consideration, Case 4 (P9). 

· For internal HTTP channels, TLS with self-certificates pop up warning messages on standard browsers, which will make it difficult for commercial application of GotAPI.
· Our analysis indicates that eavesdropping of the internal HTTP channel between commercial browsers and the GotAPI servers on Android is not possible unless the devices are routed. So there is no convincing argument to support TLS for confidentiality as far as Android is concerned.
· If confidentiality is badly needed due to some reasons, end-to-end encryption is available. In such a case, the Trusted Channel, if available on the platform, can be used to distribute the encryption keys from applications to GotAPI servers, in the same way as HMAC server authentication. Keys can be updated at any time, as often as needed. It is very cheap and convenient for applications. Only the calculation overhead will have to be carefully evaluated via experiments.

Note: The conditions are different for the external device use cases. It is possible to use custom browsers which will not pop up the warning messages. 
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