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1 Reason for Change

Some requirements are marked as "SHALL" or "SHOULD" even though they are not essential for the GotAPI enabler. Such requirements should be changed to "MAY".

Some requirements are not realized as specifications in the current GotAPI Spec that is aiming at the GotAPI 1.0 release. Thus, the "Release" column for such requirements should be changed to "Later Release".
This CR proposes clean-up of the requirements reflecting the latest status of the spec, based on the analysis, "OMA-CD-GotAPI-2014-0036-INP_CONR_RD_Review".
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend to incorporate the changes to the GotAPI specification.
6 Detailed Change Proposal

Change 1:  Change the levels of some requirements and delete some requirements
6.1 High-Level Functional Requirements

The following requirements outline the high-level set of options that GotAPI Servers may implement. The GotAPI technical specifications will address the necessary functions for support of these options. 
	Label
	Description
	Release

	GotAPI-HLF-01
	GotAPI Servers SHALL support APIs exposed via HTTP/1.1 [HTTP/1.1].
	1.0

	GotAPI-HLF-02
	GotAPI Servers SHALL support APIs exposed via custom URI scheme handlers.
	Later Release

	GotAPI-HLF-03
	GotAPI Servers MAY
 support APIs exposed via the WebSocket API [WebSocket].
	1.0

	GotAPI-HLF-04
	GotAPI Servers MAY
 support APIs exposed via the EventSource API [EventSource].
	1.0

	GotAPI-HLF-05
	GotAPI Servers MAY support APIs exposed via the WebRTC API [WebRTC].
	1.0

	GotAPI-HLF-06
	GotAPI Servers MAY support APIs exposed via HTTP/2  [HTTP2].
	1.0

	GotAPI-HLF-07
	GotAPI Servers SHALL support APIs exposed using the REST design pattern.
	1.0

	GotAPI-HLF-08
	GotAPI Servers MAY
 support APIs exposed using the RPC design pattern, including APIs exposed using JSON-RPC 2.0 [JSON-RPC] as payload protocol.
	1.0

	GotAPI-HLF-09
	GotAPI Servers MAY support APIs that include transfer of any discrete media type.
	1.0

	GotAPI-HLF-10
	GotAPI Servers MAY support APIs that include transfer of any streamed media type.
	1.0

	GotAPI-HLF-11
	GotAPI Servers SHALL expose APIs to UAs in the GotAPI Server host device.
	1.0

	GotAPI-HLF-12
	GotAPI Servers MAY expose APIs to UAs in devices other than the GotAPI Server host device.
	Later Release

	GotAPI-HLF-13
	Multiple GotAPI Servers SHALL be implementable and functional simultaneously on a device where possible.
	Later Release

	GotAPI-HLF-14
	GotAPI SHALL support an API that provides applications with availability of GotAPI in the device in response to query requests from the application.
	1.0

	GotAPI-HLF-15
	GotAPI Servers SHALL support invocation via a custom URI scheme, to startup the server when it is not running.
	1.0

	GotAPI-HLF-16
	GotAPI Server SHALL expose an interface to communicate with external devices and internal enablers, so that different manufacturers are able to develop Extension Plug-Ins for the GotAPI Server, and application developers are able to develop applications that can communicate with such other external devices and internal enablers through GotAPI Server. 

Note: The APIs for each device or enabler are out of the scope of this specification.
	1.0


Table 1: High-Level Functional Requirements

6.1.1 Security and Privacy

The following requirements address the generic security and privacy enabling features of GotAPI Servers.
	Label
	Description
	Release

	GotAPI-SEC-01
	For clients in the host device, GotAPI Servers MAY support APIs exposed over TLS 1.2-secured connections.
	1.0


	GotAPI-SEC-02
	For clients in other devices, GotAPI Servers SHALL support APIs exposed over TLS 1.2-secured connections.
	Later Release

	GotAPI-SEC-03
	GotAPI Servers SHALL support measures to minimize security risks including Intrusion and Denial-of-Service attacks.
	1.0


Table 2: High-Level Functional Requirements – Security and Privacy Items
6.1.1.1 Authentication and Authorization

The following requirements address the ability of GotAPI Servers to identify API client apps and manage access to APIs.
	Label
	Description
	Release

	GotAPI-AUTH-01
	GotAPI Servers SHALL support Cross-Origin Resource Sharing.
	1.0

	GotAPI-AUTH-02
	GotAPI Servers SHALL support management of API access permissions.
	1.0

	GotAPI-AUTH-03
	GotAPI Servers MAY support OAuth-based API access.
	1.0

	GotAPI-AUTH-04
	GotAPI Servers MAY act as an OAuth 2.0 [OAuth2.0] server for authorization of API access permissions.
	1.0

	GotAPI-AUTH-05
	GotAPI Servers MAY support user interfaces (UI) via which users authorize API access permissions.
	1.0

	GotAPI-AUTH-06
	GotAPI Servers MAY support pre-configured, fixed API access permissions.
	1.0

	GotAPI-AUTH-07
	GotAPI Servers MAY support dynamic, updatable API access permissions.
	1.0

	GotAPI-AUTH-08
	GotAPI Servers MAY support API access permissions managed through OMA Device Management.
	Later Release


Table 3: High-Level Functional Requirements – Authentication and Authorization Items

6.1.1.2 Data Integrity

The following requirements address the ability of GotAPI Servers to protect the integrity of data transferred via APIs.
	Label
	Description
	Release

	GotAPI-DATI-01
	GotAPI Servers SHOULD support data integrity for all data exchanged with clients.
	1.0

	GotAPI-DATI-02
	GotAPI Servers SHOULD support data integrity verification via digitally signed API request/response payloads,
	1.0


Table 4: High-Level Functional Requirements – Data Integrity Items

6.1.1.3 Confidentiality

The following requirements address the ability of GotAPI Servers to protect the confidentiality of data transferred via APIs.
	Label
	Description
	Release

	GotAPI-CONF-01
	GotAPI Servers SHOULD support confidentiality for all data exchanged with clients.
	1.0

	GotAPI-CONF-02
	GotAPI Servers SHOULD support data confidentiality via encrypted API request/response payloads,
	1.0


Table 5: High-Level Functional Requirements – Confidentiality Items

�See "OMA-CD-GotAPI-2014-0045-CR_CONR_7_GotAPI_1".


�See "OMA-CD-GotAPI-2014-0045-CR_CONR_7_GotAPI_1".


�See "OMA-CD-GotAPI-2014-0045-CR_CONR_7_GotAPI_1".


�The requirement should be removed or changed to "Later release".
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