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1 Reason for Change

· At first glance, all the functions listed in the section "7.3.1.2 GotAPI Authorization Server" is likely to be assumed as the mandatory requirements for the implementation of the GotAPI Auth Server. However, the GotAPI-3 interface should not be a mandatory requirement. Therefore, it should be clearly said that the GotAPI-3 interface is optional.
· Added security requirements
· Added CORS support to reflect the requirement, GotAPI-AUTH-01.
The related requirements
	Label
	Description
	Release

	GotAPI-AUTH-01
	GotAPI Servers SHALL support Cross-Origin Resource Sharing.
	1.0


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend the changes to be incorporated in the GotAPI specification.
6 Detailed Change Proposal

Change 1:  Clarify supporting GotAPI-3 is optional. Add (i) security requirements and (ii) a normative requirement for CORS in "7.3.1.1 GotAPI Server"
7.3.1.1 GotAPI Authorization Server

The GotAPI Authorization Server provides the following functions:

· Exposure of the GotAPI-2 interface, via which Applications can obtain authorization to make API requests

· User Interface functions as required to locally provide user information and consent for API access by applications

· Acting as a proxy for user consent obtained through host-device external functions (e.g. OAuth servers)

· Database of authorizations and user consent history
· Binding of the GotAPI-2 interface to various specific interface technologies and payload protocols / design patterns. 
· Security and privacy protection for requests via the GotAPI-2 interface

· Protection of the GotAPI-2 interface from application identity spoofing, server spoofing, Intrusion and Denial of Service attacks

· Optionally, exposure of the GotAPI-3 interface via which GotAPI authorizations can be provisioned through OMA Device Management or an implementation-specific policy management service
Web applications running on web browsers have to use the XMLHttpRequest to send requests to the GotAPI Authorization Server on the GotAPI-2 interface. The origin of the web application is different from the origin of the GotAPI Authorization Server. Therefore, the GotAPI Authorization Server SHALL support the Cross-Origin Resource Sharing so that the web browser allows the web application to send HTTP requests to the GotAPI Authorization Server (i.e. cross-origin requests) [CORS].
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