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1 Reason for Change

Add the detailed descriptions about confidentiality and integrity.
The related requirements

	Label
	Description
	Release

	GotAPI-DATI-01
	GotAPI Servers SHOULD support data integrity for all data exchanged with clients.
	1.0

	GotAPI-DATI-02
	GotAPI Servers SHOULD support data integrity verification via digitally signed API request/response payloads,
	1.0


	Label
	Description
	Release

	GotAPI-CONF-01
	GotAPI Servers SHOULD support confidentiality for all data exchanged with clients.
	1.0

	GotAPI-CONF-02
	GotAPI Servers SHOULD support data confidentiality via encrypted API request/response payloads,
	1.0


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend the changes to be incorporated in the GotAPI specification.
6 Detailed Change Proposal

Change 1:  Added the more detailed descriptions about confidentiality and integrity
7.4.2 Confidentiality and Integrity 

GotAPI is intended to support securely-exposed APIs to help ensure confidentiality and integrity of API operations when needed. When protected by transport layer security (e.g. TLS 1.2), GotAPI based APIs require consideration of the following potential issues:

· GotAPI Servers are unlikely to be provisionable with server certificates that can be validated by clients. For APIs exposed over TLS, this will likely result at least in certificate warnings at the client, and possibly failure of the client to connect to the GotAPI Server.

Other means of ensuring confidentiality and integrity of API operations may also be supported, such as API request/response payload encryption based upon pre-shared or dynamically established encryption keys. 

7.4.2.1 Confidentiality

Depending on the underlying platforms or UAs, there are cases where confidentiality protection is already granted. For such cases, there is no need to support this requirement. If, however, the underlying mechanisms do not support data confidentiality protection, this requirement should be supported. To support message confidentiality (1) transport encryption, e.g., TLS/SSL, or (2) end-to-end encryption are available. But transport encryption e.g., TLS/SSL, has some issues applying to the GotAPI environments. For end-to-end encryption, the encryption keys may be distributed through the Trusted Channel as defined in 7.4.3.3.

7.4.2.2 Integrity

Depending on the underlying platforms or UAs, there are cases where integrity protection is already granted. For such cases, there is no need to support integrity requirement by the GotAPI enabler. If, however, the underlying mechanisms do not support integrity protection, this requirement should be supported. 

In case where message integrity check is needed depending on the OS, the UA or the environment, HMAC message authentication can be used. The HMAC server authentication that is defined in 7.3.3 is optimized only for server authentication, not including message authentication. In order to apply HMAC for message integrity check as well as server authentication, an HMAC needs (i) to incorporate both the message and the nonce, and (ii) to be generated, sent and verified in both ways symmetrically.
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