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1 Reason for Change

In practice, the GotAPI Server and the GotAPI Auth Server are implemented as a single application. So the following APIs should be defined as common APIs for the GotAPI Server and the GotAPI Auth Server:

· Availability API (defined in the section 8.1.1)

· Invoking the Server (defined in the section 8.1.2) 
This CR proposes to move the two sections into a new section named "8.1 Common APIs for the GotAPI Auth Server and the GotAPI Server". 
With this change, the HMAC server authentication also becomes available for the GotAPI Auth Server.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend the changes to be incorporated in the GotAPI specification.
6 Detailed Change Proposal

Change 1:  Restructure the table of contents of the section "8. Technical Specification".
[Before]

8. Technical Specifications

8.1 GotAPI Server

8.1.1 Availability API on the GotAPI-1 Interface
8.1.2 Invoking the GotAPI Server
8.1.3 Service Discovery API on the GotAPI-1 Interface

8.1.4 Service Information API on the GotAPI-1 Interface

8.1.5 Common data set of responses on the GotAPI-1 Interface

8.1.6 Plug-In discovery on the GotAPI-4 Interface

8.1.7 Plug-In approval on the GotAPI-4 Interface

8.1.8 Common data set on the GotAPI-4 Interface

8.2 GotAPI Authorization Server

8.2.1 Grant

8.2.2 Access Token

[After]

8. Technical Specifications

8.1 Common APIs for GotAPI applications
8.1.1 Availability API

8.1.2 Invoking the GotAPI application
8.2 GotAPI Authorization Server

8.2.1 Grant

8.2.2 Access Token

8.3 GotAPI Server

8.3.1 Service Discovery API on the GotAPI-1 Interface

8.3.2 Service Information API on the GotAPI-1 Interface

8.3.3 Common data set of responses on the GotAPI-1 Interface

8.3.4 Plug-In discovery on the GotAPI-4 Interface

8.3.5 Plug-In approval on the GotAPI-4 Interface

8.3.6 Common data set on the GotAPI-4 Interface

In this proposed outline, "GotAPI Authorization Server" is placed before "GotAPI Server" because every applications access to the GotAPI Auth Server before the GotAPI Server. This order is more natural for readers.
Change 2:  Adding a new section " Common APIs for the GotAPI Auth Server and the GotAPI Server"
8.1 Common APIs for GotAPI applications
In practice, a GotAPI Server and a GotAPI Auth Server are implemented as a single application which is called as a "GotAPI application".

Applications (web applications running on web browsers or OS-specific native applications) have to check if the GotAPI application is alive, then applications have to invoke the GotAPI application if these servers are not running (i.e. if the GotAPI application is not running).

This section defines the Availability API and the way to invoke GotAPI applications.

Change 3:  Some tweaks of the section "Availability API"
The section "8.1.1 Availability API on the GotAPI-1 Interface" has to be slightly modified to make it a common API for both the GotAPI Auth Server and the GotAPI Server.

8.1.1 Availability API 
This API provides the status whether the GotAPI application, consisting of the GotAPI Server and the GotAPI Auth Server, is running or not. The applications (web applications running on web browserss or OS-specific native applications) use this API before the application authorization on the GotAPI-2 Interface.
The GotAPI Server and the GotAPI Auth Server SHALL accept and respond to the requests for this API coming from any application even if the application authorization on the GotAPI-2 Interface has not been completed.

Definition of the request
	
	Definitions

	Method
	HTTP GET (REST)

	Request URL
	http://127.0.0.1:4035/gotapi/availability
https://127.0.0.1:4036/gotapi/availability

	Parameters
	none


If the GotAPI application is running, the GotAPI Server and the GotAPI Auth Server SHALL respond as follows:

Definition of the response
	
	Definitions

	MIME-Type
	application/json

	HTTP status
	200 OK


Definition of the response
	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	result
	
	Number
	This must be 0.
	Mandatory


Example of the response
	{

    "result":0
}


The GotAPI Server and the GotAPI Auth Server SHALL NOT add any extra information in the response for the purpose of protecting the user’s privacy from fingerprinting [RFC6973].

Change 4:  Some tweaks of the section "Invoking the GotAPI Server"
The section "8.1.2 Invoking the GotAPI Server" has to be slightly modified to make it a common API for the GotAPI Auth Server and the GotAPI Server.

8.1.2 Invoking the GotAPI application
If the application finds that the GotAPI application is not running, it has to invoke the GotAPI application. To do so, the application needs to use an OS-specific or a UA-specific method that enables the application to invoke the GotAPI application. 

For example, most of the Android browsers support URI Schemes to invoke a native application with its package name for the web application running on the web browser. If the web application shows a hyper-link embedding the URI scheme, the user can invoke the GotAPI application by tapping it.

Example of the URI Scheme with a package name (Android Chrome)

	<a href="intent://#Intent;scheme=gotapi;package=com.example.gotapi;S.origin=app.example.jp;S.key=0123456789;;

end">Invoke the GotAPI Server</a>


In the implementation model that GotAPI 1.0 supports, the GotAPI Server and GotAPI Auth Server are implemented as a single application. Therefore, when the GotAPI application is invoked, both the GotAPI Server and the GotAPI Auth Server are invoked, so that the application can use the GotAPI-1 and GotAPI-2 interfaces.
If the application is an Android native application, it can use an Explicit Intent for invoking the GotAPI application  and sending the necessary information.
(1) HMAC server authentication used:

In order to support the HMAC server authentication as defined in 7.4.3.2.1, the application is expected to provide the GotAPI application  with the following data using the OS-specific or the UA-specific method when invoking the GotAPI application as shown in the example above;

origin,

The origin is an identifier of the application. If the application is a web application, this value is the part of the URL specified as "origin" in RFC6454 (e.g. http://app.example.com). If the application is an OS-specific native application, the application ID recognized by the OS, such as a package name. (e.g. com.example.app).
key

The key is generated by the application, composed of unpredictable random characters. The key is used for HMAC server authentication for the purpose of preventing GotAPI Server spoofing.

When using the HMAC server authentication, it must be ensured that the OS-specific or the UA-specific method to invoke the GotAPI application must qualify as a Trusted Channel as defined in section 7.4.3.3.

When the GotAPI application is started by an application, the GotAPI Server and the GotAPI Auth Server SHALL securely store the origin and key provided by the application.
The GotAPI Server and the GotAPI Auth Server SHALL retain and associate the origin and key for use in validating subsequent requests from the application.
The GotAPI Server and the GotAPI Auth Server MAY set an expiration date/time to the pair of the origin and the key, and MAY revoke the pair when the expiration is reached.

GotAPI Servers and the GotAPI Auth Server SHALL allow applications to update their key at any time, and any number of times. 
(2) HMAC server authentication not used:

The application may decide whether or not to use the HMAC server authentication. Hence, the application is not mandated to send the origin and the key in the URI Scheme.
If the GotAPI application does not receive the key or receives an empty string as the key from the application, the GotAPI Server and the GotAPI Auth Server SHALL recognize that the application is not using the HMAC server authentication and act accordingly.

GotAPI Server and the GotAPI Auth Server SHALL support the ability of applications to start using HMAC server authentication at any time.

· 
· 
· 
	Recommendations for applications (non-normative)

· The application MAY decide whether or not to use the HMAC server authentication. 

· The application MAY update the key at any time, as many times as it likes. 

· The application SHOULD update the key whenever the application starts to run, and start the session with a new key.


Change 5:  Some tweaks of the section "Grant" in the section "GotAPI Authorization Server"
With this change, the HMAC server authentication also becomes available for the GotAPI Auth Server. So the hmac key-value pair must be added in the definition of the JSON format of the response.
8.2.1 Grant

The application sends an application authorization request as below. The GotAPI Auth Server SHALL be able to receive and process the request that is sent by the application appropriately. 

Definition of the request
	
	Definitions

	Method
	HTTP GET (REST)

	Request URL
	http://127.0.0.1:4035/gotapi/authorization/grant
https://127.0.0.1:4036/gotapi/authorization/grant

	HTTP request Header
	Origin:
This value is the origin of the web application running on the web browser. For example, it could be "http://app.example.com". The application developers do not need to take care of this because this header is automatically set by the web browser.

This value is MANDATORY if the application is a web application running on a web browser.

X-GotAPI-Origin:

This value is the origin of the OS-specific native application. For example, an Android native application could set this header to "com.example.app".

This value is MANDATORY if the application is an OS-specific native application.

	Parameters
	None


Example of the request by a web application running on a web browser

	GET /gotapi/authorization/grant HTTP/1.1

Host: 127.0.0.1

Origin: http://app.example.com

...(Other headers)


Example of the request by an OS-specific native application

	GET /gotapi/authorization/grant HTTP/1.1

Host: 127.0.0.1

X-GotAPI-Origin: com.example.app
...(Other headers)


If the X-GotAPI-Origin header exists in the HTTP request header, the GotAPI Auth Server SHALL assume that the application is an OS-specific native application and the value is the origin of the application. If both of the X-GotAPI-Origin and the Origin exist in the HTTP request header, the GotAPI Auth Server SHALL take the value of the X-GotAPI-Origin as the origin. If only the Origin header exists in the request header, the GotAPI Server SHALL assume that the application is a web application running on a web browser. If neither the Origin header nor the X-GotAPI-Origin header exists, the GotAPI Server SHALL return the error code as defined by the definition of the JSON format of the response below.
After the GotAPI Auth Server determines if the origin of the application is acceptable or not, it SHALL respond as follows:

Definition of the response
	
	Definitions

	MIME-Type
	application/json

	HTTP status
	200 OK


Definition of the JSON format of the response
	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	result
	
	Number
	If the origin was accepted by the GotAPI Auth Server, the value is 0, otherwise an integer other than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	clientId
	
	String
	The grant which the GotAPI Auth Server created for the accepted origin.

If the origin was not accepted, this value must be an empty string.
	Mandatory

	errorCode
	
	String
	If the origin was not accepted or an error occurred, this value is set to an integer other than 0. Otherwise, this value must be 0.

This specification doesn't define error codes.
	Mandatory

	errorMessage
	
	String
	If the origin was not accepted or an error occurred, this value is set to a human-readable letter string describing the error.

Otherwise, this value must be an empty string.
	Mandatory

	hmac
	
	String
	An HMAC generated for the counter measure against the Server spoofing attack described in the section "7.4.3.2.1 HMAC server authentication using trusted Application ID for the Server spoofing attack".
	Mandatory if the application provides a key to the GotAPI Auth Server


Example of the response when the origin was accepted successfully
	{

    "result":0,
    "clientId": "0123456789",

    "errorCode": 0,

    "errorMessage": "",

    "hmac": "0123.....xyz"
}


Example of the response when the origin was not accepted

	{

    "result":1,
    "clientId": "",

    "errorCode": 1,

    "errorMessage": "The application is not an official application of the Example Service." ,

    "hmac": "0123.....xyz"
}


The GotAPI Auth Server MAY append additional name-value pairs in the JSON data as needed.
Change 6:  Some tweaks of the section "Access token" in the section "GotAPI Authorization Server"
With this change, the HMAC server authentication becomes available for the GotAPI Auth Server. So the hmac key-value pair must be added in the definition of the JSON format of the response.
8.2.2 Access token

If the application receives the grant (clientId) from the GotAPI Auth Server, the application sends an access token request as below. The GotAPI Auth Server SHALL be able to receive and process the request that is sent by the application appropriately.
Definition of the request
	
	Definitions

	Method
	HTTP GET (REST)

	Request URL
	http://127.0.0.1:4035/gotapi/authorization/accesstoken
https://127.0.0.1:4036/gotapi/authorization/accesstoken

	HTTP request Header
	Origin:
This value is the origin of the web application running on the web browser. For example, it could be "http://app.example.com". As this header is automatically set by the web browser, the developer of the application does not need to take care of it.

This value is MANDATORY if the application is a web application running on a web browser.

X-GotAPI-Origin:

This value is the origin of the OS-specific native application. For example, the origin of an Android native application, it could be "com.example.app".

This value is MANDATORY if the application is an OS-specific native application.

	Parameters
	clientId:

This value is the grant that the application received from the GotAPI Auth Server previously.

scope:

The list of functions that the application wants to use. This value is a comma-separated string such as "notification,vibration". This value must not include any white-space.

This specification doesn't define the names of the functions. The names of the functions are defined by the GotAPI service provider.

applicationName:

This value is the name of the application. This parameter is OPTIONAL. This value will be shown to the user when the user is requested for authorization of the application.


Example of the request by a web application running on a web browser

	GET /gotapi/authorization/accesstoken?clientId=0123456789&scope=notification,vibration& applicationName=Smart%20Watch&20Controller HTTP/1.1

Host: 127.0.0.1

Origin: http://app.example.com

...(Other headers)


Example of the request by an OS-specific native application

	GET /gotapi/authorization/accesstoken?clientId=0123456789&scope=notification,vibration& applicationName=Smart%20Watch&20Controller HTTP/1.1

Host: 127.0.0.1

X-GotAPI-Origin: com.example.app
...(Other headers)


If the X-GotAPI-Orign header exists in the HTTP request header, the GotAPI Auth Server SHALL assume that the application is an OS-specific native application and the value is the origin of the application. If both of the X-GotAPI-Origin and Origin exist in the HTTP request request header, the GotAPI Auth Server SHALL take the value of the X-GotAPI-Origin as the origin. If only Origin header exists in the request header, the GotAPI Server SHALL assume that the application is a web application running on a web browser. If neither the Origin header nor the X-GotAPI-Origin header exists, the GotAPI Server SHALL return the error code as defined by the definition of the JSON format of the response below..
If the origin is accepted as defined in the section "8.7.2 Grant", the GotAPI Auth Server SHALL ask the user if the application may use the requested scope as described in the section "7.3.2.2 GotAPI-2". If the origin is not accepted, the GotAPI Server SHALL send a response immediately without asking the user anything.
The GotAPI Auth Server SHALL respond as follows:

Definition of the response
	
	Definitions

	MIME-Type
	application/json

	HTTP status
	200 OK


Definition of the JSON format of the response
	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	result
	
	Number
	If the requested scope is authorized by the user through the GotAPI Auth Server, the value is 0, otherwise an integer other than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	accessToken
	
	String
	The access token which the GotAPI Auth Server created for the authorized scope requested by the application.

If the scope were not authorized, this value must be an empty string.
	Mandatory

	errorCode
	
	String
	If the requested scope was not authorized or an error occurred, this value is set to an integer other than 0. Otherwise, this value must be 0.

This specification doesn't define error codes.
	Mandatory

	errorMessage
	
	String
	If the requested scope was not authorized or an error occurred, this value is set to a human-readable letter string describing the error.

Otherwise, this value must be an empty string.
	Mandatory

	hmac
	
	String
	An HMAC generated for the counter measure against the Server spoofing attack described in the section "7.4.3.2.1 HMAC server authentication using trusted Application ID for the Server spoofing attack".
	Mandatory if the application provides a key to the GotAPI Auth Server


Example of the response when the requested scope was authorized successfully
	{

    "result": 0,
    "accessToken": "9876543210",

    "errorCode": 0,

    "errorMessage": "",

    "hmac": "0123.....xyz"
}


Example of the response when the requested scope was not authorized
	{

    "result":1,
    "accessToken": "",

    "errorCode": 1,

    "errorMessage": "The requested functions are not available." ,

    "hmac": "0123.....xyz"
}


The GotAPI Auth Server MAY append additional name-value pairs in the JSON data as needed.
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