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1 Reason for Change

Extension Plug-In could provide multiple Services. But some descriptions in the current GotAPI draft don't consider that. This CR revises the related descriptions, clarifying the roles of Services and Plug-Ins.
The related sections are:

· 7.2.2.4.3 Approval
· 8.3.5.2 Request for an access token
· 8.3.6 Common data set on the GotAPI-4 Interface
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend this CR to be incorporated in the spec.
6 Detailed Change Proposal

Change 1:  7.2.2.4.3 Approval
7.2.2.4.3 Approval

After an application is registered by the GotAPI Authentication Server through user permission, the application is eligible for accessing Services provided by Plug-Ins. To ensure protecting user’s data and privacy, however, before the user is able to access the Services via the Plug-In using the application, the user shall be able to authorize the application to access the Plug-In  and the Service. To enable this requirement:
· The application SHOULD be authorized to access the Service via the Plug-In  by the user.

· The GotAPI-1 SHALL support the Requests and Responses for authorization for an application to access the Service via the Plug-In via user authorization. This is to ensure consistent interface for application developers.
· The GotAPI-1 SHALL support the Requests and Responses for authorization for an application to access the Service via the Plug-In via user authorization if GotAPI-4 is supported

The authorization mechanism for Services and Plug-Ins over the GotAPI-4, based on an implementation on Android consists of the following steps:
Plug-In Service API Access Request: Typically after the application performing Service Discovery to get the information of the available Services via installed Plug-Ins, the application requests a Plug-In Service API Access Request to the GotAPI Server over the GotAPI-1 interface.

Application Registration to Plug-Ins: If the request is made for the first time, the GotAPI Server requests Application Registration to the targeted Plug-In over the GotAPI-4 with the origin of the application. Then the Plug-In registers the application and creates a clientId which is an identifier of the application managed by the Plug-In. 
ClientId and White List: The Plug-In returns the clientId to the GotAPI Server over the GotAPI-4 interface, using an Explicit Intent. The Explicit Intent with the White List in the Plug-In disables providing a clientId to a spoofed GotAPI Server (the same mechanism as in the Plug-In Discovery).
Access Token and User Authorization: The GotAPI Server requests an access token with the clientId and the serviceId provided by the application over the GotAPI-1 Interface. Upon receiving the access token request, the Plug-In pops up a dialog box to the user, which prompts the user to select the permission for the Service provided by the Plug-In. If the user permits the access request, the Plug-In creates an access token and returns it to the GotAPI Server. Note that an access token is used only between the GotAPI Server and Plug-Ins over the GotAPI-4 interface.
Accessing API using access token: When the GotAPI Server receives the access token from the Plug-In, the GotAPI Server passes the Plug-In Service API Access Request from the application to the Plug-In over GotAPI-4 with the access token. When the GotAPI Server receives the response form the Plug-In, the GotAPI Server passes the response from the Plug-In to the application over the GotAPI-1 interface.
Reusable access token and life time: Once the GotAPI Server receives an access token for an application, the GotAPI Server doesn't need to request another Application Registration or an access token as long as the requested Service is the same. The GotAPI Server can continue using the same access token for a while as long as the Plug-In accepts the access token. An access tokens is given a life time, so that the same access token can be used before the life time is expires. After the life time is expired, the GotAPI Server must request another access token using the same procedure. 
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Figure 6 Service and Plug-In Approval
The parameters (e.g. profile, attribute, etc.) in the diagram above are simplified examples. See the section "8.3 GotAPI Server" for the exact definition of the data set.
Change 2:  8.3.5.2 Request for an access token
Added a new key-value pair named "serviceId" in the definition of the data object for the access token request.
8.3.5.2 Request for an access token
Immediately after the GotAPI Server has received  a clientId from the Plug-In, the GotAPI Server SHALL send the data object to the Plug-In in order to get an access token as defined below:

Definition of the data object for the access token request

	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	receiver
	
	String
	The address of the GotAPI Server application used by Plug-Ins. Generally, it is the application ID recognized by the OS, such as a package name.
	Mandatory

	requestCode
	
	int
	A request code identifying the request. This value could be any number but must be an integer greater than 0.
	Mandatory

	serviceId
	
	String
	The identifier of the targeted Service. This value is provided by the application over the GotAPI-1 Interface.
	Mandatory

	api
	
	String
	The value must be "gotapi".
	Mandatory

	profile
	
	String
	The value must be "authorization".
	Mandatory

	attribute
	
	String
	The value must be "requestAccessToken".
	Mandatory

	package
	
	String
	The identifier of the application. If the application is a web application running on a web browser, this value is the origin of the application. If the application is an OS-specific native application, this value is the application ID recognized by the OS, such as a package name.
	Mandatory

	clientId
	
	String
	The identifier of the application, which is generated by the Plug-In.
	Mandatory


The GotAPI Server MAY append additional data in the data object as needed. 
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

Requirements for OS-specific request channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the request.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Explicit Intents
	Name
	Sub name
	Example of value
	Note

	Action
	
	"org.deviceconnect.action.GET"
	This value is defined by the GotAPI Server application.

	Component
	
	"org.example.plugin"
	This value is the package name of the Plug-In application.

	Extra
	
	
	

	
	receiver
	"org.deviceconnect"
	This value is the package name of the GotAPI Server application.

	
	requestCode
	1
	

	
	serviceId
	"device1.localhost.deviceconnect.org"
	

	
	api
	"gotapi"
	

	
	profile
	"authorization"
	

	
	attribute
	"requestAccessToken"
	

	
	package
	"http://example.com"
	

	
	clientId
	"123ABC"
	

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


When the Plug-In receives the access token request from the GotAPI Server, the Plug-In SHALL ask the user if the user permits the application to accesses the Plug-In. For example, the Plug-In MAY show a yes/no confirmation dialog box to the user.

If the user confirms permission for the application to access the Plug-In, the Plug-In SHALL create an access token, and send the data object to the GotAPI Server as defined below:

Definition of the data object for the access token response 

	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	requestCode
	
	int
	The request code coming from the GotAPI Server.
	Mandatory

	result
	
	int
	If success, the value is 0, otherwise an integer greater than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory

	accessToken
	
	String
	The access token for the application, which is generated by the Plug-In.
	Mandatory

	expire
	
	long
	The unix time representing the expiration date of the access token.
	Mandatory


The Plug-In MAY append additional data in the data object as needed. 
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

Requirements for OS-specific response channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the response.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Intents
	Name
	Sub name
	Example of value
	Note

	Action
	
	"org.deviceconnect.action.RESPONSE"
	This value is defined by the GotAPI Server application.

	Component
	
	"org.deviceconnect"
	This value is the package name of the GotAPI Server application.

	Extra
	
	
	

	
	requestCode
	1
	

	
	result
	0
	

	
	accessToken
	"0123456789abcdef"
	

	
	expire
	1413423117
	

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


Change 3:  8.3.5.2 Request for an access token
Renamed "deviceId" to "serviceId", added the description.
8.3.6 Common data set on the GotAPI-4 Interface

As described in the section "7.3.2.4.3 Data Forwarding", once a connection between the GotAPI Server and the targeted Plug-In is established (i.e., GotAPI-4 Plug-In Discovery and GotAPI-4 Approval have been successfully completed), the application can communicate with the targeted Plug-In. The GotAPI Server passes the data transferred between the application and the Plug-In transparently without any modification. But when the GotAPI Server communicates with the Plug-In on the GotAPI-4 interface, some information is to be added for the purpose of interoperability. This section defines the common data set.

The data names defined in the table below are reserved as the common data set for the request from the GotAPI Server to the Plug-In. When the GotAPI Server sends a request to the Plug-In, it SHALL send the data object defined in the table below. The GotAPI Server SHALL not use the data names defined in the table below for other purposes.
Definition of the common data set for the request from the GotAPI Server to the Plug-In
	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	receiver
	
	String
	The address of the GotAPI Server application used by Plug-Ins. Generally, it is the application ID recognized by the OS, such as a package name.
	Mandatory

	requestCode
	
	int
	A request code identifying the request. This value could be any number but must be an integer greater than 0.
	Mandatory

	serviceId
	
	String
	The identifier of the targeted Service. This value is provided by the application over the GotAPI-1 Interface.
	Mandatory

	api
	
	String
	The value must be "gotapi".
	Mandatory

	profile
	
	String
	Plug-In specific function name. This specification doesn't define the name.
	Mandatory

	attribute
	
	String
	Plug-In specific attribute name. This specification doesn't define the name.
	Mandatory

	clientId
	
	String
	The identifier of the application, which is generated by the Plug-In.
	Mandatory

	accessToken
	
	String
	The access token for the application, which is generated by the Plug-In.
	Mandatory


The GotAPI Server MAY append additional data in the data object as needed. 
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

Requirements for OS-specific request channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the request.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Intents
	Name
	Sub name
	Example of value
	Note

	Action
	
	"org.deviceconnect.action.GET"
	This value is defined by the GotAPI Server application.

	Component
	
	"org.example.plugin"
	This value is the package name of the Plug-In application.

	Extra
	
	
	

	
	receiver
	"org.deviceconnect"
	This value is the package name of the GotAPI Server application.

	
	requestCode
	1
	

	
	serviceId
	"device1.localhost.deviceconnect.org"
	

	
	api
	"gotapi"
	

	
	profile
	"vibration"
	

	
	attribute
	"vibrate"
	

	
	clientId
	"123ABC"
	

	
	accessToken
	"0123456789abcdef"
	

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


 The data names defined in the table below are reserved as the common data set for the response from the Plug-In to the GotAPI Server. When the Plug-In sends a response to the GotAPI Server, it SHALL send the data object defined in the table below. The Plug-In SHALL not use the data names defined in the table below for other purposes.
Definition of the common data set for the response from the Plug-In to the GotAPI Server
	Name
	Sub name
	Type
	Definition of value
	Mandatory/Optional

	requestCode
	
	Number
	The request code coming from the GotAPI Server.
	Mandatory

	result
	
	Number
	If success, the value is 0, otherwise an integer greater than 0, which indicates an error code.

This specification doesn't define error codes.
	Mandatory


The Plug-In MAY append additional data in the data object as needed. 
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.

Requirements for OS-specific response channel and data container
	OS
	Description

	Android
	The GotAPI Server must use Explicit Intents for the request.
The data object must be mapped to the Extra directly.


Example of the data object of the Android Intents
	Name
	
	Example of value
	Note

	Action
	
	"org.deviceconnect.action.RESPONSE"
	This value is defined by the GotAPI Server application.

	Component
	
	"org.deviceconnect"
	This value is the package name of the GotAPI Server application.

	Extra
	
	
	

	
	requestCode
	1
	

	
	result
	0
	

	
	config
	"additional parameters"
	This name-value pair is an additional data which is not defined by this specification.


The Plug-In MAY append additional name-value pairs in the data object as needed.
This data object is sent to the Plug-Ins in an OS specific mechanism, .e.g., Intents for Android.
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