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1 Reason for Change

The section "7.3.3.3 HMAC server authentication using trusted Application ID for the Server spoofing attack" specifies that applications can send a nonce to the GotAPI Server. But the current GotAPI draft does not define any data container for a nonce on the GotAPI-1 and GotAPI-5 Interface.
This CR adds a new section "8.3.3 Common data set of request on the GotAPI-1 Interface" and corrects the section "8.4.1 Request for asynchronous messaging on the GotAPI-1 Interface".
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend to incorporate this CR to the GotAPI 1.1 draft.
6 Detailed Change Proposal

Change 1:  Add a new section "8.3.3 Common data set of request on the GotAPI-1 Interface"

8.3.3 Common data set of request on the GotAPI-1 Interface
The GotAPI Server SHALL accept the following data in all API requests on the GotAPI-1Interface. The data set SHALL not be used for other purposes. 
Definition of the request parameters
	Parameter name
	Definition of value

	nonce
	a nonce generated by the application, which is described in the section "7.3.3.3 HMAC server authentication using trusted Application ID for the Server spoofing attack".


Example of the request URL

	http://127.0.0.1:4035/gotapi/exampleapi?nonce=93b3a219347


Change 2:  Correct the section "8.4.1 Request for asynchronous messaging on the GotAPI-1 Interface"

8.4.1 Request for asynchronous messaging on the GotAPI-1 Interface

When the application uses the API in order to receive asynchronous messages, it sends a request to the GotAPI Server on the GotAPI-1 Interface as follows:

Definition of the HTTP request
	
	Definitions

	Method
	HTTP PUT

	Request URL
	Depends on the API


Definition of the request parameters
	Parameter name
	Definition of value
	Mandatory/Optional

	serviceId
	The identifier of the targeted service. This value is available from the Service Discovery API on the GotAPI-1 Interface.
	Mandatory

	accessToken
	The access token obtained from the GotAPI Auth Server through the GotAPI-2 Interface.
	Mandatory

	nonce
	a nonce generated by the application, which is described in the section "7.3.3.3 HMAC server authentication using trusted Application ID for the Server spoofing attack".
	Optional


Example of the request URL

	http://127.0.0.1:4035/gotapi/health/thermometer?serviceId=abcdefg123&accessToken=0987654321&nonce=93b3a219347


When the GotAPI Server receives a request from an application using HTTP PUT method, this means that the requested API handles asynchronous messaging.

The GotAPI Server SHALL have an "asynchronous messaging mapping table" internally in order to remember which application is interacting with the targeted Plug-In and the external device for asynchronous messaging. The "asynchronous messaging mapping table" consists of the items as listed below:

· The access token (to identify the application)

· The requested URI (to identify the targeted service, Plug-In, and external device)
· The WebSocket connection reference (to determine which connection is for the application, or to determine if the application has established the GotAPI-5 Interface)
The entry always has at least two items, the access token and the WebSocket connection reference, or the access token and the requested URI.

If the application has established the GotAPI-5 Interface before sending a request for asynchronous messaging on the GotAPI-1 Interface, then the relevant entry has the access token and the WebSocket connection reference. If the application sends a request for asynchronous messaging on the GotAPI-1 Interface before it establishes the GotAPI-5 Interface, then the relevant entry has the access token and the requested URI.
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