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1 Reason for Change

Due to the addition of the GotAPI-5 Interface, some phrases in the GotAPI specification have to be adjusted. This CR makes such adjustments to the GotAPI specification to ensure consistency with the new GotAPI-5 Interface.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend to incorporate this CR to the GotAPI 1.1 draft.
6 Detailed Change Proposal

Change 1:  Add a new section "4.2 Version 1.1"

4.2 Version 1.1

GotAPI version 1.1 includes the functionality: 
Architecture and specifications for supporting WebSocket. A new interface GotAPI-5 is added between applications and the GotAPI Server to support WebSocket for asynchronous messaging. WebSocket may already be supported by GotAPI 1.0 by use of TSF (Temporary Server Feed),  implementing a WebSocket server (i) in the GotAPI Server or ii) in Plug-Ins. But the details are left open for implementations. 
GotAPI 1.1 provides the 3rd mechanism to offer a WebSocket interface in a much simpler and standardized way as the GotAPI-5 Interface.

The new interface, GotAPI-5, enables the GotAPI Server to implement a WebSocket server in a standardized way and Plug-Ins are not required to implement WebSocket servers. The GotAPI-5 Interface simplifies the Plug-In implementation by getting the GotAPI Server to pass through the asynchronous messaging (WebSocket) to/from Plug-Ins. 
Change 2:  Some adjustments in the section "7.2.1.1 GotAPI Server"

7.2.1.1 GotAPI Server

The GotAPI Server provides the following functions:

· Exposure of the GotAPI-1 interface, via which Applications can issue API requests and receive responses

· Binding of the GotAPI-1 interface to various specific interface technologies and payload protocols / design patterns. 
· Exposure of the GotAPI-5 interface to support asynchronous communication between applications and Plug-Ins based on WebSocket.
· Security and privacy protection for requests via the GotAPI-1 and the GotAPI-5 interfaces
· Protection of the GotAPI-1 and the GotAPI-5 interfaces from server spoofing, Intrusion and Denial of Service attacks

· Exposure of the GotAPI-4 interface, via which Extension Plug-Ins can receive API requests from applications and send responses to applications through the GotAPI Server

· Security and privacy protection for requests via the GotAPI-4 interface

· Protection of the GotAPI-4 interface from Intrusion and Denial of Service attacks
Web applications running on web browsers have to use the XMLHttpRequest to send requests to the GotAPI Server on the GotAPI-1 interface. The origin of the web application is different from the origin of the GotAPI Server. Therefore, the GotAPI Server SHALL support Cross-Origin Resource Sharing [CORS] so that the web browser allows the web application to send HTTP requests to the GotAPI Server (i.e. cross-origin requests). 
Change 3:  Some adjustments in the section "7.2.2.1 GotAPI-1"

7.2.2.1 GotAPI-1

The GotAPI-1 interface enables applications to make API requests and receive responses. This interface is generically specified by GotAPI, as GotAPI-based API specifications will define specific request/response transactions that can be utilized in host devices based upon the available interface technologies, payload protocols, and their applicable design patterns. These options include:

· The interface technologies TLS 1.2, HTTP/1.1, HTTP/2, Server-Sent Events
· The design patterns REST and JSON, such as JSON-RPC

· The Temporary Server Feed (TSF) mechanism for binary data responses and triggering a different protocols, as described below
· The initiation of the asynchronous messaging interface, GotAPI-5, to use WebSocket
The GotAPI Server SHALL support HTTP/1.1 as a communication protocol on the GotAPI-1 interface. 
Additionally, the GotAPI Server MAY support HTTP/2 [HTTP2], Server-Sent Events [SSE] as needed.
Change 4:  Replacing Fig. 6 and adding a new phrase in the section "7.2.2.4.4 Data Forwarding"

7.2.2.4.4 Data Forwarding
Once a connection between the GotAPI Server and the targeted Extension Plug-In is established (i.e., GotAPI-4 Plug-In Discovery (optional) and GotAPI-4 Approval have been successfully completed), the application can communicate with the targeted Extension Plug-In. The data transferred between the application and the Extension Plug-In pass-through the GotAPI Server.

The GotAPI-4 Data Forwarding defines the protocol (the data container format) between the GotAPI Server and the Extension Plug-Ins that are connected with external devices or internal enablers.
Example:

The following description and Figure-7 show how the pass-through mechanism of the Data Forwarding works:

An application sends a request to the GotAPI Server using an HTTP connection with some parameters in accordance with the GotAPI-1. The GotAPI Server converts the request to the data format (protocol) in accordance with the GotAPI-4 Data Forwarding specification. Then the GotAPI Server conveys the converted data to the targeted Extension Plug-in using the OS adaptation, such as Intent for Android.  Finally, the Extension Plug-In invokes the APIs with the received and re-converted data. The APIs are implemented in the Extension Plug-In. This mechanism allows requests and responses between applications and external or internal entities to be passed-through to the APIs.
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Figure 6: Pass-through mechanism of Data Forwarding
If the GotAPI Server receives a message from the Extension Plug-In in response to a request from the application on the GotAPI-1 Interface, the GotAPI Server SHALL pass the message to the application on the GotAPI-1 Interface. If the GotAPI Server receives a message from the Extension Plug-In in response to a request for an asynchronous messaging API, the GotAPI Server SHALL pass the message to the application on the GotAPI-5 Interface (WebSocket connection).

The JSON data and some URIs in the diagram above are just samples and simplified. See the section "8.1 GotAPI Server" for the exact definition of the data set.
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