OMA-AD-CMI-V1_0-20090624-D
Page 14  V(21)


	[image: image1.jpg]«“+OMa

Open Mobile Alliance




	

	Content Management Interface Architecture

	Draft Version 1.0 – 24 June 2009

	Open Mobile Alliance

	OMA-AD-CMI-V1_0-20090624-D

	

	

	
	


Use of this document is subject to all of the terms and conditions of the Use Agreement located at http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not modify, edit or take out of context the information in this document in any manner.  Information contained in this document may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of this document and the information contained herein, and makes no representations or warranties regarding third party IPR, including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2009 Open Mobile Alliance Ltd.  All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

Contents

51.
Scope (Informative)


62.
References


62.1
Normative References


62.2
Informative References


73.
Terminology and Conventions


73.1
Conventions


73.2
Definitions


73.3
Abbreviations


84.
Introduction (Informative)


84.1
Version 1.0


95.
Architectural Model


95.1
Dependencies


95.2
CMI Architectural Diagram


95.3
Functional Components and Interfaces


95.3.1
CMI Interfaces


105.3.2
CMI Functional Components


115.4
Security Considerations


12Appendix A.
Change History (Informative)


12A.1
Approved Version History


12A.2
Draft/Candidate Version 1.0 History


13Appendix B.
Flows (Informative)


13B.1
Content Provider Registration


13B.2
Content Management Service Activation


14B.3
Content Delivery by Content Provider


15B.3.1
User-Generated Content Delivery example 1


15B.4
Content Delivery to Content Provider


16B.4.1
User-Generated Content Delivery example 2


16B.5
Content Metadata Update


17B.6
Content Management Service Discovery Request


18B.7
Content Management Service Discovery Notification


18B.8
Content Purchase Request


18B.9
Content Purchase Notification


19B.10
Service Metrics Reporting Policy Establishment


19B.11
Service Metrics Report Notification


20B.12
Service Metrics Report Request


21Appendix C.
CMI Deployment Example (Informative)




Figures

9Figure 1: CMI Architectural Diagram


13Figure 2 Content Provider Registration


14Figure 3 Content Management Service Activation


15Figure 4 Content Delivery by Content Provider


15Figure 5 User-Generated Content Delivery example 1


16Figure 6 Content Delivery to Content Provider


16Figure 7 Content User-Generated Content Delivery example 2


17Figure 8 Content Metadata Update


17Figure 9 Content Management Service Discovery Request


18Figure 10 Content Management Service Discovery Notification


18Figure 11 Content Purchase Request


19Figure 12 Content Item Access Notification


19Figure 13 Service Metrics Reporting Policy Establishment


20Figure 14 Service Metrics Report Notification


20Figure 15 Service Metrics Report Request




1. Scope
(Informative)

This Architecture Document (AD) defines the architectural elements of the Content Management Interface (CMI) enabler. The CMI enabler provides mechanisms for the management of content by Content Providers and Service Providers. 
This AD describes the CMI architecture in terms of its:

· functional components and the interfaces they provide
· reuse of existing technologies, including partial or full use of other OMA enablers

· security-related aspects

The CMI enabler addresses only the interfaces that can be used by entities for content management purposes. It does not cover the use of these interfaces in services built upon other OMA enablers, or any non-CMI functions provided by Service Providers and Content Providers.

2. References

Normative References

	[CMI-RD]
	“Content Management Interface Requirements”, Open Mobile Alliance™, OMA-RD-CMI-V1_0,
URL:http://www.openmobilealliance.org/ 

	
	

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt 


Informative References

	[CMR]
	“Customized Multimedia Enabler Release Definition”, Version 1.0, Open Mobile Alliance™, OMA-ERELD-CMR-V1_0, URL:http://www.openmobilealliance.org/ 

	[MobAd]
	“Mobile Advertising Enabler Release Definition”, Version 1.0, Open Mobile Alliance™, OMA-ERELD-MobAd-V1_0, URL:http://www.openmobilealliance.org/

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

Definitions

	Content Provider
	See [CMI-RD]

	
	


For other definitions not listed here see [OMADICT]

Abbreviations

	BPC
	Business Process Component

	CMC
	Content Management Component

	CMI
	Content Management Interface

	CMR
	Customized Multimedia Ringing

	OMA
	Open Mobile Alliance

	SLA
	Service Level Agreement


4. Introduction
(Informative)

The CMI architecture supports the content management needs of Service Providers (e.g. Network Operators, Web Portal Service Providers, or other Value-Added Service Providers) and Content Providers, as they deliver content-related services, e.g. Operator-provided services such as Customized Multimedia Ringing (CMR) [CMR], Mobile Advertisement [MobAd], etc. 

These services require multiple interactions between the systems operated by the Service Provider and the Content Provider, for the overall purpose referred to in CMI as content management. While “content management” in specific contexts can refer to a broad set of functionality, e.g. management of work flows related to creation, storage, and publication of digital media and electronic text, content management in the context of OMA CMI means specifically:

· Coordinated actions across an interface between two entities, described as the Content Provider (source of the content) and Service Provider (provider of services within which the content is made available)
· Across that interface, actions related to specific content items and their use in services. such as:

· Upload content, primarily from the Content Provider to the Service Provider. This is also known as content ingestion.
· Manage the uploaded content, e.g. remove or change its attributes, etc..
· Purchasing actions: Purchase content, including selection of purchase terms, e.g content price, etc.
· Statistics and report information: Content usage information, etc.

The CMI enabler supports the deployment of services that depend upon such interactions via a standardized set of functions and interfaces, improving service deployment flexibility, interoperability, cost, and time-to-market. This will further enable consistent deployment of services using a varierty of models for supplying content, including “on-deck” and “off-deck” as described in [CMI-RD].
Role of CMI in Conventional Content Delivery Platforms

Most common usages of the term content management (as in “content management systems”, abbreviated CMS) in the data services marketplace relate to the notion of content delivery suites / platforms that include functions like:

a) Aggregation and / or ingestion of of content via a portal
b) Management of content (approval, categorization, recommendations / campaigns), portal/catalogs of contents, logic to present (including sampling), sell (possibly recommended) content, content adaptation and delivery + content charging and revenue sharing
Many such mobile portal / content delivery suites have been deployed by Operators or are sold as product by vendors. CMI is positioned to be a major component to support these platforms / suites in a standardized manner.
Within such CMS-type platforms, CMI can fulfill the specific roles of managing the uploading (also called publication) of content by a Content Provider to a Service Provider, the definition of content items’ relation to specific services, execution of transactions related to content access by specific users, and collection of content-use statistics which may be used for revenue sharing purposes.
CMI can enhance or be used in the fulfilment of additional roles of a CMS, e.g. content aggregation, categorization, catalog management, etc. In these cases the use of the CMI functionality is per the design of the CMI-implementing service, and not an explicit function of CMI itself. For example in services supporting content aggregation, CMI could be used for the ingestion of the content to be aggregated, but does not directly support other aggregation actions e.g. content re-packaging.
Version 1.0

Version 1.0 of the CMI enabler architecture addresses all of the functional requirements included in [CMI-RD].
5. Architectural Model

Dependencies

CMI has no dependencies upon other enablers.
.

CMI Architectural Diagram

The following architecture diagram presents the main components and interfaces in CMI:
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Figure 1: CMI Architectural Diagram
Functional Components and Interfaces
CMI Interfaces

CMI-1 - Content Management interface
CMI-1 interface is exposed by the Content Management Component to support delivery and management of content and its associated metadata. Metadata in the CMI context is any information about the content (e.g. who created the content, what category it belongs to, etc.).
Note: delivery of content to the end user is out of the scope of CMI.

Supported functionalities include:

· Upload content and associated metadata.
· Manage content metadata such as: 

add, delete, modify

to categorize, approve, activate, de-activate the content.This interface supports the option of decoupled upload, in which the Content Provider uploads the content and its associated metadata using one protocol and then uses another protocol to request the CMC to process the uploaded information. In this scenario both protocols are considered to be part of CMI-1.

“Activation” in the example above refers to making the content available for use in a service, e.g. for sale and/or access by users.

The CMI-1 interface provides a basic set of transactions for managing content items, and define content metadata of a general nature. To ensure extensibility of the CMI enabler for support of the requirements of specific services, CMI-1 interface transactions support additional parameters and content metadata related to specific services. 
CMI-2 – Service Management Interface

CMI-2 interface is exposed by the Business Process Component and provides establishment and management of CMI-enabled services.

Supported functionalities include:

· Content Provider registration with the Service Provider, for basic access to the Service Provider via the CMI interface. Content Provider registration establishes a relationship between the Content Provider and the Service Provider. After registration, the Content Provider can interact with the Service Provider via the CMI enabler, using the various capabilities that associate the Content Provider to specific CMI-enabled services and content management actions. The registration operations defined in CMI-2 may be supplemented by manual processes as necessary to fully establish a business relationship, according to Service Provider policies. Thus registration can operate as a request with immediate response, or a request which is responded to at some later time (e.g. after some Service Provider internal processing, e.g. Content Provider credentials validation). The end result of registration is the establishment of CMI enabler access for the Content Provider, including assignment of Content Provider identification/credentials usable in further CMI interface operations, e.g. an account or identity value.
· Service activation, including authorization of the Content Provider’s ability to upload content and if needed relate it to specific Service Provider services. Service activation establishes a Content Provider as the source of content for a specific CMI-enabled service offered by the Service Provider. After service activation, the Content Provider can manage content and use other CMI enabler functions in relation to the specific service. Like registration, CMI-2 operations may be supplemented by manual processes as necessary to fully establish a specific service activation, according to Service Provider policies. Thus service activation may operate as a request with immediate response, or a request which is responded to at some later time (e.g. after some Service Provider internal processing, e.g. establishment of billing arrangements for the specific service, or configuration of the service for support of the Content Provider). The end result of activation is the established ability of the Content Provider to manage content via CMI in relation to the specific service service relationship for the Content Provider with the Service Provider.
· Definition of CMI enabler policies, e.g. number of upload transactions allowed per day via the CMI-1 interface, related to access to the CMI enabler or specific CMI-enabled content services; note that support of specific policies by a Service Provider is not mandated, but CMI supports the ability of the Service Provider to communicate unsupported policies to the Content Provider
· Service discovery and/or notifications of available features related to CMI content,via which the CMI-1 requester (Content Provider) can obtain important information related to CMI-enabled services e.g.
· Association of services (e.g. by assigned identifier and description) to specific content types and/or other content characteristics (e.g. media codecs) that are supported for the service; this can aid Content Providers to match their content offerings to services provided by a Service Provider

· Identification of content types available for purchase through the Service Provider
The CMI-2 interface provides a basic set of transactions for managing the relationship of Content Providers to the CMI services offered by a Service Provider.  

To ensure extensibility of the CMI enabler for support of the requirements of specific services, CMI-2 interface transactions support inclusion of additional parameters related to specific services.
CMI-3 – Transaction Control Interface

CMI-3  interface is exposed by the Business Process Component and provides transaction control functionalities. Some of these capabilities are related to a specific content item or a collection of content items for a particular user.

· Exchange information to facilitate purchase of content by specific user(s).


· Authorizing a principal to access content (activate/deactivate/extend the time period of authorization to access the  content) 

The CMI-3 interface provides a basic set of transactions for managing the relationship of specific users to specific content items related to specific CMI-enabled services.  
To ensure extensibility of the CMI enabler for support of the requirements of specific services, CMI-3 interface transactions support inclusion of additional parameters related to specific services.
CMI-4 - Service Metrics Interface
CMI-4 interface is exposed by the CMI Component and provides the following functionalities:

· Delivery of content usage reports, including any metrics about CMI, e.g. interaction time
The CMI-4 interface provides a basic set of transactions for managing the delivery of service metrics to the Content Provider, via request/response or subscribe/notify models. To ensure extensibility of the CMI enabler for support of the requirements of specific CMI-enabled services, CMI-4 interface transactions support inclusion of additional parameters and service metrics related to specific services.
5.1.1 CMI Functional Components

The CMI enabler includes 2 functional components, the CMCand the BPC. 

The CMC exposes one interface, CMI-1 - Content Management interface. 
It provides the following high level functional capabilities to a CMI interface-using entity:

· New content and associated metadata upload 

· Processing of uploaded content and metadata. Processing can include validation of content.

· Update of previously uploaded content and associated metadata 

· Removal of content and associated metadata 

· Management of content status, e.g. availability for use in services
· Management of content items individually or in bulk (multiple content items).

· CMI enabler policy enforcement, e.g. CMI interface security requirements, limitations on CMI interface transaction rates
Editors Note: The following functionality may be deferred to a later release

· Content upload from CMI Component to CMI interface-using entity, e.g. for user-generated content 

The BPC exposes three interfaces, the Service Management Interface (CMI-2), the Transaction Control Interface (CMI-3) and the Service Metrics Interface (CMI-4).
It provides the following high level functional capabilities to the CMI interface-using entity:

· SLA establishment via the CMI-2 interface  as described in section 5.3.1.2, or via out of band mechanisms;
· Service discovery and/or notifications of available features related to CMI content via the CMI-2 interface;

· Content item purchase transactions via the CMI-3 interface;

· Delivery of reports related to content, e.g. purchase, usage, upload, either on-demand (synchronous) or on a triggered/scheduled basis (asynchronous) via the CMI-4 interface;

Security Considerations

CMI interfaces are expected to be provided over secure connections, e.g. as secured by SSL (e.g. HTTPS) or VPN (e.g. over an IPSEC tunnel or other secure virtual private networking protocol), to ensure that the interface operations are only visible to the Content Provider or Service Provider.
CMI interfaces will support the specific security features:

· mutual authentication of the CMI interface requestor and CMI interface provider

· non-repudiation, e.g. ability to obtain a transaction confirmation where necessary, to ensure a verifiable record of the transaction
· ability to ensure or validate content integrity after transfer
· ability to ensure confidentiality of all operations across the CMI interfaces
Althought the consumption model for content accessed through CMI-enabled services is outside CMI’s scope, CMI will provide the ability to associate consumption transactions (e.g. content purchase/access requests) with specific users. This association may be used by the Service Provider and/or Content Provider for various other security purposes, e.g. user confirmation for transactions.
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Appendix B. Flows (Informative)

Note: The following flows and message examples are intended to be illustrative only. In particular:

· They do not show all parameters, or are necessarily complete/correct in every parameter.

· They are not meant to reflect any specific deployment scenario

· They are informative, and are not meant to represent normative requirements, either explicitly or implicitly. The normative requirements if any are addressed in the technical specifications.

Content Provider Registration

Content Provider registration establishes a relationship between the Content Provider and the Service Provider. As described in section 5.3.1.2, registration may be a partially or wholly manual process, which uses CMI-2 messages per the policies of the Service Provider.
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Figure 2 Content Provider Registration
1. CP requests registration for access to the CMI-based services of an SP. The request contains basic information for establishing a relationship between the CP and SP, including selections for CMI service options as offered by the SP. 

2. CMI-BPC confirms establishment of registration, with registration attributes and basic policy properties applicable to the CP. 

Content Management Service Activation

Service activation establishes a Content Provider as the source of content for a CMI-enabled service offered by the Service Provider. As described in section 5.3.1.2, service activation may be a partially or wholly manual process, which uses CMI-2 messages per the policies of the Service Provider.
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Figure 3 Content Management Service Activation
1. CP requests activation of a specific content management service. The request identifies the service for which content will be managed, and selections for service options related to the specific service. 

2. CMI-BPC confirms establishment of the content management service, with service attributes enabling association of further CMI transactions to the specific service, and policy properties applicable to the CP for the specific service. 

Content Delivery by Content Provider
Content delivery is one of the core functions of the CMI enabler, via which the Content Provider can deliver content for use in the context of one or more services offered by the Service Provider. Various options may be used in content delivery, e.g. association of the content with metadata, delivery in bulk (i.e. more than one content item), and delivery confirmation by the Service Provider.

Content delivery via the CMI enabler is considered complete when the delivery transaction completes. If required, delivery confirmation may be provided in an immediate response to the content delivery request, or be provided as a notification later. 
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Figure 4 Content Delivery by Content Provider
1. CP delivers one or more content items and related metadata to CMI-CMC. 

2. CMI-CMC acknowledges reception of the content. 

User-Generated Content Delivery example 1
This example shows the use of the Content Provider-initiated content delivery capability to upload user-generated content to the Service Provider.
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Figure 5 User-Generated Content Delivery example 1
1. User delivers one or more content items and related metadata to CP.
Note: Step1 is out of scope of CMI enabler.
2. CP delivers one or more content items and related metadata to CMC.

3. CMI-CMC acknowledges reception of the content.

Content Metadata Update

Content metadata update enables the Content Provider to manage the attributes of content items, e.g. status, tags (e.g. search filter strings), lifetime.
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Figure 8 Content Metadata Update

1. CP requests update of content metadata (add/delete/modify) for one or more content items, e.g. to categorize, approve, activate, de-activate the content. 

2. CMI-CMC acknowledges update of the content metadata. 

Content Management Service Discovery Request

Service discovery enables the Content Provider to learn about new Service Provider services for which the Content Provider may be able to offer content, or changes to existing services. This flow shows an on-demand service discovery transaction, which is initiated by the Content Provider as needed. The Service Provider response can contain various information related to the current services offered by the Service Provider, which are visible to the Content Provider. Based upon the service discovery information, the Content Procvider can activate content delivery for a specific service, or take necessary actions based upon changes to services already activated (e.g. for terminated services, no longer deliver content for the service).
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Figure 9 Content Management Service Discovery Request

1. CP requests information about content management services available though the CMI enabler from this Service Provider. 

2. CMI-BPC provides the content management service information as requested, which may be limited per the policy applicable to the CP. 

Content Management Service Discovery Notification

Service discovery notification enables the Content Provider to obtain service discovery information without polling the Service Provider for updates. 
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Figure 10 Content Management Service Discovery Notification

1. CMI-BPC delivers a notificaton about available or active content management services to registered CP. 

Content Purchase Request

This flow shows the purchase of a content item by a user, e.g. for use in a Service Provider service or download to the user’s device. The purchase confirmation may be provided immediately, or sometime later (e.g. after credit check or confirmation with the user of the charges for purchasing the content). The transaction may also be used to authorize access to a content item under an existing purchase agreement.
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Figure 11 Content Purchase Request

1. CP requests purchase of a content item on behalf of a user. 

2. CMI-BPC acknowledges purchase of the item. 

Content Purchase Notification

This flow shows the case in which a content item has been purchased by a user through the Service Provider, and the Content Provider is notified of the event.
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Figure 12 Content Item Access Notification
1. CMI-BPC notifies CP of the purchase of a content item. 

2. CP acknowledges the notification.  

Service Metrics Reporting Policy Establishment

This flow shows a Content Provider intiating or updating the reporting of service metrics by the Service Provider. The Content Provider may be able to select from a variety of reporting options, e.g. upon a schedule, upon service-specific events, or in relation to specific services, content items, or content item types.
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Figure 13 Service Metrics Reporting Policy Establishment

1. CP requests establishment of service metrics reporting related to one or more services and/or content items. 

2. CMI-BPC acknowledges establishment of the service metrics reporting, with related policies. 

Service Metrics Report Notification

This flow shows the delivery of a service metrics report, as prior arranged.
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Figure 14 Service Metrics Report Notification

1. CMI-BPC reports service metrics related to one or more services and/or content items. 

2. CP acknowledges delivery of the service metrics. 

Service Metrics Report Request

This flow shows an on-demand service metrics report.
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Figure 15 Service Metrics Report Request

1. CP requests delivery of service metrics related to one or more services and/or content items. 

2. CMI-BPC provides the requested report. 

Appendix C. CMI Deployment Example (Informative)

The following architecture diagram presents a CMI end to end deployment:

· CMI implementation 

The following architecture diagram presents the implementation of CMI interface from the Service provider domain to the Content Provider, while within the Service provider domain there are CMI out of scope interfaces between the Service provider system and CMI component.
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participant User


participant "CMI Content\nManagement Component" as A


participant "Conent\nProvider" as B
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A->B: 3) CMC-1: Delivery confirmation


�Editorial note:


http://www.websequencediagrams.com/


participant "CMI Business\nProcess Component" as A


participant "Conent\nProvider" as B


A->B: 1) BPC-2: Service metrics reporting policy establishment request


B->A: 2) BPC-2: Service metrics reporting policy establishment confirmation


�


participant "CMI Business\nProcess Component" as A


participant "Conent\nProvider" as B


A->B: 1) BPC-2: Service metrics report notification


B->A: 2) BPC-2: Service metrics report delivery confirmation


�participant "CMI Business\nProcess Component" as A


participant "Conent\nProvider" as B


B->A: 1) BPC-2: Service metrics report request


A->B: 2) BPC-2: Service metrics report response
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