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1 Reason for Change

Resolve ADRR comments, according to offline discussion over ARC mailing list.
	A060
	2009.5.24
	T
	5.4
	Source: Huawei   

Form: input document

Comment: I don’t understand last sentence of the section.  What is going to be defined by this enabler?  Note that SEC-003 states that the CMI enabler will handle authorization – will it?  How?

Proposed Change: 
	Status: OPEN 

OMA-CD-CMI-2009-0058R01-CR_ADRR_resolutions_part_2


	A061
	2009.5.24
	T
	5.4
	Source: Huawei   

Form: input document

Comment:  “a staging of previously uploaded content” – why are the words “a staging of” included?
Proposed Change: remove words
	Status: OPEN
OMA-CD-CMI-2009-0058R01-CR_ADRR_resolutions_part_2


	A062
	2009.5.24
	T
	5.4
	Source: Huawei   

Form: input document

Comment: will the spec define how to secure the content?  

Proposed Change: if not, change the sentence.  If this is an implementation or deployment reqt, say that.
	Status: OPEN
OMA-CD-CMI-2009-0058R01-CR_ADRR_resolutions_part_2


	A063
	2009.5.24
	T
	5.4
	Source: Huawei   

Form: input document

Comment:  must the transport be done via a secured tunnel?  Could it be done via encryption but not in a tunnel?

Proposed Change: 
	Status: OPEN
OMA-CD-CMI-2009-0058R01-CR_ADRR_resolutions_part_2



From the ARC email thread:

> From: Mark Pozefsky [mailto:markpozefsky@HUAWEI.COM]

> To: OMA-ARCH-REVIEW@MAIL.OPENMOBILEALLIANCE.ORG

> Subject: Re: [CMI] R&A comments to OMA-CD-CMI-2009-0058R01-CR_ADRR_resolutions_part_2

>...

>...

> The current wording says that "CMI supports the specific security features ... mutual > authentication ...integrity ... confidentiality ...".   My problem is the word 
> "supports" -- I'm sure everyone has their own view of what the word means, but to me 

> it means (in an AD or TS) that it will be specified.  I would prefer wording that 
> makes it clear that these functions will not be specified by this enabler, but 
> rather, are handled by other enablers chosen by the SP deployment (eg SEC).  Is this > what you mean by "support", or do you mean something else?  Unfortunately, 

> I have seen where some enablers have specified the security mechanisms (and they used > the word "support" in their ADs).

> 

> My proposed text would be along the lines of "CMI allows the SP deployment to decide > how to perform: authentication .... integrity ... confidentiality".  Hopefully this 
> is in line with what you want too.  It would be good if we can resolve this point 
> without taking up joint meeting time, but if not, we can do have a discussion during > a joint CD-ARC gathering.

>

>...

>...

> if the wording is fixed along the lines that I suggested, then you could close 60-63 > with my blessing.  I would also be willing to replace the word "support" by >"delegate" (indicating that something other than this enabler would do the security >functions).

2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed text to become part of CMI AD and close ADRR comments A060-A063.
6 Detailed Change Proposal

5.4 Security Considerations

CMI interfaces are expected to be provided over secure connections, e.g. as secured by SSL (e.g. HTTPS) or VPN (e.g. over an IPSEC tunnel or other secure virtual private networking protocol), to ensure that the interface operations are only visible to the Content Provider or Service Provider.

CMI allows the Service Provider’s deployment to delegate the specific security features below:

· mutual authentication of the CMI interface requestor and CMI interface provider

· non-repudiation, e.g. ability to obtain a transaction confirmation where necessary, to ensure a verifiable record of the transaction

· ability to ensure or validate content integrity after transfer

· ability to ensure confidentiality of all operations across the CMI interfaces

Although the consumption model for content accessed through services is outside CMI’s scope, CMI provides the ability to associate consumption transactions (e.g. content purchase/access requests) with specific users. This association may be used by the Service Provider and/or Content Provider for various other security purposes, e.g. user confirmation for transactions.
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