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1 Reason for Change

To provide text for the Security section of the CMI TS.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Discuss the proposed changes, and incorporate the agreed changes into the CMI TS.
6 Detailed Change Proposal

Change 1:  Add references to section 2.1

	[SAML]
	“Security Assertion Markup Language (SAML)”, OASIS®, 
URL: http://www.oasis-open.org/specs/  


Change 2:  Add Security Section
(all new text)

6. Security

This section addresses security considerations related to use of CMI interfaces. Any other security considerations are out of scope, e.g. those related to storage and use of content/information related to CMI-enabled services.

The necessity of providing/using the security capabilities described below is a CMI provider deployment decision and may vary, e.g. for different CMC providers, for different CMI interfaces, for different instances of a CMI interface (e.g. as made available for CMI user access via different CMI interface URI’s), for different CMI-enabled content services, or different CMI users.
6.1 Authentication
Authentication ensures that the CMC can reliably identify the CMI interface user. Authentication enables various security related capabilities, e.g. trust in the CMI user as an authorized entity to whom CMI interfaces can be safely exposed, and privacy of CMI-managed content and information of other CMI users. 
The CMI user can be informed of required authentication procedures via various means, which can occur prior to CMI interface use, or in the process of accessing the CMI interface.  In CMI Release 1.0, this is limited to:

· preconfiguration of the CMI interfaces for use of specific authentication features, e.g. based upon interface terms and conditions published by the CMI provider
· use of features of the underlying security protocols as applicable to the specific deployed binding of a CMI interface, e.g. SSL client certificate validation, FTP login credentials, HTTP Digest Authentication credentials, SAML assertions 

The CMC SHALL support at least one standardized mechanism for CMI user authentication, as applicable to the protocol binding of CMI interfaces that the CMC exposes.
6.2 Connection Security

Connection security ensures that the CMC can protect the confidentiality, and trust in the integrity, of information exchanged over CMI interfaces. Connection security enables various security related capabilities, e.g. protection of CMI-managed content and information from theft or corruption while being delivered across the CMI interface. 

The CMI user can be informed of required connection security procedures via various means, which can occur prior to CMI interface use, or in the process of accessing the CMI interface.  In CMI Release 1.0, this is limited to:

· preconfiguration of the CMI interfaces for use of specific connection security features, e.g. based upon interface terms and conditions published by the CMI provider

· use of features of the underlying security protocols as applicable to the specific deployed binding of a CMI interface, e.g. error responses for attempts to access a CMI interface in a non-secure manner 

The CMC SHALL support at least one standardized connection security mechanism for CMI interfaces, as applicable to the protocol binding of CMI interfaces that the CMC exposes.

6.3 Non-Repudiation

Non-repudiation enables the CMC and CMI user to ensure that the other interfacing entity cannot repudiate, or refute the validity of actions that occurred across a CMI interface. Non-repudiation is provided by the logging of CMI interface operations, including transaction identifiers and key details of the logged operations.

The CMC SHALL support the ability to ensure non-repudiation of CMI interface operations, through logging of interface operations.

Other mechanisms of non-repudiation are FFS, e.g. inclusion of a signed transaction hash value where required.

Editor Note: need to consider other mechanisms for non-repudiation  if needed.
6.4 Content Validation

Content validation enables the CMC to ensure the authenticity of content that has been uploaded through CMI interfaces. In particular, for content that has been pre-uploaded via Decoupled Upload, the CMC provider may require the CMI user to provide a signed hash as part of the content metadata for the content item, as subsequently provided in a Content Upload Request.

The CMC SHALL support validation of CMI-managed content via inclusion of a signed hash value for content items, as delivered in Self-contained Upload or Decoupled Upload.
Editor Note: need a CR to update the  manifest structure.
Other mechanisms of content validation are FFS.
Editor Note: need to consider other mechanisms for content validation if needed.
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