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1 Reason for Change

This contribution proposes to add Security Considerations to Section 5.4.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CMR AHG is recommended to discuss the contribution and agree with the detailed proposal.
6 Detailed Change Proposal
2.2 Informative References

	[OMA-SEC_CF]
	“OMA Application Layer Security Common Functions V1.0” , Open Mobile Alliance™,
OMA-ERP-SEC_CF-V1_0, URL:http://www.openmobilealliance.org/ 


5.4 Security Considerations
The following sections describe the security functions required to be supported by the CMR Enabler.
5.4.1 Authentication and Authorization
The CMR Enabler provides support for network-independent mutual authentication mechanism between CMR Server and the entities (including CMR Client, CMR Management Client and CMR enabled Application, etc.). The security mechanism for authentication is specified in [OMA-SEC_CF].
· CMR Server authenticated the entities to make sure that only authorized entities are permitted to manage the preference settings, CMR Resources, subscription information, and so on.
· Entities also needs to authenticate CMR Server to avoid some attacks, such as man-in-the-middle attack.
The CMR Server ensures that only authorized principles (including CMR User, CP, SP, etc.) are permitted to manage the preference settings or CMR Resources, and control CMR Resource presentation. 
· CMR Server authenticated CMR User by the user’s identity (e.g. username/password).
· CMR Server authenticated CP/SP by the CP/SP identity (e.g. CPID or SPID).
· CMR Resources are authenticated in the authorized CPs/SPs.
· 


· 


5.4.2 Data Integrity and Confidentity
In order to protect the data (e.g. CMR Resources, Management Data) transferred in network against eavesdropping and modification, the CMR Enabler should be protected to support its data integrity and confidentiality. This protection should be subject to the CMR User’s request and service provider’s policies. A suitable mechanism for user data integrity and confidentity is specified in [OMA-SEC_CF].
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