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Change Request

	Title:
	Change security part based on the comments
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	CD CMR AHG

	Doc to Change:
	OMA-AD-CMR-V1_0-20090812-D

	Submission Date:
	14 Aug 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Ruinan Sun, Huawei, rnsun@huawei.com

	Replaces:
	n/a


1 Reason for Change

Try to resolve following comments:
	A060
	2009.06.22
	T
	5.4
	Source: Oracle

Form: INP doc

Comment: security is not intrinsic to enabler

Proposed Change: Remove sections / discussion and allow delegation to other entities.
	Status: OPEN / CLOSED

<provide response>

	A061
	2009.6.12
	T
	5.4.1
	Source: Huawei  

Form: input document

Comment: no security functions are done by this enabler.  Choice of security mechanisms (and even their existence) is an SP choice, not part of the CMR spec.  The wording in 5.4.2 is more appropriate – implying that something outside this enabler in the environment will handle integrity/confidentiality – the same should be done for authentication and authorization.

Proposed Change: 
	Status: OPEN 


2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Accept the proposed changes to CMI AD.

6 Detailed Change Proposal

5.4 Security Considerations


5.4.1 Authentication and Authorization
Network-independent mutual authentication mechanism between CMR Server and the entities (including CMR Client, CMR Management Client and CMR enabled Application, etc.) is needed. The security mechanism for authentication is specified in [OMA-SEC_CF].
· CMR Server (reusing SEC_CF) authenticates the entities to make sure that only authorized entities are permitted to manage the Preference Settings, CMR Resources, subscription information, and so on. CMR Server (reusing SEC_CF) authenticates CMR Subscriber by his/her identity (e.g. username/password). CMR Server (reusing SEC_CF) authenticates CP/SP by the CP/SP identity (e.g. CPID or SPID/password).
· Entities (reusing SEC_CF)also need to authenticate CMR Server to avoid some attacks, such as man-in-the-middle attack
In order to ensure that only authorized principles (including CMR Subscriber, CP, SP, etc.) are permitted to manage the Preference Settings or CMR Resources and control CMR Resource presentation, CMR Enabler may delegate authorization mechanisms to the Service Provider’s deployment
5.4.2 Data Integrity and Confidentity
In order to protect the data (e.g. CMR Resources, Management Data) transferred in network against eavesdropping and modification, the CMR Enabler should be protected to support its data integrity and confidentiality. This protection should be subject to the CMR Subscriber’s request and service provider’s policies. A suitable mechanism for the data integrity and confidentity is specified in [OMA-SEC_CF].
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