Doc# OMA-CD-CMR-2010-0004-CR_UserPlane_Security_[image: image1.jpg]"sOMaQa

Open Mobile Alliance



.doc
Change Request

Doc#OMA-CD-CMR-2010-0004-CR_UserPlane_Security_.doc

Change Request

	Title:
	User Plane security considreation
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	CD CMR

	Doc to Change:
	OMA-TS-CMR-V1_0-20091231-D

	Submission Date:
	04 Jan 2010

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Wu Lin, wulin@sttri.com.cn

	Replaces:
	


1 Reason for Change

To propose the text for user plane security.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, “Members”) agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member’s attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CMR AHG is recommended to discuss the contribution and agree with the detailed proposal.  
6 Detailed Change Proposal
Change 1:  Change in 8.2
8.1 Control Plane Security
8.2 User Plane Security
8.2.1 CMR Client – CMR Servre Authentication and Communications protection 

CMR Client and CMR Server communications over CMR-1 supoort HTTP binding.

CMR Client and CMR Server authentication is based on the mechanism defined in [HTTP]. Implementations conforming to this specification MUST support this mechanism for "Basic" and "Digest Access Authentication". The Base64 character encoded "Basic" and "MD5" algorithm of the "Digest Access Authentication" authentication schemes MAY be supported. The HTTP headers and parameters that MUST be supported are described in the previous sections for request and response headers.

CMR Server implementations conforming to this specification MAY support both the ability to challenge unauthenticated requests and also accept authentication request headers in a request; which will not require subsequent challenge responses unless some part of the credential is incorrect. The latter requirement is required to address the need for minimal request/response traffic for mobile networks.

The authentication mechanisms defined by [HTTP] address the protection of the authentication credentials. However, the remainder of the HTTP request and response messages are available to the eavesdropper. For more robust security for the HTTP connection, TLS 1.1 [RFC4346], TLS 1.2 [RFC5246], HTTPS, or some form of upgrading to TLS over HTTP [RFC2817] [RFC2818] SHOULD be used. 

When operating over HTTP: 

· The  CMR Server SHALL support TLS 1.1 [RFC5246]
· The CMR Server SHOULD support TLS 1.2 [RFC4346]
· The CMR Client SHALL support TLS 1.1 or TLS 1.2
· The CMR Client SHALL identify which version the CMR Server is using. 
8.2.2 CMR Portal – CMR Servre Authentication and Communications protection 

CMR Portal and CMR Server communications over CMR-5/CMR-6/CMR-7 supoort either HTTP binding or WEB Service binding.
The CMR Portal and CMR Server could be deployed in the same domain or different domains. The mechanisms that may be required to secure (e.g. Authentication, Anonymisation, Integrity, Confidentiality ) communication between these two components are deployment choices and  are out of scope of this specification.
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