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1 Reason for Change

To add the text about references, control plane security and media security.
R01:

· Modify the references
· in 8.1, delete the sub section 8.1.1,8.1.1.1, 8.1.2 
· 2nd bulletin of call-info/alert-info protection: add “as defined in [ITU-T Q.3610] and [ITU-T Q.3611]”
· in 8.2, add 8.2.3

· modify 8.2.4
2 Impact on Backward Compatibility

n/
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, “Members”) agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member’s attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CMR AHG is recommended to discuss the contribution and agree with the detailed proposal.  
6 Detailed Change Proposal
Change 1:  Add references 
2.1 Normative References

	[3GPP TS 23.002]
	3GPP TS 23.002: "Network architecture".
URL: http://www.3gpp.org/

	[3GPP TS 23.014]
	3GPP TS 23.014: "Technical Specification Group Core Network and Terminals; Support of Dual Tone Multi-Frequency (DTMF) signalling".
URL: http://www.3gpp.org/

	[3GPP TS 23.205]
	3GPP TS 23.205: " Bearer-independent circuit-switched core network;", Stage 2. 
URL: http://www.3gpp.org/

	[3GPP TS 23.228]
	3GPP TS 23.228: "IP Multimedia Subsystem (IMS)", Stage 2. 
URL: http://www.3gpp.org/

	[3GPP TS 24.008]
	3GPP TS 24.008: " Mobile radio interface Layer 3 specification; Core network protocols;", Stage 3. 
URL: http://www.3gpp.org/

	[3GPP TS 24.182]
	3GPP TS 24.182: “IP Multimedia Subsystem (IMS) Customized Alerting Tones; Protocol specification”
URL: http://www.3gpp.org/

	[3GPP TS 24.183]
	3GPP TS 24.183: “IP Multimedia Subsystem (IMS) Customized Ringing Signal; Protocol specification”
URL: http://www.3gpp.org/

	[3GPP2 S.R0005-B]
	3GPP2 S.R0005-B: "Network Reference Model for CDMA2000 Spread Spectrum Systems", Revision B.
URL: http://www.3gpp2.org/  

	[3GPP2 X.S0013-004]
	“All-IP Core Network Multimedia Domain - IP Multimedia Call Control Protocol Based on SIP and SDP Stage 3”, 3GPP2, X.S0013-004-A, URL:http://www.3gpp2.org/

	[HTTP]
	HTTP v1.1 – RFC 2616, URL: http://www.w3.org/Protocols/rfc2616/rfc2616.html

	[ITU-T Q.3610]
	“The Signalling Requirements and Protocol Profiles for CRBT services”
URL: http://www.itu.int/rec/T-REC-Q.3610/en

	[ITU-T Q.3611]
	“The Signalling Requirements and Protocol Profiles for CRT services”
URL: http://www.itu.int/rec/T-REC-Q.3611/en

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[OMA-CMR-AD]
	“Customized Multimedia Ringing Requirements”, Open Mobile Alliance™, OMA-AD-CMR-V1_0, URL:http://www.openmobilealliance.org/

	[OMA-CMR-RD]
	“Customized Multimedia Ringing Requirements”, Open Mobile Alliance™, OMA-RD-CMR-V1_0, URL:http://www.openmobilealliance.org/

	[OMA-LOCSIP]
	“Location in SIP/IP core ”, Open Mobile Alliance™, OMA-ERP-LOCSIP-V1_0, URL:http://www.openmobilealliance.org/

	[OMA-MLS-AD]
	“Mobile Location Service  Architecture”, Open Mobile Alliance™, OMA-AD-MLS-V1_2, URL:http://www.openmobilealliance.org/

	[OMA-PRS-AD]
	“Presence SIMPLE Architecture”, Open Mobile Alliance™, OMA-AD-Presence_SIMPLE-V1_1, URL:http://www.openmobilealliance.org/

	[OMA-XDM-AD]
	“XML Document Management Architecture”, Open Mobile Alliance™, OMA-AD-XDM-V1_1, URL:http://www.openmobilealliance.org/

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[RFC2046]
	MIME Part 2, Media Types – RFC 2046, URL: http://www.ietf.org/rfc/rfc2046.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt 

	[RFC2833]
	“RTP Payload for DTMF Digits, Telephony Tones and Tele”, H. Schulzrinne, S. Petrack, May 2000, URL:http://www.ietf.org/rfc/rfc2833.txt

	[RFC3841]
	"Caller Preferences for the Session Initiation Protocol (SIP)" , J. Rosenberg, H. Schulzrinne, P. Kyzivat, August 2004
URL: http://www.ietf.org/rfc/rfc3841.txt

	[[RFC 3959]
	“The Early Session Disposition Type for the Session Initiation Protocol (SIP)”; G. Camarillo, December 2004 ,
URL：http://www.ietf.org/rfc/rfc3959.txt

	[RFC4281]
	The Codecs Parameter for "Bucket" Media Types – RFC 4281
URL: http://www.ietf.org/rfc/rfc4281.txt

	[SOAP1.1]
	“Simple Object Access Protocol (SOAP) 1.1”, May 8, 2000, 
URL:http://www.w3.org/TR/2000/NOTE-SOAP-20000508/

	[SOAP1.2]
	“Simple Object Access Protocol (SOAP) 1.2”, April 27, 2007, 
URL: http://www.w3.org/TR/soap12-part1/

	[XML Schema Part 2: Datatypes]
	“XML Schema Part 2: Datatypes”, W3C Recommendation 02 May 2001, 
URL: http://www.w3.org/ 

	[CHRG_ONLINE]
	“OMA Online Charging Interface”, Open Mobile Alliance™, OMA-TS-Charging_Online-V1_0, URL: http://www.openmobilealliance.org/

	[CHRG_OFFLINE]
	“OMA Offline Charging Interface”, Open Mobile Alliance™, OMA-TS-Charging_Offline-V1_0, URL: http://www.openmobilealliance.org/


2.2 Informative References

	
	

	[3GPP TS33.102]
	“3G security; Security architecture”, 3GPP, TS33.102, URL:http://www.3gpp.org/

	[3GPP TS33.203]
	“3G security; Access security for IP-based services”, 3GPP, TS33.203, URL:http://www.3gpp.org/

	
	

	[3GPP TS33.328] 
	“IP Multimedia Subsystem (IMS) media plane security”,3GPP TS 33.328, URL:http://www.3gpp.org/

	[3GPP TR33.828]
	IMS media plane security (Release 8), TS33.828, URL:http://www.3gpp.org/

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[OMA-SEC_CF]
	“OMA Application Layer Security Common Functions V1.0” , Open Mobile Alliance™,
OMA-ERP-SEC_CF-V1_0, URL:http://www.openmobilealliance.org/ 

	[RFC2817]
	"Upgrading to TLS Within HTTP/1.1," IETF RFC 2817, R. Khare, S. Lawrence, May 2000, 
URL: http://www.ietf.org/rfc/rfc2817.txt

	[RFC2818]
	“HTTP over TLS”, E. Rescorla, May 2000,
URL:http://www.ietf.org/rfc/rfc2818.txt

	[RFC3261]
	“SIP: Session Initiation Protocol”, J. Rosenberg, June 2002,
URL:http://www.ietf.org/rfc/rfc3261.txt

	[RFC4346]
	“Transport Layer Security (TLS) Version 1.1”, T. Dierks,  E. Rescorla, April 2006, 
URL: http://www.ietf.org/rfc/rfc4346.txt 

	[RFC5246]
	“The Transport Layer Security (TLS) Protocol Version 1.2”, T. Dierks, E. Rescorla, August 2008

URL: http://www.ietf.org/rfc/rfc5246.txt 

	
	


Change 2:  Change in 8.1
8.1 Control Plane Security








8.1.1 Call-info and alert-info protection
When using HTTP mode in delivering CMR Resources, the CMR Server needs to insert the URIs of CMR Resources into the Call-info and/or Alert-info headers in SIP request or response messages. However, use of the Call-Info and Alert-info header field can pose a security risk.  If a called party fetches the URIs provided by a malicious caller, the called party may be at risk for displaying inappropriate or offensive content dangerous or illegal content, and so on.
To prevent the potential security risks, when HTTP mode is used to delivery CMR Resources, the following mechanisms SHOULD be used  as specified in [RFC 3261]:

· The CMR Server SHOULD remove the Call-info and/or Alert-info headers  received in the SIP request or response messages when  the CMR Server needs to present the CMR Resources
· The SIP/IP core SHOULD remove the Call-info and/or Alert-info headers when received from the CMR Client as defined in [ITU-T Q.3610] and [ITU-T Q.3611].



8.2 User Plane Security
8.2.3 CMR Service Authentication and Autorization
Before using the CMR Service, the CMR Subscriber and CMR user need connect to the core network, authentication of the CMR Subscriber and CMR Client SHOULD reuse the existing security mechanisms in underlying network. 

When the SIP/IP core corresponds with 3GPP IMS, the authentication mechanism defined in  [3GPP TS33.203]/ [RFC 3261] SHOULD be used.
When the CS core network corresponds with 3GPP core network, the network access layer security mechanism [3GPP TS33.102] SHOULD be resued.
In addition to the underlying network authentication, the CMR Server SHOULD authorize the CMR subscriber before present the CMR Resources. 
5.5.1.1 8.2.4 CMR Resource protection
CMR Resources are delivered before regular session establishment, The CMR Resource integrity and confidentiality protection are subject to service providers’ policies.
In SIP/IP core network, CMR Resources are delivered as early media, When the SIP/IP core corresponds with 3GPP IMS, the mechanism for securing early media  used in the CMR service MAY refer to [3GPP TR 33.828] and [3GPP TS 33.328]. 
Currently, there is no security mechanism for the CMR Resource protection in CS  core network.
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