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1 Reason for Change

To add more security consideration to 8.1. since “call-info” and “alert-info”headers checking is not sufficient .
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, “Members”) agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member’s attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CMR AHG is recommended to discuss the contribution and agree with the detailed proposal.  
6 Detailed Change Proposal
Change 1:  Change in section 8.1
8.1 Control Plane Security
8.1.1 Call-info and alert-info protection
When using HTTP mode in delivering CMR Resources, the CMR Server needs to insert the URIs of CMR Resources into the Call-info and/or Alert-info headers in SIP request or response messages. However, use of the Call-Info and Alert-info header field can pose a security risk.  If a called party fetches the URIs provided by a malicious caller, the called party may be at risk for displaying inappropriate or offensive content dangerous or illegal content, and so on.
To prevent the potential security risks, when HTTP mode is used to delivery CMR Resources, the following mechanisms SHOULD be used  as specified in [RFC 3261]:

· The CMR Server SHOULD remove the Call-info and/or Alert-info headers  received in the SIP request or response messages when  the CMR Server needs to present the CMR Resources
· The SIP/IP core SHOULD remove the Call-info and/or Alert-info headers when received from the CMR Client as defined in [ITU-T Q.3610] and [ITU-T Q.3611].

8.1.2 Content-type protection

The CMR Client SHOULD ignore the MIME body which is not application/sdp if it is received in the SIP INVITE request or 18X response messages.
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