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1 Reason for Change

As recommended by ARC/SEC, remove the requirement on core networks
Delete the 2nd level (8.1/8.2) subsection tilte,rename the 3rd level subsection to 2nd level subsction 

Move CMR service authentication and authorization to 8.1 
Modify CMR Resource Protection section: not refer to [3GPP TR 33.828] and [3GPP TS 33.328] since they are not mature
Some editiorila changes
2 Impact on Backward Compatibility

n/
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, “Members”) agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member’s attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation
CMR AHG is recommended to discuss the contribution and agree with the detailed proposal.  
6 Detailed Change Proposal
Change 1:  Change in 2.2
2.2 Informative References

	
	

	
	

	[3GPP TS33.210]
	“3G security; Network Domain Security (NDS); IP network layer security”, TS33.210, URL:http://www.3gpp.org/

	
	

	
	

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[OMA-SEC_CF]
	“OMA Application Layer Security Common Functions V1.0” , Open Mobile Alliance™,
OMA-ERP-SEC_CF-V1_0, URL:http://www.openmobilealliance.org/ 

	[RFC2817]
	"Upgrading to TLS Within HTTP/1.1," IETF RFC 2817, R. Khare, S. Lawrence, May 2000, 
URL: http://www.ietf.org/rfc/rfc2817.txt

	[RFC2818]
	“HTTP over TLS”, E. Rescorla, May 2000,
URL:http://www.ietf.org/rfc/rfc2818.txt

	
	

	[RFC4346]
	“Transport Layer Security (TLS) Version 1.1”, T. Dierks,  E. Rescorla, April 2006, 
URL: http://www.ietf.org/rfc/rfc4346.txt 

	[RFC5246]
	“The Transport Layer Security (TLS) Protocol Version 1.2”, T. Dierks, E. Rescorla, August 2008

URL: http://www.ietf.org/rfc/rfc5246.txt 

	
	

	
	


Change 2:  Change in 8

8. Security
8.1 CMR Service Authentication and Authorization




When receiving CMR Service request from CMR Client, CMR Server SHALL authenticate the CMR subscriber by checking the subscriber’s identity (e.g., P-Asserted-Identity in the same trusted domain). The CMR subscriber is authorized to request the CMR Service and the CMR Resources based on the mechanism Access Control List (ACL).
When receiving CMR Service request from CMR Enabled Applications, CMR Server SHALL authenticate the CMR Enabled Applications according to network domain security mechanisms define in [3GPP TS 33.210]. In addition, the CMR Server SHALL authenticate the CMR subscriber by checking the subscriber’s identity (e.g., P-Asserted-Identity in the same trusted domain). The CMR subscriber is authorized to request the CMR Service and the CMR Resources based on the mechanism Access Control List (ACL).
The CMR subscriber is authenticated by the underlying network or CMR Enabled application before he/she requests for CMR service. 
Note: To use the CMR Service, the CMR Client needs to connect to the core network. The CMR Client SHOULD comply with  the security mechanisms defined in underlying core  network for accessing the core network. When the SIP/IP core corresponds with 3GPP IMS, the CMR Client SHOULD support  the access security mechanisms defined in [3GPP TS33.203]/ [RFC 3261]. When the CS core network corresponds with 3GPP core network, the CMR Client SHOULD support the  network access layer security mechanism  defined in [3GPP TS33.102].

8.2 CMR Resource Protection

8.2.1 HTTP model


When using HTTP mode in delivering CMR Resources, the CMR Server needs to insert the URIs of CMR Resources into the Call-info and/or Alert-info headers in SIP request or response messages. However, the use of the Call-Info and Alert-info header field may pose a security risk.  If a called party fetches the URIs provided by a malicious caller, the called party may be at risk for displaying inappropriate or offensive content dangerous or illegal content, and so on.
To prevent the potential security risks when HTTP mode is used to delivery CMR Resources, 
CMR Server SHOULD remove the Call-info and/or Alert-info headers received in the SIP request or response messages when  the CMR Server needs to present the CMR Resources
When HTTP model is used, in addition to the CMR Service authentication an authorization described in 8.1, CMR Server SHOULD provide the information needed to authorize the HTTP requestor such as calling party (for CMRBT) or called party (for CMRT) and CMR Resources information to CMR Resource Server. This enables CMR Resource Server to authorize the requestor before delivering CMR Resources to the CMR Client.
8.2.2 Applcaition Server/Gateway model
When Application Server or Gateway model is used, CMR Resources are delivered before regular session establishment.  The mechanisms for CMR Resource (i.e., early media) integrity and confidentiality protection are not mature enough. Hence, CMR Resource protection are not defined in this specification.

· 
8.2.3 Content-type
When receiving MIME body in SIP INVITE or 18X response messages, CMR Client SHOULD not present the content in the  MIME body which is not application/SDP as CMR Resource (i.e., ring back tone or ringing tone).


8.4 Secured communcaiton between CMR Management Client andCMR Server 
CMR Management Client and CMR Server communications over CMR-1 support HTTP binding.

CMR Management Client and CMR Server authentication is based on the mechanism defined in [HTTP]. Implementations conforming to this specification MUST support this mechanism for "Basic" and "Digest Access Authentication". The Base64 character encoded "Basic" and "MD5" algorithm of the "Digest Access Authentication" authentication schemes MAY be supported. The HTTP headers and parameters that MUST be supported are described in the previous sections for request and response headers.

CMR Server implementations conforming to this specification MAY support both the ability to challenge unauthenticated requests and also accept authentication request headers in a request; which will not require subsequent challenge responses unless some part of the credential is incorrect. The latter requirement is required to address the need for minimal request/response traffic for mobile networks.

The authentication mechanisms defined by [HTTP] address the protection of the authentication credentials. However, the remainder of the HTTP request and response messages are available to the eavesdropper. For more robust security for the HTTP connection, TLS 1.1 [RFC4346], TLS 1.2 [RFC5246], or some forms of upgrading to TLS within HTTP [RFC2817] [RFC2818] SHOULD be used. 

When HTTP operating over TLS:
· The  CMR Server SHALL support TLS 1.1 [RFC5246]
· The CMR Server SHOULD support TLS 1.2 [RFC4346]
· The CMR Management Client SHALL support TLS 1.1 or TLS 1.2
· The CMR Server SHALL identify which TLS version the CMR Management Client is using. 
8.5 Secured communcaiton between CMR Portal and CMR Server 
CMR Portal and CMR Server communications over CMR-5/CMR-6/CMR-7 support either HTTP binding or WEB Service binding.

The CMR Portal and CMR Server could be deployed in the same domain or different domains. The mechanisms that may be required to secure (e.g. Authentication, Anonymisation, Integrity, Confidentiality ) communication between these two components are deployment choices and are out of scope of this specification.
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