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1 Reason for Contribution

This document presents a number of conclusions which can be drawn from the requirements regarding the functional modules, based on the mapping presented in the document OMA-CD-CPNS-2009-0016R01-INP_Revised_requirements___architecture_mapping (which is revised based on the comments from group members in the meetings), and the discussions in meetings which pertained to architecture, captured for your convenience in document OMA-CD-CPNS-2009-0024-INP_Further_architecture_contributions. 
2 Summary of Contribution

This contribution draws conclusions from the mapping of requirements to functional modules, and attempts to determine their functions. 
3 Detailed Proposal

1. Functional module functional conclusions
The following conclusions can be drawn from the requirements on the functional modules, as presented in OMA-CD-CPNS-2009-0016-INP_Revised_requirements___architecture_mapping and the architectural discussions during the meetings of the CD CPNS AHG, as documented in OMA-CD-CPNS-2009-0024-INP_Further_architecture_contributions. 
1.1 Connectivity Management

a. The CPNS server gets information from the PNE:s about which functions are being performed in the PNE:s. 
b. The network is able to employ its resources according to how the functions are being performed in the PNE:s in the PN. 

c. When there are multiple subscriptions with different service providers, one PN gateway has to communicate with several CPNS servers, deployed in different CPNS instances. There may also be multiple PN Gateways. Implicit is also that “subscription” implies more than connection, it also includes authentication and authorization.  

d. The PN Gateway should also allow for setup of authentication and authorization towards the different CPNS Servers. The CPNS Servers may also forward authentication and authorization requests between each other. 

e. The PN Gateway should have a module to handle discovery and service delivery to and from devices which do not implement the CPNS specification. DLNA and Bluetooth are two examples which have been mentioned in discussions (see minutes from the Helsinki meeting). 
f. The CPNS Server and PN Gateway functionality should be possible to deploy in PNE:s which also perform other functions, i.e. in a peer-to-peer network configuration. 

g. There are multiple delivery channels (sessions) in a PN (from the gateway), which carry simultaneous media streams; several media streams can be delivered to a PNE at the same time. The PN User can stop, start and switch between the channels, and otherwise manage them. 

a. An implication of CPNS-HLF-026 is also that the switching can take place between devices.  
h. Data can be transmitted from PNE:s

i. Data may only be transmitted between the PNE:s in the same group. 

j. The channels can be started, stopped, and switched automatically between pre-authorized devices. 

k. There can be different charging mechanisms for the PNE:s in the same group. 

l. Devices can be public, and if so, can be used to make services accessible in a secure, protected manner (this conclusion can be drawn from CPNS-INT-001). 

m. PNE:s can be using e.g. DLNA and Bluetooth (the two examples discussed so far), or implement the CPNS technologies. In those cases, there will be some restrictions on the devices in terms of the number of simultaneous channels, etc. 

n.  There is a mechanism to handle privacy policies for user data, and the user is able to configure it (this could be used for the acceptance of data collection discussed in CPNS-PRIV-004 and CPNS-PRIV-005). 
1.2 Device Capabilities

a. The CPNS server gets information from the PNE:s about which functions are being performed in the PNE:s.

b. The CPNS server gets information from the PNE:s (through the PN Gateway) about which capabilities the PNE:s have.  

c. The CPNS Server maintains a directory or inventory of the PNE:s and their capabilities, and the services and their capabilities, as well as the usage of the services. 

a. This conversely means that the CPNS Server should get information from the services about which capabilities they require. 

d. The CPNS Server delivers the directory or inventory information when requested. 

e. The CPNS Server enables charging for directory or inventory information to third parties. 

f. The CPNS Server can perform automated matching of PNE and PN capabilities and required capabilities, to facilitate the delivery of services.
1.3 Device Management

a. The PNE:s shall implement device management.

b. The PNE:s are able to change modes (e.g. in case that they are behaving as PNEs or not) adaptively in terms of performing functions for the efficient use of device resources. e.g. if the devices are capable of changing modes, they can perform the specific functions that are associated with respect to that mode. This switching can also be done between PNE:s while they are consuming services. 
i. This implies that there needs to be a means to control the switching of PNE:s which is based on device capabilities (example given in the requirements is battery life). 

ii. If so, the dynamic parameter mechanism in DPE can be used, and an orderly triggering of this set up by the party which receives the DPE information (the CPNS Server). 

c. The PNE:s and PN Gateways have a provisioning agent. 

1.4 Status Management

a. The PN is able to report its status, including which PNE:s are included in the PN, which services they provide, which services are consumed. This status can be made available to other users than the owner of the PN. 
b. A user can subscribe to the status of another users PN. 
c. The mechanism for the PN status can be presence. 
1.5 Usage Statistics Collection & Reporting

a. The service history of PNE:s, and the usage data of PNE:s and individual users can be collected to create statistics. 
b. The originator of the data, i.e. the PN User, must be able to accept and cancel the collection of the usage data. 

c. The usage data should be aggregated into anonymized usage statistics

d. Statistics can be reported to authorized third parties at predefined intervals and on request or when a threshold value is reached. 

1.6 Service Discovery and Publication

a. There must be a means to describe and advertise which services a PNE offers to other PNE:s in the same and different PN:s
a. Does this imply what the capabilities of the service are, and which capabilities it requires?

b. Only services which are accessible by the requesting user should be advertised (i.e. it makes no sense to advertise services outside my PN if I restrict access to them within my PN). 

1.7 Service Management

a. There are multiple delivery channels (sessions) in a PN, which carry simultaneous media streams, and the PN User can stop, start and switch between the channels, and otherwise manage them.

i. An implication of CPNS-HLF-026 is also that the switching can take place between devices.  

b. The media delivery is depending on the capabilities of the PNE:s.

i. The destination PNE:s can also be specified, i.e. the service provider can determine which specific PNE it wants to deliver service to. 

c. There can be different charging methods for different services, different users, and different PNE:s, even when the delivery of services is simultaneous. Charging can be done on different types of services and in different scopes of services, for instance: 
i. On a global level for all services supported by the PNE capabilities. 
ii. On a per service basis for all selected services supported by the PNE capabilities and PN user subscriptions. 
iii. On a per service basis for a subscribed service.
iv. Charging can also be done for delivery of information to third parties. 
d. The charging must use standardized mechanisms. 

1.8 PN/PNE Discovery & Registration

a. Who (which entity) is able to invite a PNE for a group service, and create and maintain the group(s)?
b. PNE:s and PN:s should register, which probably will influence which mechanisms they can use for the service publication, as well as the inventory mentioned in section 1.2. 

c. Discovery (and registration?) extends to PNE:s which do not support the CPNS specification (e.g. DLNA and Bluetooth, the examples given in the discussions in Helsinki). 

d. The privacy policy mechanism probably also applies to the discovery of PNE:s.
1.9 Security

a. Content delivery to PNE:s takes place in a secure and confidential way, and messages are integrity protected. Messages can be encrypted and decrypted. 
b. There can be different security mechanisms in the PNE, for instance one per service. 

c. Somebody (the CPNS Server?) is responsible to generate and update keys for encryption etc. 

d. There is a mechanism for authentication, which is applied to anyone who requests information about a PN and the PNE:s. User authentication is also applied (e.g. using PIN, biometrics). 

e. There is a mechanism for authorization, which is applied to anyone who requests information about a PN and the PNE:s. User authorization is also applied, as well as authorization for PN Gateways and PNE:s. 

f. There is a mechanism for validation of certificates. 

g. User data are stored in a secure way, and securely stored data can not be changed or deleted without authorization. This may be connected with the privacy policy mechanism mentioned in CPNS-PRIV-003, through CPNS-PRIV-007?

2. Conclusions on CPNS Components

As has been discussed during the meetings, the CPNS Enabler has three components: The PNE, the PN GW, and the CPNS Server. Based on the conclusions above, the functions of these can be re-mapped as follows: 

2.1 PNE Functionality

The CPNS Server and PN Gateway functionality should be possible to deploy in PNE:s which also perform other functions, i.e. in a peer-to-peer network configuration. 

There are multiple delivery channels (sessions) in a PN (from the gateway), which carry simultaneous media streams; several media streams can be delivered to a PNE at the same time. The PN User can stop, start and switch between the channels, and otherwise manage them. An implication of CPNS-HLF-026 is also that the switching can take place between devices.  The channels can be started, stopped, and switched automatically between pre-authorized devices. 

Data can be transmitted from PNE:s.

Data may only be transmitted between the PNE:s in the same group.

There can be different charging mechanisms for the PNE:s in the same group.

Devices can be public, and if so, can be used to make services accessible in a secure, protected manner (this conclusion can be drawn from CPNS-INT-001).

PNE:s can be using e.g. DLNA and Bluetooth (the two examples discussed so far), or implement the CPNS technologies. In those cases, there will be some restrictions on the devices in terms of the number of simultaneous channels, etc.
The PNE:s shall implement device management. 
The PNE:s are able to change modes (e.g. in case that they are behaving as PNEs or not) adaptively in terms of performing functions for the efficient use of device resources. e.g. if the devices are capable of changing modes, they can perform the specific functions that are associated with respect to that mode. This switching can also be done between PNE:s while they are consuming services. This implies that there needs to be a means to control the switching of PNE:s which is based on device capabilities (example given in the requirements is battery life). If so, the dynamic parameter mechanism in DPE can be used, and an orderly triggering of this set up by the party which receives the DPE information (the CPNS Server). 

The PNE:s and PN Gateways have a provisioning agent. 

There must be a means to describe and advertise which services a PNE offers to other PNE:s in the same and different PN:s. Does this imply what the capabilities of the service are, and which capabilities it requires? Only services which are accessible by the requesting user should be advertised (i.e. it makes no sense to advertise services outside my PN if I restrict access to them within my PN). 

PNE:s and PN:s should register, which probably will influence which mechanisms they can use for the service publication, as well as the inventory mentioned in section 1.2. 

Discovery (and registration?) extends to PNE:s which do not support the CPNS specification (e.g. DLNA and Bluetooth, the examples given in the discussions in Helsinki). 

Content delivery to PNE:s takes place in a secure and confidential way, and messages are integrity protected. Messages can be encrypted and decrypted. There can be different security mechanisms in the PNE, for instance one per service. 

2.2 PN GW Functionality

When there are multiple subscriptions with different service providers, there may also be multiple PN Gateways. 

The PN Gateway should also allow for setup of authentication and authorization towards the different CPNS Servers.

The PN Gateway should have a module to handle discovery and service delivery to and from devices which do not implement the CPNS specification. DLNA and Bluetooth are two examples which have been mentioned in discussions (see minutes from the Helsinki meeting).

The CPNS Server and PN Gateway functionality should be possible to deploy in PNE:s which also perform other functions, i.e. in a peer-to-peer network configuration. 

There are multiple delivery channels (sessions) in a PN (from the gateway), which carry simultaneous media streams; several media streams can be delivered to a PNE at the same time. The PN User can stop, start and switch between the channels, and otherwise manage them. An implication of CPNS-HLF-026 is also that the switching can take place between devices.  The channels can be started, stopped, and switched automatically between pre-authorized devices. 

There is a mechanism to handle privacy policies for user data, and the user is able to configure it (this could be used for the acceptance of data collection discussed in CPNS-PRIV-004 and CPNS-PRIV-005).

The CPNS server gets information from the PNE:s (through the PN Gateway) about which capabilities the PNE:s have.

The PNE:s and PN Gateways have a provisioning agent. 

The service history of PNE:s, and the usage data of PNE:s and individual users can be collected to create statistics. The originator of the data, i.e. the PN User, must be able to accept and cancel the collection of the usage data. The usage data should be aggregated into anonymized usage statistics. 

The media delivery is depending on the capabilities of the PNE:s. The destination PNE:s can also be specified, i.e. the service provider can determine which specific PNE it wants to deliver service to. 

Who (which entity) is able to invite a PNE for a group service, and create and maintain the group(s)?

2.3 CPNS Server Functionality

The CPNS server gets information from the PNE:s about which functions are being performed in the PNE:s.

When there are multiple subscriptions with different service providers, one PN gateway has to communicate with several CPNS servers, deployed in different CPNS instances.

The CPNS Servers may also forward authentication and authorization requests between each other. 

The CPNS Server and PN Gateway functionality should be possible to deploy in PNE:s which also perform other functions, i.e. in a peer-to-peer network configuration. 

The CPNS server gets information from the PNE:s about which functions are being performed in the PNE:s. The CPNS server gets information from the PNE:s (through the PN Gateway) about which capabilities the PNE:s have.  The CPNS Server maintains a directory or inventory of the PNE:s and their capabilities, and the services and their capabilities, as well as the usage of the services. This conversely means that the CPNS Server should get information from the services about which capabilities they require. The CPNS Server delivers the directory or inventory information when requested. The CPNS Server enables charging for directory or inventory information to third parties. The CPNS Server can perform automated matching of PNE and PN capabilities and required capabilities, to facilitate the delivery of services.
The PN is able to report its status, including which PNE:s are included in the PN, which services they provide, which services are consumed. This status can be made available to other users than the owner of the PN. A user can subscribe to the status of another users PN. The mechanism for the PN status can be presence.
Statistics can be reported to authorized third parties at predefined intervals and on request or when a threshold value is reached. 

There can be different charging methods for different services, different users, and different PNE:s, even when the delivery of services is simultaneous. Charging can be done on different types of services and in different scopes of services, for instance: On a global level for all services supported by the PNE capabilities; On a per service basis for all selected services supported by the PNE capabilities and PN user subscriptions; On a per service basis for a subscribed service; Charging can also be done for delivery of information to third parties.

The charging must use standardized mechanisms. 

PNE:s and PN:s should register, which probably will influence which mechanisms they can use for the service publication, as well as the inventory mentioned in section 1.2. This implies a central registry or inventory. 

Discovery (and registration?) extends to PNE:s which do not support the CPNS specification (e.g. DLNA and Bluetooth, the examples given in the discussions in Helsinki). 

The privacy policy mechanism probably also applies to the discovery of PNE:s.

Somebody (the CPNS Server?) is responsible to generate and update keys for encryption etc. 

There is a mechanism for authentication, which is applied to anyone who requests information about a PN and the PNE:s. User authentication is also applied (e.g. using PIN, biometrics). 

There is a mechanism for authorization, which is applied to anyone who requests information about a PN and the PNE:s. User authorization is also applied, as well as authorization for PN Gateways and PNE:s. 

There is a mechanism for validation of certificates. 

User data are stored in a secure way, and securely stored data can not be changed or deleted without authorization. This may be connected with the privacy policy mechanism mentioned in CPNS-PRIV-003, through CPNS-PRIV-007?

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The CD CPNS AHG is recommended to use the material provided in section 3 as the base for section 5.3 in the initial version of the architecture document, and as basis for further discussion concerning the functions of CPNS. 
Specifically, the group is recommended to task the author to provide a CR to the architecture document (OMA-AD-CPNS-V1_0-20090610-D) after discussion in a group meeting, taking the group comments into account. 
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