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1 Reason for Contribution

The REQ CPNS AHG had the deadline for new requirements on February 7. While the RD is not finalized, and not all submitted requirements and use cases have been reviewed, it is possible to create a first breakdown of how the requirements map to enablers. This should be extended in later versions, as the RD continues to develop.
This document is a part of the OMA-CD-CPNS-2009-0018R01-INP_Requirements_and_Functions. In this document all the requirements of the RD were analysed. It was difficult to agree all the requirement in one time.

This requirement adds only information about security. Other CR does the same with other family of requirements.

2 Summary of Contribution

This contribution shows a draft table of all approved CPNS requirements and the identified potential candidates for reuse/enhancement/etc.  
3 Detailed Proposal

This table is a proposed informal tool for the RD architectural analysis. It finally should contain a matrix showing which requirements can be fulfilled by which Enabler/Component, etc.

It is expected that filling the table will be done in several iterations, i.e. the first iteration might be a kind of brainstorming which then requires deeper analysis of the potentially reused component, etc, the second iteration is then to refine the table according to findings in the deeper analysis.
Explanation:

· First column contains the label of the requirement according to referenced RD.

· Second column contains the respective requirements text from the RD.

· 3rd column contains the potential candidates which might be reused or partially reused or require enhancements.
· 4th column contains the functions needed for the requirements
· 5th column contains the derived functions
· 6th column contains the interface used by the functions. 
Security
	Label
	Requirement
	Reused (partially, new…outside)
	Function Module
	Derived functions 
	Interface

	CPNS-SEC-001
	The CPNS enabler SHALL support secure delivery of content to the PNE(s).
	
	Security
	
	CPNS-1

CPNS-2

	CPNS-SEC-002
	The CPNS enabler SHALL support different security mechanisms for each PNE(s) and for each service.
	
	Security
	
	CPNS-1

CPNS-2

	CPNS-SEC-003
	The CPNS Enabler SHALL support generation or update of keys.
	
	Security
	
	CPNS-1

CPNS-2

	
	
	
	
	
	

	
	
	
	
	
	


Authentication
	Label
	Requirement
	Reused (partially, new…outside)
	Function Module
	Derived functions 
	Remarks

	CPNS-AUC-001
	The CPNS Enabler MUST be able to support the authentication of CPNS entities and/or External Entities which request access to CPNS related information and/or services
	
	Security
	
	CPNS-1

CPNS-2

	CPNS-AUC-002
	The CPNS Enabler SHOULD support validation of certificates.
	
	Security
	
	CPNS-1

CPNS-2

	CPNS-AUC-003
	The CPNS Enabler SHALL support authentication of the user (e.g., by means like prompting him to type in a PIN or by biometric means).
	
	Security
	
	CPNS-1

CPNS-2


Authorization 
	Label
	Requirement
	Reused (partially, new…outside)
	Function Module
	Derived functions 
	Remarks

	CPNS-AUZ-001
	The CPNS enabler SHALL authorize the users, the PN gateways and the PNE(s).
	
	Security
	
	CPNS-1

CPNS-2

	CPNS-AUZ-002
	The CPNS Enabler SHOULD enable the CPNS devices to stop, start communication or switch between the channels between pre-authorized devices automatically
	
	Security
	
	CPNS-1

CPNS-2


Data Integrity

	Label
	Requirement
	Reused (partially, new…outside)
	Function Module
	Derived functions 
	Interface

	CPNS-DIT-001
	The CPNS Enabler SHALL support integrity protection of messages.
	
	Security
	
	CPNS-1

CPNS-2

	CPNS-DIT-001
	The CPNS Enabler SHALL support data integrity in protecting against accidental or intentional changes to CPNS-related data transmission, by ensuring that changes to the data are detectable.
	
	Security
	
	CPNS-1

CPNS-2


Confidentiality

	Label
	Requirement
	Reused (partially, new…outside)
	Function Module
	Derived functions 
	Interface

	CPNS-CON-001
	The CPNS Enabler SHALL support encryption of messages.
	
	Security
	
	CPNS-1

CPNS-2

	CPNS-CON-002
	The CPNS Enabler SHALL support decryption of messages.
	
	Security
	
	CPNS-1

CPNS-2

	CPNS-CON-003
	The CPNS Enabler SHALL support data confidentiality that ensures transmitted information is not made available to unauthorised individuals or entities.
	
	Security
	
	CPNS-1

CPNS-2


Privacy
	Label
	Requirement
	Reused (partially, new…outside)
	Function Module
	Derived functions 
	Interface

	CPNS-PRIV-001
	The CPNS Enabler SHALL ensure user privacy.
	
	Security
	
	CPNS-1

CPNS-2

	CPNS-PRIV-002
	The privacy requirements in OMA-RD-Privacy-V1_0_1-20070807-A SHALL be applied.to the CPNS Enabler. 
	
	Security
TBD
	
	CPNS-1

CPNS-2

	CPNS-PRIV-003
	The user SHALL be able to configure privacy policies for the management of data pertaining to her personal network. 
	
	TBD

Security
	
	CPNS-1

CPNS-2

	CPNS-PRIV-004
	The CPNS Enabler SHALL support individual users to verify whether they accept the collection of their usage data. 
	
	Security
TBD
	
	CPNS-1

CPNS-2

	CPNS-PRIV-005
	The CPNS Enabler SHALL support individual users to cancel the collection of their usage data.
	
	Security
TBD
	
	CPNS-1

CPNS-2

	CPNS-PRIV-006
	The CPNS Enabler SHALL support doing a test on the conditions of data without revealing the data itself.
	
	Security
TBD
	
	CPNS-1

CPNS-2

	CPNS-PRIV-007
	The CPNS Enabler SHALL ensure privacy protection of personal user information.
	
	Security
TBD
	
	CPNS-1

CPNS-2


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The ARC is recommended to review this working document and to use it (update and modify) to clarify and specify the architecture. 
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