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1 Reason for Change

This document shows general security architecture for CPNS. The authors investigated a Requirements document and derived shown architecture.

2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CPNS AHG is recommended to discuss the contribution and agree with the detailed proposal and include in the CPNS AD as described below.
6 Detailed Change Proposal

5.3 Functional Components and Interfaces/reference points definition

5.3.2 Functions

5.3.2.1 Connection Management

(…)

5.3.2.2 Device Capabilities

(…)
5.3.2.3 Device Management

(…)
5.3.2.4 Status management

(…)
5.3.2.5 Usage Statistics Collection & Reporting
(…)
5.3.2.6 Service Publication & Discovery

(…)
5.3.2.7 Service Management

(…)
5.3.2.8 PN/PNE Discovery & Registration
(…)
5.3.2.9 Security
Change 1:  Add general security architecture in Section 5.3.1.9 
The security function is deployed in the CPNS PNE, CPNS PN GW and CPNS server. The function provides the means to ensure security in CPNS such as authentication, authorization data integrity and data confidentiality. The function is divided into five sub functions as follows. 
· Authentication

· Authorization

· Data integrity

· Data confidentiality

· Key management

While former four sub functions are for security of CPNS interfaces (CPNS-1~5), the last one performs necessary signaling to ensure security of content/service delivery. The functional block diagram of the security function is shown below. 
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Figure 1: Functional block diagram of the CPNS security
Since some underlying network technologies have their own security mechanisms, some of the above security functionalities can be provided by underlying network. Figure 2 shows an example of system deployment on IMS (IP Multimedia Subsystem), which will be a core system in forthcoming cellular networks. In the system deployment, CPNS Servers and PN GWs are connected to IMS as IMS application servers (ASs) and subscribers, respectively. IMS has security mechanisms to avoid impersonation of PN GW and also to ensure data confidentiality and integrity of signaling messages by establishing IPSec connection between PN GW and IMS. In addition, since PNE and PN GW connect each other via PAN technologies such as Bluetooth and WiFi etc., CPNS can utilize security mechanisms of PAN technologies. Meanwhile, providers of CPNS Servers and application/content servers may conclude business agreement to provide secure content/service delivery. In such a scenario, secure connection is established such as IPSec, SSL between CPNS servers and application/content servers.
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Figure 2: System deployment on IMS
5.3.1.9.1 
Authentication

This sub function provides the means to authenticate CPNS entities and/or external entities. 

Required functionalities in each CPNS entity are shown below.
· PNE/ PN GW/ CPNS Server

· negotiate authentication mechanisms with CPNS entities connecting through CPNS interfaces
· authenticate the CPNS entities 
This sub function may be realized by lower-layer security mechanisms (e.g. PAN security, IMS security or secure connection between CPNS Server and application servers).Security functions of PAN technologies such as Bluetooth and WiFi provide the authentication mechanism between PNE and PN GW. Since IMS has a security mechanism for preventing impersonation of cellular phone (PN GW), the mechanism can be utilized for authentication between PN GW and CPNS Server. In addition, if security agreement is made between CPNS Server and application servers and secure connection is established between them such as IPSec and SSL etc, the mechanism accomplishes an authentication between CPNS Server and Application Server.
5.3.1.9.2 
Authorization
This sub function provides the means to authorize CPNS entities to specify access rights for CPNS services (e.g., join a PN/service group, access a content or access a CPNS device list etc.)
Required functionalities in each CPNS entity are shown below.

· PNE/ PN GW/ CPNS Server
· authorize CPNS entities connecting through CPNS interfaces
5.3.1.9.3 
Data integrity
This sub function provides data integrity in protecting against accidental or intentional changes to data transmitted through CPNS-1~5..
Required functionalities in each CPNS entity are shown below.

· PNE/ PN GW/ CPNS Server

· negotiate integrity mechanisms with CPNS entities connecting through CPNS interfaces
· sign messages sent to the CPNS entities
· verify messages received from the CPNS entities 
This sub function may be realized by lower-layer security mechanisms (e.g. PAN security, IMS security or secure connection between CPNS Server and application servers). Security functions of PAN technologies such as Bluetooth and WiFi provides the data integrity mechanism between PNE and PN GW. Since a cellular phone establishes an IPSec connection with IMS, the mechanism guarantees data integrity between PN GW and CPNS Server. In addition, if security agreement is made between CPNS Server and application servers and secure connection is established between them such as IPSec and SSL etc., the mechanism accomplishes data integrity between CPNS Server and Application Server.

5.3.1.9.4 
Data confidentiality
This sub function provides data confidentiality that ensures transmitted messages are not made available to unauthorized users and CPNS entities.
Required functionalities in each CPNS entity are shown below.

· PNE/ PN GW/ CPNS Server

· negotiate encryption mechanisms with CPNS entities connecting through CPNS interfaces
· encrypt messages sent to the CPNS entities
· decrypt messages received from the CPNS entities
This sub function may be realized by lower-layer security mechanisms (e.g. PAN security, IMS security or secure connection between CPNS Server and application servers). Security functions of PAN technologies such as Bluetooth and WiFi provides the data confidentiality mechanism between PNE and PN GW. Since a cellular phone establishes an IPSec connection with IMS, the mechanism guarantees data confidentiality between PN GW and CPNS Server. In addition, if security agreement is made between CPNS Server and application servers and secure connection is established between them such as IPSec and SSL, the mechanism accomplishes data confidentiality between CPNS Server and Application Server.

5.3.1.9.5 
Key management

Editor note: Description of this section will be provided by another CR.
End of suggested changes

(…)
5.3.2.10 Charging

(…)

5.3.2.11 Service/Content Delivery
(…)
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