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1 Reason for Change

This document shows general security architecture for CPNS. The authors investigated the RD and derived the architecture.

R01: deleted change histories, which are unintentionally left in the previous version.
R02: add contacts to the Source section.
R03: Based on feedbacks in the Singapore meeting, R02 was revised as follows.

· Change description of assumed underlying network infrastructures and technologies to more generic one

In R02, the security architecture was described assuming specific network infrastructures and technologies such as IMS, Bluetooh, WiFi, IPSec and SSL. In R03, description is changed to more generic one. As for WAN, while R02 assume IMS and the Internet, R03 describes it can be categorized into two part: secure WAN and non-secure WAN. Other description about specific infrastructures and technologies is deleted or moved to Appendix.
· Move description about how CPNS security is ensured when utilizing security mechanisms of underlying network infrastructures to Appendix B and add some additional explanation

· Change name of “Key Management” sub function to “Content/Service Key Management”
Some members showed concerns that name “Key Management” is confusing because key also means “important” or “primary” as adjective. So, R03 changes the name to mean specifically key for security of content/service delivery
Also, R03 adds “Device ID/Key Assignment” sub functionality to the security functional block diagram, whose specific explanation is provided in another CR.
R04: Based on feedbacks in the Los Angels meeting, R03 was revised as follows.

· Modify Figure 2 and related description

In R03, Figure 2 includes a device which implements both PNE and PN GW function. In R04, the device is replaced by one which implements PN GW only.

· Modify Figure 3 so that CPNS-2 and CPNS-3 interfaces go through IMS.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CPNS AHG is recommended to discuss the contribution and agree with the detailed proposal and include in the CPNS AD as described below.
6 Detailed Change Proposal

2. References
2.3 Normative References

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt 

	[@@@-RD]
	“@@@ Requirements”, Open Mobile Alliance™, OMA-RD-@@@-Vx_y,
URL:http://www.openmobilealliance.org/ 

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


2.4 Informative References
Change 1:  Add related informative references 

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/

	[IEEE802.11i]
	“IEEE Standard 802.11i-2004: Wireless Medium Access Control(MAC) and Physical Layer(PHY) Specifications Amendment 6: Medium Access Control(MAC) Security Enhancements”

	[Bluetooth Security White Paper]
	"Bluetooth Security White Paper"

Bluetooth SIG Security Expert Group,

http://grouper.ieee.org/groups/1451/5/Comparison of PHY/Bluetooth_24Security_Paper.pdf

	[3GPP TS 33.203]
	“3G security; Access security for IP-based services”
E.g. 3GPP TS 33.203 (Release 9)
http://www.3gpp.org/ftp/Specs/html-info/33203.htm

	[3GPP TS 22.127]
	“Service requirement for the Open Services Access (OSA); Stage 1”
E.g. 3GPP TS 22.127 (Release 8)
http://www.3gpp.org/ftp/Specs/html-info/22127.htm

	[3GPP TS23.198]
	“Open Service Access (OSA); Stage 2”
E.g. 3GPP TS 23.198 (Release 8)
http://www.3gpp.org/ftp/Specs/html-info/23198.htm

	[3GPP TR 33.828]
	“IMS media plane security”
E.g. 3GPP TR 33.828 (Release 8)
http://www.3gpp.org/ftp/Specs/html-info/33828.htm

	
	

	
	

	
	

	<< Add/Remove reference rows to this table as needed - DELETE This Row >>


End of suggested changes

3. Architectural Model
3.3 Functional Components and Interfaces/reference points definition

5.3.2 Functions

5.3.2.1 Connection Management

(…)

5.3.2.2 Device Capabilities

(…)
5.3.2.3 Device Management

(…)
5.3.2.4 Status management

(…)
5.3.2.5 Usage Statistics Collection & Reporting
(…)
5.3.2.6 Service Publication & Discovery

(…)
5.3.2.7 Service Management

(…)
5.3.2.8 PN/PNE Discovery & Registration
(…)
5.3.2.9 Security
Change 2:  Add general security architecture in Section 5.3.1.9 
The security function is deployed in the CPNS PNE, CPNS PN GW and CPNS Server. The function provides the means to ensure security in CPNS such as authentication, authorization, data integrity and data confidentiality. The function is divided into six sub functions as follows. 
· Authentication

· Authorization

· Data integrity

· Data confidentiality

· Device ID/Key assignment

· Content/service key management
While former five sub functions are for security of CPNS interfaces (CPNS-1~5), the last one performs necessary signaling to ensure security of content/service delivery. The functional block diagram of the security function is shown below. 
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Figure 1: Functional block diagram of the CPNS security
In CPNS, there exist two types of network: PN (Personal Network) and WAN (Wide Area Network). Since some of underlying network infrastructures deployed in PN/WAN provide their own security mechanisms, CPNS Enabler can utilize them as security sub functionalities.
· WAN

· secure WAN
Secure WAN deploys network infrastructures which provide security mechanisms for authentication, data confidentiality and data integrity. Security of communication inside secure WAN is ensured.

An example of the secure WAN is a cellular network. In the cellular network, cellular devices (i.e. acting as PN GWs) are authenticated when connecting to the network. In subsequent data communications over that network, data confidentiality, integrity and authenticity can be provided by using the appropriate secure WAN mechanisms. The CPNS Enabler should employ those corresponding secure WAN mechanisms to ensure the security of CPNS-2, 3 and 4 interfaces. 

· non-secure WAN

Non-secure WAN deploys network infrastructure without security mechanisms. Security of communication inside the non-secure WAN is not ensured.

An example of the non-secure WAN is the Internet which is a collection of a large number of Autonomous Systems (ASs). Users can connect devices to the Internet without explicit authentication. In addition, confidentiality and integrity may be compromised when data packets are traversed across the ASs. In order to ensure secure CPNS signaling over the non-secure WAN, CPNS Enabler shall implement appropriate security mechanisms pertaining to authentication, data confidentiality and data integrity.
· PN

Some PNs formed by various short-range wireless network technologies such as Bluetooth and WiFi have security mechanisms for authentication, data confidentiality, and data integrity. The CPNS Enabler can leverage them, although no standardized mapping exists between them and the WAN security technologies.
However, if some users may not activate security mechanisms of a PN, it would not be secure to send signaling from a secure WAN through the unsecure PN. Since the PN GW is part of both networks, the device capabilities information regarding of the PN GW should reflect the security level of the attached PN(s), and be used by the CPNS Server to determine the appropriate security level of communications which can be directed to the PN attached to the PN GW.
Figure 2 shows an example of CPNS Enabler deployment. In this diagram, each PN GW connects to either a secure WAN or a non-secure WAN. An example of a PN GW connected to a secure WAN is a cellular phone and an 
example of a PN GW connected to a non-secure WAN is a home gateway which usually connects to the Internet through a local ISP (Internet Service Provider).
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Figure 2: System configuration 
5.3.1.9.1 
Authentication

This sub function provides the means to authenticate CPNS entities and/or external entities. 

Required functionalities in each CPNS entity are shown below.
· PNE/ PN GW/ CPNS Server

· negotiate authentication mechanisms with CPNS entities connecting through CPNS interfaces
· authenticate CPNS entities connecting through CPNS interfaces
As described above, this sub function may be realized by security mechanisms provided by underlying network infrastructures (e.g. security of PN and/or secure WAN). An example is shown in Appendix B.
5.3.1.9.2 
Authorization
This sub function provides the means to authorize CPNS entities to specify access rights for CPNS services (e.g., join a PN/service group, access applications or content, or access a CPNS device list etc.)
Required functionalities in each CPNS entity are shown below.

· PNE/ PN GW/ CPNS Server
· authorize CPNS entities connecting through CPNS interfaces
As described above, this sub function may be realized by security mechanisms provided by resource servers utilizing authorization-related information such as charging systems, attached to the underlying network infrastructures (e.g. secure PN and/or secure WAN).
5.3.1.9.3 
Data integrity
This sub function provides data integrity in protecting against accidental or intentional changes to data transmitted through CPNS service.
Required functionalities in each CPNS entity are shown below.

· PNE/ PN GW/ CPNS Server

· negotiate integrity mechanisms with CPNS entities connecting through CPNS interfaces
· sign messages sent to CPNS entities connecting through CPNS interfaces
· verify messages received from CPNS entities connecting through CPNS interfaces
As described above, this sub function may be realized by security mechanisms provided by underlying network infrastructures (e.g. security of PN and/or secure WAN). An example is shown in Appendix B.
5.3.1.9.4 
Data confidentiality
This sub function provides data confidentiality that ensures transmitted messages are not made available to unauthorized users, unauthorized CPNS entities and unauthorized external entities.
Required functionalities in each CPNS entity are shown below.

· PNE/ PN GW/ CPNS Server

· negotiate encryption mechanisms with CPNS entities connecting through CPNS interfaces
· encrypt messages sent to CPNS entities connecting through CPNS interfaces
· decrypt messages received from CPNS entities connecting through CPNS interfaces
As described above, this sub function may be realized by security mechanisms provided by underlying network infrastructures (e.g. security of PN and/or secure WAN). An example is shown in Appendix B.
5.3.1.9.4 
Device ID/Key assignment
Editor note: Description of this section will be provided by another CR.
5.3.1.9.5 
Content/Service key management

Editor note: Description of this section will be provided by another CR.
End of suggested changes

(…)
5.3.2.10 Charging

(…)

5.3.2.11 Service/Content Delivery
(…)
Change 3:  Add an example of security architecture by utilizing IMS. 
Appendix B. Feasibility study of security of CPNS interfaces when utilizing underlying network security mechanisms
As described in section 5.3.1.9, CPNS Enabler can utilize security mechanisms provided by underlying network infrastructures to ensure communication security in CPNS. This section shows an example scenario where CPNS Enabler ensures security by utilizing security mechanisms of underlying network infrastructures.
B.1 System Assumption
Figure 3 shows an example of the proposed security platform. Underlying network infrastructures assumed in this example are as follows.
· WAN

As the underlying WAN infrastructure, IMS (IP Multimedia Subsystem) is deployed. Since IMS provides security mechanisms, which will be described later in the next sub section, WAN in this example is a secure WAN. 
CPNS Servers and PN GWs connect to IMS as IMS application servers (ASs) and subscribers, respectively.

· PN
It is assumed that PN technologies with security mechanisms are used. Examples of such PN technologies include WiFi and Bluetooth [IEEE802.11i, Bluetooth Security White Paper]. 
PN GWs and PNEs are connected by using those technologies.
Communication of each CPNS interface is conducted on the following network infrastructures.

· CPNS-1: PN technologies with security mechanisms

· CPNS-2, 3 and 4: IMS (secure WAN)

· CPNS-5: The Internet (non-secure WAN)
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Figure 3: System assumption 
B.2 Security of CPNS Interfaces
B.2.1 CPNS-1
When using WiFi as the PN technology, one of typical ways to ensure security of CPNS-1 is to pre-configure a shared secret key like a WEP key in both PN GW and PNE before starting communication. By doing this, PN GW and PNE can authenticate with each other and data confidentiality and integrity can be also ensured.

When using Bluetooth as the PN technology, PN GW and PNE can establish a secure connection by means of the initial pairing process. During this process, a user enters a PIN code to one or both of them, which is used to generate a secure key, which is then used for authentication and ensuring data confidentiality and integrity.
B.2.2 CPNS-2, 3 and 4
Security of CPNS-2, 3 and 4 can be ensured by IMS security mechanisms. Two different scenarios can be assumed: (1) Messages of the CPNS interfaces are exchanged using IMS signaling channel (i.e. C-plane) and (2) Messages of the CPNS interfaces are exchanged using IMS media channel (i.e. U-plane). The following sub sections explain how security is ensured in those scenarios.
B.2.2.1 Using IMS signaling channel
When PN GWs registers with IMS, PN GWs and IMS authenticate each other and establish secure connections by IPsec [3GPP TS 33.203]. By using the secure connections, PN GWs can securely send or receive SIP messages to/from IMS. When CPNS Servers connect with IMS via OSA (Open Service Access) API [3GPP TS 22.127, 3GPP TS23.198], providers of CPNS Servers need to establish service agreements with IMS providers. The service agreements require that CPNS Servers and SCS (Service Capability Server) on IMS authenticate each other and establish secure connections by IPsec or SSL. As a result, since SIP messages between PN GWs and CPNS Servers are passed through the IPSec connection between PN GWs and IMS and the secure connection between IMS and CPNS Servers, data confidentiality and integrity of CPNS signaling messages can be ensured.
B.2.2.2 Using IMS media channel
Although there is no existing standard for ensuring security of IMS media channel, some candidate solutions are being studied in 3GPP [3GPP TR 33.828], which includes Ticket-Based System(TBS), IMS AKA keys for media protection, Security Descriptions(SDES) and so on. By applying those solutions for the scenario assumed here, communication in the CPNS interfaces can be secured.
B.2.3 CPNS-5
In the system assumption described in B.1, CPNS Servers and application/content servers connects with each other through the Internet (non-secure WAN) In order to provide secure content/service delivery services over the non-secure WAN, providers of CPNS Servers and application/content servers conclude security agreements. In such a scenario, secure connection can be based on IPSec or SSL between CPNS Servers and application/content servers. During the establishment of secure connection, CPNS Servers and application/content servers can authenticate with each other. After the establishment, data confidentiality and integrity can be also ensured.
End of suggested changes
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