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1 Reason for Change

This document shows a security architecture for Changing–Mode devices which performs both PN GW and PNE functionalities. The authors investigated a Requirements Document and derived shown architecture. 
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CPNS AHG is recommended to discuss the contribution and agree with the detailed proposal and include in the CPNS AD as described below.
6 Detailed Change Proposal

5.3 Functional Components and Interfaces/reference points definition

5.3.2 Functions

5.3.2.1 Connection Management

(…)

5.3.2.2 Device Capabilities

(…)
5.3.2.3 Device Management

(…)
5.3.2.4 Status management

(…)
5.3.2.5 Usage Statistics Collection & Reporting
(…)
5.3.2.6 Service Publication & Discovery

(…)
5.3.2.7 Service Management

(…)
5.3.2.8 PN/PNE Discovery & Registration
(…)
5.3.2.9 Security
Change 1:  Add Security architecture for Changing–Mode Devices in Section 5.3.1.9
5.3.1.9.6 Device ID/Key Assignment
This sub function provides the means to ensure security for communication between CPNS server and Changing-Mode Devices (CM Devices).
CM devices have both PNE and PN GW functionalities in themselves and switch their mode between “PNE mode” and “PNE+PN GW mode”. While, in “PNE mode”, communication is mediated by external PN GWs such as cellular phones, in “PNE+PN GW mode”, CM devices directly communicate with CPNS server by using their native broadband access capabilities such as Wi-Fi and WiMAX.
When system is deployed on IMS as shown in Fig .., security for communication in “PNE mode” is ensured by underlying network security mechanisms (IMS security mechanisms and PAN security mechanisms). However, in “PNE+PN GW mode”, while it has the advantages for communication speed and cost compared to “PNE mode”, communication suffers from higher security risks such as wiretapping and tampering because messages traverse a public network (ex. the Internet).
To ensure security for communication in “PNE+PN GW mode”, PN GW activation function performs (A) mutual authentication and (B) secret key sharing (for data confidentiality and integrity) between CM devices and CPNS servers. An external PN GW which subscribes to IMS (ex. IMS-compliant cellular phone) plays a role of mediator for mediation of (A) and (B). 
The outline of the sequence is shown in Figure 1. The notations which are used in the sequence are also shown below. 

Key Seed is secret information shared between CPNS Server and an external PN GW. It is used for the creation of CM Device Key. 
CM Device ID is an identity assigned to CM Device. It is created from external PN GW’s identity and Key Seed. CPNS Server can identify a PN GW embedded in the CM Device by the CM Device ID. It is also used for the creation of CM Device Key. 
CM Device Key is a key for CM Device. It is created from CM Device ID and Key Seed. 
The outline of the sequence is as follows: 
1. CPNS Server generates and stores a Key Seed for the secret key (CM Device Key)
2. CPNS Server sends the Key Seed to an external PN GW. 

3. External PN GW creates a CM Device ID from the Key Seed, and creates CM Device Key from the Key Seed and the CM Device ID. 

4. External PN GW sends the CM Device ID to the CPNS Server. 

5. CPNS Server verifies the CM Device ID, and derives the CM Device Key from the CM Device ID and the Key Seed. 

6. CPNS Server replies the message with the code to confirm that the CPNS Server derives the correct key. 

7. External PN GW verifies that the CPNS Server derives the correct key. 

8. External PN GW sends the message with the code to confirm that the external PN GW derives the correct key. 

9. CPNS Server verifies that the external PN GW derives the correct key. 

10. CPNS Server sends the replay message to the external PN GW. 
11. External PN GW shares the CM Device ID and the CM Device Key with a CM Device. 

12. When the CM Device sends signaling messages to the CPNS Server, the CM Device sends the CM Device ID and the code to confirm that the CM Device has the correct key to the CPNS Server. 

13. CPNS Server derives the CM Device Key from the CM Device ID and the Key Seed, and then checks if the CM Device has the correct key. 

14. CPNS Server replies the message with the code to confirm that the CPNS Server derives the correct key. 
15. CM Device verifies that the CPNS Server derives the correct key. 
16. CPNS Server establishes a secure connection to the CM Device by the CM Device Key. 

In the result of the above sequence, CM Device and CPNS Server share the same secret key (CM Device Key), which is linked to CM Device ID and code to confirm the Server derives the correct key. Therefore, by using CM Device key, both (A) and (B) can be achieved.
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Figure 1: The flow diagram of Device ID/Key assignment
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Figure 2: The flow diagram of Device ID/Key assignment (cont’d)
Procedures conducted by each CPNS entity are as follows. 

· External PN GW (e.g. IMS-compliant cellular phone)
· generates and verifies a CM Device ID and a CM Device Key for a CM Device

· forwards the CM Device ID and CM Device Key to the CM Device
· CPNS Server
· derives and verifies the CM Device Key from the CM Device ID and Key Seed 
· PN GW module in CM device 
· receives the CM Device ID and CM Device Key from the PN GW
· send the CM Device ID to CPNS Server
Device ID/Key Assignment is mapped on the CPNS security functional block diagram as shown in Figure 2. 
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Figure 2: Mapping of Device ID/Key Assignment function on the CPNS security functional block diagram
End of suggested changes

(…)
5.3.2.10 Charging

(…)

5.3.2.11 Service/Content Delivery
(…)
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