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1 Reason for Contribution

Based on document OMA-CD-CPNS-2009-0025-INP_Conclusions_about_functions.doc, and the discussions during the group meeting, we can draw a number of conclusions about what is required from the components of the CPNS architecture and the interfaces they will expose (instead of guessing). These conclusions are presented in this document, and formalized in document 0049, which is a CR to the AD.  
2 Summary of Contribution

This contribution describes how the entities in the CPNS architecture would work, and what interfaces they need to expose to perform these functions. 
3 Detailed Proposal

The text in this document presents first a recap of the text in document 0025 and 0024, ordered differently to enable tracing back to requirements. Sections 1.1.1, 1.2.1, and 1.3.1 contains the text derived from the requirements and previous meetings interpreting them as documented in documents 0025 and 0024. 
Then, the actual functions of the entity which can be derived are presented, and a number of questions which have not been sufficiently discussed are raised. These are summarized in section 2. By discussing these, the group will be able to create a deeper understanding of the way the CPNS enabler should work, and quickly reach conclusions on the content of the architecture document.  

1. CPNS Entities and their functions and interfaces
The CPNS Enabler has three components: The PNE, the PN GW, and the CPNS Server. They have a number of functions and they are exposing a number of interfaces, towards each other and towards other entities. Which they will be are discussed in this document. 

1.1 PNE

1.1.1 PNE Functionality derived from requirements
The CPNS Server and PN Gateway functionality should be possible to deploy in PNE:s which also perform other functions, i.e. in a peer-to-peer network configuration. 

There are multiple delivery channels (sessions) in a PN (from the gateway), which carry simultaneous media streams; several media streams can be delivered to a PNE at the same time. The PN User can stop, start and switch between the channels, and otherwise manage them. An implication of CPNS-HLF-026 is also that the switching can take place between devices.  The channels can be started, stopped, and switched automatically between pre-authorized devices. 

Data can be transmitted from PNE:s.

Data may only be transmitted between the PNE:s in the same group.

There can be different charging mechanisms for the PNE:s in the same group.

Devices can be public, and if so, can be used to make services accessible in a secure, protected manner (this conclusion can be drawn from CPNS-INT-001).

PNE:s can be using e.g. DLNA and Bluetooth (the two examples discussed so far), or implement the CPNS technologies. In those cases, there will be some restrictions on the devices in terms of the number of simultaneous channels, etc.
The PNE:s shall implement device management. 

The PNE:s are able to change modes (e.g. in case that they are behaving as PNEs or not) adaptively in terms of performing functions for the efficient use of device resources. e.g. if the devices are capable of changing modes, they can perform the specific functions that are associated with respect to that mode. This switching can also be done between PNE:s while they are consuming services. This implies that there needs to be a means to control the switching of PNE:s which is based on device capabilities (example given in the requirements is battery life). If so, the dynamic parameter mechanism in DPE can be used, and an orderly triggering of this set up by the party which receives the DPE information (the CPNS Server). 

The PNE:s and PN Gateways have a provisioning agent. 

There must be a means to describe and advertise which services a PNE offers to other PNE:s in the same and different PN:s. Does this imply what the capabilities of the service are, and which capabilities it requires? Only services which are accessible by the requesting user should be advertised (i.e. it makes no sense to advertise services outside my PN if I restrict access to them within my PN). 

PNE:s and PN:s should register, which probably will influence which mechanisms they can use for the service publication, as well as the inventory mentioned in section 1.2. 

Discovery (and registration?) extends to PNE:s which do not support the CPNS specification (e.g. DLNA and Bluetooth, the examples given in the discussions in Helsinki). 

Content delivery to PNE:s takes place in a secure and confidential way, and messages are integrity protected. Messages can be encrypted and decrypted. There can be different security mechanisms in the PNE, for instance one per service. 

1.1.2 Conclusion about PNE functionality

A PNE can simultaneously be a PN Gateway or PN server. The CPNS Server and PN Gateway functionality should be possible to deploy in PNE:s which also perform other functions, i.e. in a peer-to-peer network configuration. 

There are multiple delivery channels (sessions) in a PN (from the gateway), which carry simultaneous media streams; several media streams can be delivered to a PNE at the same time. The PN User can stop, start and switch between the channels, and otherwise manage them. An implication of CPNS-HLF-026 is also that the switching can take place between devices.  The channels can be started, stopped, and switched automatically between pre-authorized devices. There is a user interface which can be used to manage these controls. 
PNEs may be grouped into Service Groups. If so, data may only be transmitted between the PNE:s in the same Service Group. There can be different charging mechanisms for the PNE:s in the same group. Unclear: is it the PN User who manages the Service Groups, and/or can they be provisioned externally?
CPNS Devices can be public, and if so, can be used to make services accessible in a secure, protected manner (this conclusion can be drawn from CPNS-INT-001).

The connectivity interfaces for PNEs which are “legacy devices” are DLNA, PUCC and Bluetooth (the three examples discussed so far). In those cases, there will be some restrictions on the devices in terms of the number of simultaneous channels, etc, since the PN GW essentially will be the front-end of the PNE. The discovery (and registration) extends to PNE:s which do not support the CPNS specification (“legacy devices”).
PNEs can both offer and consume content. Content delivery to and from PNE:s takes place in a secure and confidential way, and messages are integrity protected. Messages can be encrypted and decrypted. There can be different security mechanisms in the PNE, for instance one per service. This implies this has to be implemented in the PN. 

There must be a means to describe and advertise which services a PNE offers to other PNE:s in the same and different PN:s, which means the capabilities of the PNE as well as the required capabilities of the service provided by the PNE. Only services which are accessible by the requesting user should be advertised (i.e. it makes no sense to advertise services outside my PN if I restrict access to them within my PN). There is a PN Inventory, in which PNE:s and PN:s should register, which probably will influence which mechanisms they can use for the service publication. 

Unclear: When a device switches mode, it needs to update the registration in the inventory. Is that done using the status messages? If so, the inventory needs to be dynamic as well. 
The PNE:s are able to change modes (e.g. in case that they are behaving as PNEs or not) adaptively in terms of performing functions for the efficient use of device resources. e.g. if the devices are capable of changing modes, they can perform the specific functions that are associated with respect to that mode. This switching can also be done between PNE:s while they are consuming services. 

This implies that there needs to be a means to control the switching of PNE:s which is based on device capabilities (example given in the requirements is battery life). If so, the dynamic parameter mechanism in DPE or device presence (according to RFC 5196) could be used, and an orderly triggering of this set up by the party which receives the DPE information (the CPNS Server). Unclear: Is the same user interface used for the management of control of PNE switching as for group management?
The PNEs shall implement device management, and PNEs and PN Gateways have a provisioning agent. Unclear: Who and how triggers device management? And does it include provisioning – if not, how is provisioning managed?
1.1.3 PNE Interfaces

1. Content delivery interface (multiple simultaneous instances possible), encrypted and integrity protected. 
2. User interface
3. Service group management interface  

4. OMA DM interface (alternatively, provisioning and device management interfaces)

5. Service and device discovery interface (to other PNE:s and the PN GW)
6. Status update interface

1.2 PN GW

1.2.1 PN GW Functionality 

When there are multiple subscriptions with different service providers, there may also be multiple PN Gateways. 

The PN Gateway should also allow for setup of authentication and authorization towards the different CPNS Servers.

The PN Gateway should have a module to handle discovery and service delivery to and from devices which do not implement the CPNS specification. DLNA and Bluetooth are two examples which have been mentioned in discussions (see minutes from the Helsinki meeting).

The CPNS Server and PN Gateway functionality should be possible to deploy in PNE:s which also perform other functions, i.e. in a peer-to-peer network configuration. 

There are multiple delivery channels (sessions) in a PN (from the gateway), which carry simultaneous media streams; several media streams can be delivered to a PNE at the same time. The PN User can stop, start and switch between the channels, and otherwise manage them. An implication of CPNS-HLF-026 is also that the switching can take place between devices.  The channels can be started, stopped, and switched automatically between pre-authorized devices. 

There is a mechanism to handle privacy policies for user data, and the user is able to configure it (this could be used for the acceptance of data collection discussed in CPNS-PRIV-004 and CPNS-PRIV-005).

The CPNS server gets information from the PNE:s (through the PN Gateway) about which capabilities the PNE:s have.

The PNE:s and PN Gateways have a provisioning agent. 

The service history of PNE:s, and the usage data of PNE:s and individual users can be collected to create statistics. The originator of the data, i.e. the PN User, must be able to accept and cancel the collection of the usage data. The usage data should be aggregated into anonymized usage statistics. 

The media delivery is depending on the capabilities of the PNE:s. The destination PNE:s can also be specified, i.e. the service provider can determine which specific PNE it wants to deliver service to. 

1.2.2 Conclusions about the PN GW functionality

See discussion of Service Groups under PNE. 
Unclear: Is it the PN GW who manages the Service Groups (the alternative would be the PN Server)? If so, how is the user interface managed? Is it possible to provision Service Groups (and does the user have to approve it?) How are Service Groups created and maintained? Can there be groups of other entities than PNEs, and can groups include different entities (PNEs and PN GW, for instance). Can the Service Group concept be extended to service providers?
Who (which entity) is able to invite a PNE for a group service, and create and maintain the group(s)?
The media delivery is depending on the capabilities of the PNE:s. The destination PNE:s can also be specified, i.e. the service provider can determine which specific PNE it wants to deliver service to. 

Unclear: How does the media delivery management, in particular to specific PNEs relate to the Service Group concept? Does it imply that all PNEs in a PN are always registered in the PN Inventory, and does it imply that a requesting party has to be given full access to the PN Inventory?
When there are multiple subscriptions with different service providers, there may also be multiple PN Gateways.

Unclear: Is there a one-to-one relationship between the PN GW and the Service Provider? If so, can there be multiple PN GW per PN? And in that case, can they belong to different service providers?
The PN Gateway should also allow for setup of authentication and authorization towards the different CPNS Servers.

Unclear: How are the channels handled in the PN Gateway? What is the user interface like – is it possible to have a user interface in a PNE, or does it have to be on the PN Gateway?
The PN Gateway should have a module to handle discovery and service delivery to and from devices which do not implement the CPNS specification. This implies the PN GW translates between PUCC, DLNA, or Bluetooth (at the service level, not the physical level), and CPNS. Unclear: What does the translation mean? Can e.g. a DLNA device be given added functions by being “shadowed” in the PN GW?
There is a mechanism to handle privacy policies for user data, and the user is able to configure it (this could be used for the acceptance of data collection discussed in CPNS-PRIV-004 and CPNS-PRIV-005).

Unclear: How are the policies set and configured, and by whom? The user? Can they be provisioned? Is there an existing OMA enabler which could be used for this?
The CPNS server gets information from the PNE:s (through the PN Gateway) about which capabilities the PNE:s have. Unclear: Does the CPNS server getting dynamic information about PNEs mean the PN GW interacts with the PN Inventory in the CPNS Server? Does it mean that the inventory is dynamically updated? Can individual PNEs interact with the Inventory?
The service history of PNE:s, and the usage data of PNE:s and individual users can be collected to create statistics. The originator of the data, i.e. the PN User, must be able to accept and cancel the collection of the usage data. The usage data should be aggregated into anonymized usage statistics. 

Unclear: The user interface for the control of the collection or usage data. The method by which statistics are anonymized (i.e. what is removed? Can different algorithms be applied depending on the requester (i.e. an IPTV service provider can get information about the TV program viewing, but not user identity and device type; a consumer electronics device provider will get information about the activity on the device, but not user identity and TV viewing information)? Can derived information replace existing information?)
1.2.3 PN GW Interfaces

1. DLNA and Bluetooth interfaces towards devices which only support those standards. 
2. Authentication and authorization interfaces towards the CPNS Server
3. Content delivery interface (multiple simultaneous instances possible), encrypted and integrity protected. 

4. Interface to receive privacy policies

5. Capabilities discovery interface

6. Capabilities publication interface

7. OMA DM (or separate provisioning and device management interfaces)

8. Interface to collect service usage information from PNE

9. Interface to provide service usage information to the CPNS Server (note: There needs to be filtering on this interface, so the user can determine what data is being published). 

10. Interface for group management (receive groups from CPNS Server; and or set up the group encryption)

11. PN GW can be connected to several CPNS Servers
12. Status reporting interface

1.3 CPNS Server

1.3.1 CPNS Server Functionality

The CPNS server gets information from the PNE:s about which services are being performed in the PNE:s.

When there are multiple subscriptions with different service providers, one PN gateway has to communicate with several CPNS servers, deployed in different CPNS instances.

The CPNS Servers may also forward authentication and authorization requests between each other. 

The CPNS Server and PN Gateway functionality should be possible to deploy in PNE:s which also perform other functions, e.g. in a peer-to-peer network configuration. 

The CPNS server gets information from the PNE:s about which functions are being performed in the PNE:s. The CPNS server gets information from the PNE:s (through the PN Gateway) about which capabilities the PNE:s have.  The CPNS Server maintains a directory or inventory of the PNE:s and their capabilities, and the services and their capabilities, as well as the usage of the services. This conversely means that the CPNS Server should get information from the services about which capabilities they require. The CPNS Server delivers the directory or inventory information when requested. The CPNS Server enables charging for directory or inventory information to third parties. The CPNS Server can perform automated matching of PNE and PN capabilities and required capabilities, to facilitate the delivery of services.
The PN is able to report its status, including which PNE:s are included in the PN, which services they provide, which services are consumed. This status can be made available to other users than the owner of the PN. A user can subscribe to the status of another users PN. The mechanism for the PN status can be presence.
Statistics can be reported to authorized third parties at predefined intervals and on request or when a threshold value is reached. 

There can be different charging methods for different services, different users, and different PNE:s, even when the delivery of services is simultaneous. Charging can be done on different types of services and in different scopes of services, for instance: On a global level for all services supported by the PNE capabilities; On a per service basis for all selected services supported by the PNE capabilities and PN user subscriptions; On a per service basis for a subscribed service; Charging can also be done for delivery of information to third parties.

There can be different charging mechanisms for the PNE:s in the same group. 

The charging must use standardized mechanisms. 

PNE:s and PN:s should register, which probably will influence which mechanisms they can use for the service publication, as well as the inventory mentioned in section 1.2. This implies a central registry or inventory. 

Discovery (and registration?) extends to PNE:s which do not support the CPNS specification (e.g. DLNA and Bluetooth, the examples given in the discussions in Helsinki). 

The privacy policy mechanism probably also applies to the discovery of PNE:s.

Somebody (the CPNS Server?) is responsible to generate and update keys for encryption etc. 

There is a mechanism for authentication, which is applied to anyone who requests information about a PN and the PNE:s. User authentication is also applied (e.g. using PIN, biometrics). 

There is a mechanism for authorization, which is applied to anyone who requests information about a PN and the PNE:s. User authorization is also applied, as well as authorization for PN Gateways and PNE:s. 

There is a mechanism for validation of certificates. 

User data are stored in a secure way, and securely stored data can not be changed or deleted without authorization. 

1.3.2 Conclusion about CPNS Server Functionality

The CPNS server gets information from the PNE:s about which services are being performed in the PNE:s.

Unclear: How does the information about which services are being performed in the PNEs relate to usage information?
When there are multiple subscriptions with different service providers, one PN gateway has to communicate with several CPNS servers, deployed in different CPNS instances.

Unclear: Does having multiple subscriptions imply there is one PN GW per subscription (i.e. CPNS Server relation)? If there are multiple (logical) PN GW in the same PN, how do they handle different authentications and authorizations (from different CPNS Servers)?
The CPNS Servers may also forward authentication and authorization requests between each other. 

Unclear: Can the coordination of the authentication and authorization between CPNS Servers be used to coordinate the multiple instances mentioned above? Does it mean that the CPNS Servers share an identity mapping of the PNEs and users, so they know they are talking about the same entities?
The CPNS Server and PN Gateway functionality should be possible to deploy in PNE:s which also perform other functions, e.g. in a peer-to-peer network configuration. 

The CPNS server gets information from the PNE:s about which functions are being performed in the PNE:s. The CPNS server gets information from the PNE:s (through the PN Gateway) about which capabilities the PNE:s have.  The CPNS Server maintains a directory or inventory of the PNE:s and their capabilities, and the services and their capabilities, as well as the usage of the services. This conversely means that the CPNS Server should get information from the services about which capabilities they require. The CPNS Server delivers the directory or inventory information when requested. The CPNS Server enables charging for directory or inventory information to third parties. The CPNS Server can perform automated matching of PNE and PN capabilities and required capabilities, to facilitate the delivery of services.
The PN is able to report its status, including which PNE:s are included in the PN, which services they provide, which services are consumed. This status can be made available to other users than the owner of the PN. A user can subscribe to the status of another users PN. The mechanism for the PN status can be presence.

Unclear: Is the status information used for the service usage reporting? When a user subscribes to the status of another users PN, does this mean that the information is filtered? Is the user here any actor, not just the PN User? 

Statistics can be reported to authorized third parties at predefined intervals and on request or when a threshold value is reached. 

Unclear: how is the triggering of statistics reporting set? How is the reporting done? Format? Mechanism? Can presence be used? What are the alternatives?
There can be different charging methods for different services, different users, and different PNE:s, even when the delivery of services is simultaneous. Charging can be done on different types of services and in different scopes of services, for instance: On a global level for all services supported by the PNE capabilities; On a per service basis for all selected services supported by the PNE capabilities and PN user subscriptions; On a per service basis for a subscribed service; Charging can also be done for delivery of information to third parties.

There can be different charging mechanisms for the PNE:s in the same group. 

The charging must use standardized mechanisms. 

PNE:s and PN:s should register, which probably will influence which mechanisms they can use for the service publication, as well as the inventory mentioned in section 1.2. This implies a central registry or inventory. 

Discovery (and registration?) extends to PNE:s which do not support the CPNS specification (e.g. DLNA and Bluetooth, the examples given in the discussions in Helsinki). 

The privacy policy mechanism probably also applies to the discovery of PNE:s.

Unclear: Somebody (the CPNS Server?) is responsible to generate and update keys for encryption etc. 

There is a mechanism for authentication, which is applied to anyone who requests information about a PN and the PNE:s. User authentication is also applied (e.g. using PIN, biometrics). 

There is a mechanism for authorization, which is applied to anyone who requests information about a PN and the PNE:s. User authorization is also applied, as well as authorization for PN Gateways and PNE:s. 

There is a mechanism for validation of certificates. 

User data are stored in a secure way, and securely stored data can not be changed or deleted without authorization. Unclear: This may be connected with the privacy policy mechanism mentioned in CPNS-PRIV-003, through CPNS-PRIV-007?
1.3.3 CPNS Server Interfaces

1. PNE:s and PN GW publish information about which functions they perform to the CPNS Server. One CPNS Server can be connected to multiple PN GW for information about user data etc.
2. CPNS Server to CPNS server interface for authentication and authorization requests

3. Device capabilities interface. Note: Need to apply privacy filters to the information from the PNE:s. 
4. Status reporting interface. Note: Need to apply privacy filters to the information from the PNE:s. 
5. Registration interface (same as device capabilities and status report?)

6. Interface to service providers (for getting information about what capabilities they require)

7. Charging interface (to charging server). 
8. Key distribution interface for encryption

9. Mechanism for validation of certificates

10. Authentication for PNE:s and PN GW:s
11. Authorization for PNE:s and PN GW:s
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The CD CPNS AHG is recommended to implement subsection 2 of section 3, and task the author to use this together with the previously derived material to produce CRs for the AD (extending the previous AP).  
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