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1 Reason for Change

This document shows Device ID/Key assignment functionality as a sub-function in CPNS security function. which provides the means to ensure security for CPNS interface between CPNS Server and PN GW which connects to a non-secure WAN.
This document is a revised document from a previous CR (OMA-CD-CPNS-2009-0042R02_CR_secrutiy_architecture_for_changing_mode_devices) which focuses on security for changing-mode devices. Based on feedbacks in the Singapore meeting, the authors added following changes.
· Change description of assumed underlying network infrastructures and technologies to more generic one

· Move detailed flows of Device ID/Key assignment to Appendix and clarify the explanation about the flows. 
· Change some confusing terminology such as “external PN GW” and “cellular phone” to more appropriate one.
In addition, the authors added following changes based on internal discussions.
· Expand target of CPNS devices from changing mode devices (CM devices) to PN GWs which connect to a non-secure WAN.

After internal discussions in KDDI, we found that this functionality could be applicable to not only CM devices but also PN GWs connected to a non-secure WAN. Typical example of such PN GWs is a home gateway which connects to CPNS Server through a non-secure WAN such as the Internet.

· Clarify roles of Device ID and Device Key and show how this functionality interworks with other security functions.
· Add definition of terms in the Definitions section.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CPNS AHG is recommended to discuss the contribution and agree with the detailed proposal and include in the CPNS AD as described below.
6 Detailed Change Proposal

3. Terminology and Conventions

3.3 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [エラー! 参照元が見つかりません。].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.
3.4 Definitions
Change 1:  Add definitions of security related terms
	Device ID
	An identity assigned to a PN GW connected to a non-secure WAN

	Device Key
	A secret key shared between a CPNS Server and a PN GW connected to a non-secure WAN.

	identity
	A piece of information assigned to each CPNS entity and used to recognise each CPNS entity correctly.

	secret key
	A piece of information used to support confidentiality, integrity protection and authenticity. It is secretly shared among CPNS entities and stored in each CPNS entity.

	message authentication code
	A short piece of information used to authenticate a message

	mutual authentication
	A mechanism for two parties to authenticate each other suitably

	<< Add/Remove definition rows to this table as needed - DELETE This Row >>


End of suggested changes

3.5 Abbreviations

	OMA
	Open Mobile Alliance

	
	

	
	

	<< Add/Remove abbreviation rows to this table as needed - DELETE This Row>>


4. Architectural Model

4.3 Functional Components and Interfaces/reference points definition

5.3.2 Functions

5.3.2.1 Connection Management

(…)

5.3.2.2 Device Capabilities

(…)
5.3.2.3 Device Management

(…)
5.3.2.4 Status management

(…)
5.3.2.5 Usage Statistics Collection & Reporting
(…)
5.3.2.6 Service Publication & Discovery

(…)
5.3.2.7 Service Management

(…)
5.3.2.8 PN/PNE Discovery & Registration
(…)
5.3.2.9 Security
Change 2:  Add Device ID/Key Assignment architecture for CPNS security in Section 5.3.1.9
5.3.1.9.6 Device ID/Key Assignment
This sub function assigns a Device ID and a Device Key to a PN GW connected to a non-secure WAN. Definition of the Device ID and Device Key are as follows:
· Device ID is an identity assigned to a PN GW connected to a non-secure WAN.
· Device Key is a secret key shared between a CPNS Server and a PN GW connected to a non-secure WAN.
The Device ID and Device Key are used for ensuring communication security between a PN GW connected to a non-secure WAN and a CPNS Server. Specifically, once this sub function performs assignment of a Device ID and a Device Key, they are used by other sub functions including authentication and data confidentiality/integrity.

As for authentication, the Device ID and Device Key can be used as the PN GW’s ID and password, respectively. That is, by sharing the Device Key as secret information with a CPNS Server beforehand, the CPNS Server authenticates the PN GW by checking its Device ID and Device Key. As for data confidentiality and integrity, Device Key can be used as a shared secret key for encryption/decryption and calculation of message authentication code.

Required functionalities in each CPNS entity are shown below.
· PN GW connected to a secure WAN
· generate a Device ID and a Device Key for a PN GW connected to a non-secure WAN
· send a Device ID and a Device Key to a PN GW connected to a non-secure WAN
· send a Device ID and a seed of a Device Key to a CPNS Server
· CPNS Server
· calculate a Device Key using a Device ID and a seed of a Device Key sent from a PN GW connected to a secure WAN
· verify that the calculation derives the same Device Key as PN GW connected to a non-secure WAN
· PN GW connected to a non-secure WAN
· receive and store a Device ID and a Device Key from a PN GW connected to a secure WAN.
· verify a Device Key it stores is same as one calculated in a CPNS server
Device ID/Key Assignment is mapped on the CPNS security functional block diagram as shown in Figure 2. 
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Figure 2: Mapping of Device ID/Key Assignment function on the CPNS security functional block diagram
End of suggested changes

(…)
5.3.2.10 Charging

(…)

5.3.2.11 Service/Content Delivery
(…)
Change 3:  Add Device ID/Key Assignment architecture for CPNS security in Section 5.3.1.9
Appendix A. Flow of Device ID/Key Assignment
The appendix shows the outline of the sequence regarding Device ID/Key Assignment. The notations which are used in the sequence are also shown below. 

· PN GW 1 is a PN GW which connects to a secure WAN. 
· PN GW 2 is a PN GW which connects to a non-secure WAN. 
· Key Seed is secret information shared between CPNS Server and PN GW 1. It is used for generation of a Device Key. 
In the flow, it is assumed that security of communication between CPNS Server and PN GW 1 is ensured by a secure WAN infrastructure.
The outline of the sequence is as follows: 

I. Sharing a Key Seed between PN GW 1 and CPNS Server (Figure 1)
I-1. PN GW 1 requests a Key Seed for Device Key generation from CPNS Server in advance. 
I-2. CPNS Server generates and stores a Key Seed. 
I-3. CPNS Server sends the Key Seed to PN GW 1. 

II. Assigning PN GW 2 with a Device ID and a Device Key (Figure 2)
II-1. PN GW 1 requests CPNS Server to start Device ID/Key Assignment for PN GW 2. 

II-2. CPNS Server verifies the request message, and calculates a challenge value for PN GW 1. 

II-3. CPNS Server sends a reply message with the challenge. 

II-4. PN GW 1 creates a Device ID from the Key Seed and the challenge, and also creates Device Key from the Key Seed and the Device ID. 

II-5. PN GW 1 sends the Device ID to the CPNS Server. 

II-6. CPNS Server verifies the Device ID, and derives the Device Key from the Device ID and the Key Seed. 

II-7. CPNS Server sends a reply message with a verification code to confirm that CPNS Server and PN GW 1 share the same Device Key. 

II-8. PN GW 1 verifies that Device Key derived by CPNS Server is the same as one created by PN GW by using the verification code. 

II-9. If the key verification succeeds, PN GW 1 sends the Device ID and the Device Key to PN GW 2. Then, the PN GW 2 stores the information. 
In the result of the above sequence, PN GW 2 and CPNS Server share the same secret key (Device Key), which is linked to Device ID. By using the Device ID and Key, PN GW 2 can conduct mutual authentication with CPNS Server and establish a secure connection with CPNS Server. 
The following flow sequence represents an example of utilizing Device ID and Key for mutual authentication between PN GW 2 and CPNS Server (Figure 3). 
a-1. When PN GW 2 sends signaling messages to the CPNS Server, PN GW 2 sends the Device ID and a verification code to confirm that PN GW 2 and CPNS Server share the same Device Key. 

a-2. CPNS Server derives the Device Key from the Device ID and the Key Seed, and then checks if PN GW 2 has the same key. This Device Key derivation from Device ID is performed by the Device ID/Key assignment sub function. 
a-3. CPNS Server replies the message with a verification code to confirm that CPNS Server and PN GW 2 share the same Device Key. 

a-4. PN GW 2 verifies that Device Key derived by CPNS Server is same as one it stores by using the verification code. 
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Figure 1: The flow diagram of Device ID/Key assignment – sharing Key Seed between PN GW 1 and CPNS Server
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Figure 2: The flow diagram of Device ID/Key assignment – assigning PN GW 2 with Device ID and Device Key
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Figure 3: An example of the flow diagram of mutual authentication between PN GW 2 and CPNS Server (performed by authentication sub function)
End of suggested changes
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