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1 Reason for Change

This document shows Device ID/Key assignment functionality as a sub-function in CPNS security function. which provides the means to ensure security for CPNS interface between CPNS Server and PN GW which connects to a non-secure WAN.
This document is a revised document from a previous CR (OMA-CD-CPNS-2009-0042R02_CR_secrutiy_architecture_for_changing_mode_devices) which focuses on security for changing-mode devices. Based on feedbacks in the Singapore meeting, the authors added following changes.
· Change description of assumed underlying network infrastructures and technologies to more generic one

· Move detailed flows of Device ID/Key assignment to Appendix and clarify the explanation about the flows. 
· Change some confusing terminology such as “external PN GW” and “cellular phone” to more appropriate one.
In addition, the authors added following changes based on internal discussions.
· Expand target of CPNS devices from changing mode devices (CM devices) to PN GWs which connect to a non-secure WAN.

After internal discussions in KDDI, we found that this functionality could be applicable to not only CM devices but also PN GWs connected to a non-secure WAN. Typical example of such PN GWs is a home gateway which connects to CPNS Server through a non-secure WAN such as the Internet.

· Clarify roles of Device ID and Device Key and show how this functionality interworks with other security functions.
· Add definition of terms in the Definitions section.
R01: Based on feedbacks from some members, original version was revised as follows.

· Revise a scope of Device ID/Key Assignment function
In the original version, the function assigns the both of Device ID and Device Key for a PN GW connected to a non-secure WAN. Some members have an idea that CPNS group should discuss more generic Device ID assignment. Based on the comments, we separated the assignment of Device ID and Device Key. In R01, We focus on assignment of Device Key and association with a Device ID.
· Add the support of public/ private keys as Device Key
Some members showed concerns that supporting only shared secret key as Device Key is not sufficient. In R01, public/private keys are also taken into account 

· Clarify the reasons why a PN GW connected to a secure WAN intermediates Device Key assignment and also describe the necessity of alternative means
To use the Device Key for security purpose, the Device Key itself should be assigned in a secure manner. The intermediation of a PN GW connected to secure WAN/PN realizes secure key assignment since necessary signaling is exchanged over the secure WAN/PN. 
In addition, the authors added following changes based on internal discussions.
· Add CPNS Server and Intermediate PN GW initiated approaches for Device Key assignment
In accordance with the above revisions, we modified functionalities and example flows which are shown in body of AD and Appendix, respectively.

2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CPNS AHG is recommended to discuss the contribution and agree with the detailed proposal and include in the CPNS AD as described below.
6 Detailed Change Proposal

Change 1:  Add Device ID/Key Assignment architecture for CPNS security in Section 5.3.1.9.6
5.3.1.9.6 Device ID/Key Assignment
This sub function assigns a Device Key to a PN GW which resides in a device connected to a non-secure WAN. The Device Key is associated with the identity of a PN GW and/or a CPNS User who uses the device, allowing the CPNS Enabler to use the Device Key for authentication purpose.
5.3.1.1.6.1. Device Key
The Device Key is used to ensure security of signaling between PN GW and CPNS Server when it is performed on non-secure WAN. Once the Device Key is assigned, it is used by other security-related sub functions including authentication, data confidentiality and data integrity. For example, as for authentication, the Device Key is used with its associated identity by CPNS Server to authenticate PN GW and/or CPNS User. As for data confidentiality and integrity, the Device Key can be used for encryption/decryption and signing/verification of message, respectively.

The Device Key can be in either of two forms: shared secret key or public/private keys. Assignment tasks of Device Key differ according the forms.
· Shared secret key
When in form of a shared secret key, Device Key is shared with a CPNS Server and a PN GW which resides in a device connected to a non-secure WAN. 

Device Key assignment is performed in two ways: (1) delivering a shared secret key to both the CPNS Server and the PN GW, or (2) creating two seeds (1st and 2nd seed) of the key from which the key can be derived, delivering a key itself to the PN GW, and delivering 1st seed and 2nd seed to the CPNS Server and the PN GW respectively, after which the CPNS Server derives the key by using the two seeds.
· Public/ private keys

When in form of public/private keys, Device Key is stored in the PN GW, to which a certificate derived from Device Key.is issued. The certificate is derived so that CPNS Server can verify it.
Device Key assignment is performed by issuing and delivering a certificate to the PN GW.
5.3.1.1.6.2. Security of Device Key Assignment
To use the Device Key for security purpose, the Device Key itself should also be assigned in a secure manner. For example, the Device Key should be assigned by/to authenticated and authorized party, and also, protecting from eavesdropping and interpolation should be ensured. 
For secure key assignment to a PN GW connected to non secure WAN (Target PN GW), another PN GW connected to secure WAN intermediates between the Target PNGW and CPNS Server. This PN GW (Intermediate PN GW) connects to CPNS Server and the Target PN GW via secure WAN and secure PN, respectively (example is shown in figure sys in Appendix B.x). By the Intermediate PN GW’s intermediation of key assignment signaling, the signaling is performed in secure WAN/PN, which ensures secure signaling by underlying network’s security technology.
While the above approach assumes the existence of the Intermediate PN GW, which means the approach is not necessarily applicable to all situations, it has the following advantages: (1)realize instant association of CPNS User’s identity with a Device Key, and (2)alleviate user’s manual operation for key assignment. As for (1), if CPNS User’s identity is stored in the Intermediate PN GW device (ex SIP URI stored in cellular phone), it can be easily associated with Device Key by the Intermediate PN GW, allowing pliable charging for service access from the Target PN GW, for example. As for (2), all that a user has to do is connecting the Intermediate PN GW with Target PN GW (ex. Bluetooth pairing), which is followed by automatic Device Key assignment to the Target PN GW.

For the situation where CPNS User does not have Intermediate PN GW, another key assignment approach should also be provided.

5.3.1.1.6.3. CPNS Server and Intermediate PN GW initiated Device Key Assignment
Device Key assignment can be performed in either of two ways: CPNS Server initiated assignment and Intermediate PN GW initiated assignment.

· CPNS Server initiated assignment
CPNS Server assigns the Device Key. An example flow of CPNS Server initiated assignment is shown in Appendix B.1.
· Intermediate PN GW initiated assignment
An Intermediate PN GW obtains necessary information for Device Key assignment from a CPNS Server beforehand and it assign the Device Key to a Target PN GW. 

When the Device Key is in form of shared secret key, 1st seed of the key is shared with the CPNS Server and the Intermediate PN GW, which then generates a 2nd seed and the key from the 1st seed. 
When the Device Key is in form of public/ private keys, a hierarchical trust mode is applied. First, the Intermediate PN GW generates its own public/ private keys and obtains a certificate from the CPNS Server. Then, it issues a Target PN GW’s certificate signed by its PN GW’s certificate, enabling the CPNS Server to verify the Target PN GW’s certificate. 

The Intermediate PN GW initiated assignment can reduce processing burden imposed in a CPNS Server since Device Key assignment for each Target PN GW is performed by an Intermediate PN GW without interaction with the CPNS Server.

An example flow of Intermediate PN GW initiated assignment is shown in Appendix B.1.

5.3.1.1.6.4. Role of each CPNS Entity
Required functionalities in each CPNS entity are shown below.
· CPNS Server
· (For CPNS Server initiated assignment) assign Device Key for a Target PN GW 
· (For Intermediate PN GW initiated assignment) send necessary information for Device Key assignment to an Intermediate PN GW.
· PN GW as an intermediate for Device Key assignment
· (For CPNS Server initiated assignment) forward necessary information (e.g., shared secret key or certificate) between CPNS Server and a Target PN GW
· (For Intermediate PN GW initiated assignment) receive necessary information for Device Key assignment from a CPNS Server
· (For Intermediate PN GW initiated assignment) assign Device Key for a Target PN GW
· PN GW as a target entity for Device Key assignment
· Receive and store a Device Key and other related information (e.g., seed or certificate)
Note: This Device ID/Key Assignment is applicable to PNE for ensuring communication security between PNE and a CPNS Server. But we are not sure that CPNS requires such a security model. After discussions in CPNS, this sub function may be extended to Device ID/Key assignment for PNE.

End of suggested changes
Change 2:  Add Flow of Device ID/Key Assignment in Appendix
Appendix B. Flow 
B.1 Flow of Device ID/Key Assignment

This section shows example flows of device key assignment by Device ID/Key Assignment sub function block. 
In the flows, it is assumed that security of communication between CPNS Server and Intermediate PN GW is ensured by a secure WAN infrastructure. It is also assumed that the security of communication between Target PN GW and Intermediate PN GW is ensured by a secure PN. The example assumes the system deployment shown in Figure Sys 
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Figure Sys: System Deployment
B.1.1 CPNS Server initiated assignment
1. Target PN GW sends the request with Device ID for Device Key assignment to Intermediate PN GW. 
· In public/private keys case, Target PN GW creates Device Key (public/private keys) and sends the public key to Intermediate PN GW with the request. 
2. Intermediate PN GW forwards the request to CPNS Server. 
3. CPNS Server creates necessary information for Target PN GW. 
· In shared secret key case, CPNS Server creates Device Key (shared secret key) for Target PN GW. 

· In public/private keys case, CPNS Server creates a certificate for Target PN GW. 
4. CPNS Server sends the reply with the created information to Intermediate PN GW. 
5. Intermediate PN GW forwards the reply to the Target PN GW. 
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Figure Drt: An example flow of CPNS Server initiated assignment
B.1.2  Intermediate PN GW initiated assignment 
1. Intermediate PN GW sends the request for information necessary for Device Key assignment to CPNS Server. 
· In public/private keys case, Intermediate PN GW creates public/private keys and sends its public key to CPNS Server with the request. 
2. CPNS Server creates necessary information for Device Key assignment for Intermediate PN GW. 

· In shared secret key case, CPNS Server creates 1st seed of the key for Intermediate PN GW.

· In public/private keys case, CPNS Server creates a certificate for Intermediate PN GW.
3. CPNS Server sends the reply with the created information to Intermediate PN GW.  
4. Target PN GW sends the request with Device ID for Device Key assignment to Intermediate PN GW. 
· In public/private keys case, Target PN GW creates Device Key (public/private key) and sends its public key to Intermediate PN GW with the request. 
5. Intermediate PN GW creates necessary information by using information obtained in Step 3.
· In shared secret key case, Intermediate PN GW creates a shared secret key and 2nd seed by using own 1st seed. 
· In public/private keys case, Intermediate PN GW creates a certificate for Target PN GW by using own private key. 
6. Intermediate PN GW sends the reply with the created information to Target PN GW. 

· In shared secret key case, Intermediate PN GW sends Device Key and 2nd seed for Target PN GW with the reply. 

· In public/private keys case, Intermediate PN GW sends a certificate for Target PN GW with the reply. 
[image: image3.wmf]Target

PN GW

Intermediate

PN GW

CPNS Server

4. Request for necessary information for 

Target PN GW

5. Create necessary information for 

Target PN GW by using necessary 

information for Intermediate PN GW

1. Request for necessary information for 

Device Key assignment for 

Internediate

PN GW

3. Reply with necessary information 

for Intermediate PN GW

2. Create necessary information 

for Intermediate PN GW

6. Reply with necessary information


Figure Indrt: An example flow of Intermediate PN GW initiated assignment 
End of suggested changes
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