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1 Reason for Change

This change request introduces a mechanism for Group Key management in Service Groups.
R01: Based on feedback in LA meeting, the CR is revised as follows

· Remove a reference of Group Management CR (i.e. OMA-CD-CPNS-2009-0070-CR_CR_to_include_Service_Group_management_in_the_AD) since it has not agreed in OMA CPNS.
· Change definition of Group Key from “A cryptographic key which xxx” to “A security key which xxx”.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

This can be discussed later (but is there any impact on the OMA SEC specs? We should check with SEC). 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. 
6 Detailed Change Proposal

Change 1:  Include the following in section 5.3.1.7.1.1

5.3.1.7.1.1.1. Group Service Security Mechanisms
The [OMA CPNS RD] requires Service Groups to be able to share services and data in a secure manner. In a Service Group, it is assumed that common data is distributed to multiple or all devices which are using the service in the Service Group, regardless of whether common data is CPNS signaling data or Content/Service data. 
The management of groups in CPNS is done by the Service Management Function. However, this function only establishes the group; it does not ensure secure group communication, which is done as follows.
All member entities in the same Service Group share a common key (Group Key), which is used for secure communication i.e. ensuring authenticity, confidentiality and integrity of messages and other data related to services shared in the Service Group. 
Group Keys are managed by Contents/Service Key Management functionality (CSKMF, described in 5.3.1.9.5.1) in CPNS Security Function block, which is called by Service Management Function (SMF) to perform Group Key management operations.

When the group has been established, the SMF triggers the CSKMF to create a Group Key. 

When the group membership is changed, the SMF triggers the CSKMF to update (create a new) Group Key. 

When the group is deleted, the SMF requests the deletion (or revocation) of the Group Key to CSKMF. 

Change 2:  Include the following in section 5.3.1.9.5
5.3.1.9.5. Content/Service Key Management
5.3.1.1.5.1. Group Key Management

Content/Service Key Management function (CSKMF) is responsible for management and distribution of Group Key, which are performed by using the OMA Security Common Functions (SEC_CF) described in [SEC-CF]. 
CPNS Server has CSKMF which implements the OMA Security Gateway (OSG) of SEC_CF, responsible for Group Key creation, deletion, update and delivery. OSG handles these operations by interacting with Key Management Centre (KMC) in SEC_CF, PNE and PN GW have CSKMF which implements the Security Agent (SECA) of SEC_CF, responsible for Group Key acquirement. 
An example of a system deployment of these modules including CSKMF is shown in B2.2.

The following operations are exposed by the CSKMF to Service Management Function (SMF): 
· create Group Key
Triggered by SMF, CSKMF in CPNS Server creates Group Key by using functionality provided by OSG. The request is parameterized by SMF (on a Service Group basis, included in group description, which is retrieved from and/or created in Shared Group XDMS as described in the other CR)
· delete Group Key
Triggered by SMF, CSKMF in CPNS Server deletes Group Key. 
· update Group Key

Update of Group Key is performed in two ways;

· Triggered by SMF based on group membership changes, CSKMF in CPNS Server updates Group Key. 

· CSKMF itself can trigger Group Key update, after which it alerts SMF that Group Key has been updated (e.g. for periodic updates)
· deliver Group Key
Delivery of Group Key is performed in either of two ways;
· Push to group members
When Group Key is created or updated, CSKMF in CPNS Server pushes a Group Key to all members. 
· Pull from group members
Triggered by SMF, CSKMF in PNE sends a request to CPNS Server’s CSKMF, which then delivers Group Key. A Group key is delivered only when it is needed by a PNE (e.g. when it encrypts/decrypts data destined to its Service Group etc), eliminating unnecessary communication to receive a Group Key which will not to be used. 
Note that a Group Key should be delivered securely. In order to confirm that the Group Key can be securely transmitted in PN, CPNS Server may check security level within PN. This check is performed based on capability information of PNE, which is provided by the Device Capabilities Function.
The CPNS architecture can be deployed in two topologies: As a centralized topology, where the CPNS Server is deployed in one node in the network; or in a distributed topology, where the function of the CPNS Server are distributed over the network. 
In the centralized case, the CPNS Server will contain CSKMF and OSG. These will communicate using standardized interfaces, as they also can be deployed differently. 
In the distributed case, the CPNS Server is distributed among the nodes in the network. The Service Management Function can be in a different node than the OSG. The nodes where the CPNS Server functions are assumed to be distributed are devices where PN GW resides, and one of these is assigned to be “Group Key Manager” in a Service Group and is responsible for managing a Group Key of its Service Group, implementing the CSKMF as described previously in this section. 
In the distributed case, Group Key Manager directly or indirectly delivers keys to member entities. In indirect delivery, a Group Key Manager uses a central server node as an intermediate for key delivery. That is, a Group Key Manager registers a Group Key on the central server node, from which member devices acquire a Group Key, alleviating load on Group Key Manager.

The flows between the modules in an example deployment are described in Appendix B2.2.
Change 3:  Include the following in the references section

 [OMA CPNS RD] “Converged Personal Network Service Requirements”, Open Mobile Alliance, OMA-RD-CPNS-V1_0-20091007-D URL: http://www.openmobilealliance.org/

Change 4:  Include the following in the Definitions section

Group Key: A security key which applies to all members of a Service Group
Group Key Management: The process of managing keys for groups
Change 5:  Include the following in Appendix B

Appendix B.2
B.2.1 Flow of the Key Management and Key Distribution

B.2.1.1
Pull Based Key Delivery
The Service Group Key can be distributed by being pulled by the PNEs which are becoming group members. 
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Figure 1. Group Key Distribution, Pull Case

Involved in this flow are the Service Management Function (SMF) Group Key Management Function (CSKMF) in security function, Security Gateway or Security Agent (OSG or SECA). 

The flow works as follows:
1 SMF requests a Group Key from CSKMF
2 CSKMF parameterizes the request, forwards OSG

3 OSG forwards the request to SEC CF KMC
4 SEC CF KMC returns a key to OSG

5 OSG forwards a key to CSKMF
6 CSKMF notifies SMF that a Group Key is ready

7. SMF in CPNS Server notifies SMF in PN GW that group is created, includes group properties, including key location 
8 SMF in PN GW requests a Group Key from SECA in PN GW with address provided in group description

9 CSKMF in PN GW requests a Group Key from CSKMF in CPNS Server

10. CSKMF in CPNS Server returns a Group Key to CSKMF in PN GW

11 CSKMF in PN GW notifies SMF in PN GW that a Group Key is available 
B.2.1.2
Push Based Key Delivery

The Service Group key can be pushed to group members. 
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Figure 2. Push case of Service Group key distribution

The push distribution will work as follows: 

1 to 6: Same as in Pull case

7 SMF in CPNS Server notifies SMF in PN GW that group is created, includes group properties, and notification that key will be pushed

8 A Group Key is pushed from CSKMF in CPNS Server to CSKMF in PN GW 
End of change
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