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1 Reason for Change

This change intends to align the Service Group management in the OMA CPNS AD with general practice for group management in OMA.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

This can be discussed later (but is there any impact on the OMA PAG specs? We should check with our PAG delegate). 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. 
6 Detailed Change Proposal

Change 1:  Include Group Management and Identity Management in section 5.3 of the AD
5.3.1.7  Service Management
5.3.1.7.1 CPNS Group and Identity Management Models
To enable the management of a CPNS Entity in terms of grouping it with other entities, it is necessary to identify it uniquely. This also applies for authentication and other similar procedures. Hence, to create a group model for CPNS, it is necessary to create an identity model. This can typically be done based either on the identity of the device in which the CPNS Entity resides, or on the identity of the PN GW. Both of them can be assumed to have a unique identity, which can be the root of the identity of the CPNS Entity as described here.

Having assigned unique identities to the CPNS Entities, they can be grouped. Groups in CPNS can span multiple PNs, and hence have to be managed in a central function. Here, this function is called the Group Manager, and is assumed to reside in the CPNS Server, since it also requires communication with External Entities. The CPNS Server, as discussed elsewhere in this document, can be deployed in a distributed or centralized fashion.  
5.3.1.7.1.1. Identity Model for CPNS

As stated in requirement CPNS-HLF-039, there is a need for an identity model for CPNS. This should cover all CPNS entities (CPNS Server, PNE, PN GW), as well as Service Groups.  These identities should be assigned based on a unique identity which can be authenticated and authorized, for instance by the party providing the communications network. The model should be applicable regardless of whether the service is provided in a centralized (from a server in a core network) or distributed (from a peer node on an access network) fashion. 

For PNE:s, there are two cases: When the PNE exists in a device which has a pre-existing identity, and when the PNE exists in a device whose identity is assigned by the PN GW. When an existing identity can be mapped to the CPNS Enabler, for instance when the PNE is a UPnP service, the underlying identity model of UPnP can be used. This identity is then communicated to the CPNS Server by the PN GW. Since UPnP services are assigned unique identities, this will be sufficient.  

When a CPNS-generic identity management is applied, the PNE does not have an existing identity model. In those cases, the identity of the PN GW can be applied as the root for the identities of the PNE. An example of this is when SIP URI:s are extended to cover devices in a PN. A SIP URI consists of two parts: The part which defines that the identity is assigned by the assignor of the domain, often written “@operator.com”; and a second part, which determines the identity of the identified resource, often written “alice”. However, this does not cover extensions of resources. This is foreseen in e.g. RFC 3261, which allows for the identity of the individual resource to be more extensively described, in the case of a photo store in PNE in PN1 behind PN Gateway 1 which belongs to the user “alice” in the network “operator” the SIP URI would be “photo.PNE1.PN1.PNGW1.alice@operator.com”. This SIP URI will address Alice’s PNE1 in the PN1 of Alice, which belongs to PN GW 1 of Alice.  This model can be used to address both services, PNE:s, and clients consuming services, also in the case of other protocols than SIP, as the URI addresses a resource. The maximum length of an URI is 256 characters. 
Exactly how identity models are applied from the PN GW, and how they are mapped to the PNE:s and registered in the CPNS Server, is to be described in the TS.

5.3.1.7.1.2. Group Model for CPNS

A PN is a set of devices attached to a PN GW where the gateway communicates with the devices locally. A PN also consists of the services that are hosted by the devices and the PN Gateway. Each PN is assumed to communicate over a single gateway and is hence identifiable via this gateway. 
Within a PN and across PNs it is possible to form Service Groups, which share content and services. 
5.3.1.7.2 Service Groups
A Service Group is comprised of “member entities”, which are CPNS Entities. Entities which are PNE or PN GW can be members of the group.  A Service Group should be managed on CPNS entity basis, not on device basis. That is, it is CPNS entity who can be a member of group, not a device.

The Service Group membership is managed by the Service Management Function in the CPNS Server. It uses a function that is external to CPNS, and assumed to be equivalent to the Shared Group XDMS according to [OMA Shared Group XML]. Since this function is external to CPNS, it is assumed to be called from the CPNS Server. 
There are two levels of Service Groups in the CPNS architecture: An Inter-PN Service Group, and an Intra-PN Service Group. 

An Intra-PN Service Group spans only one single PN, and is formed out of the CPNS Entities in the same PN. The Intra-PN Service Group is by definition limited to CPNS Entities attached to one single PN GW. 

An Inter-PN Service Group spans multiple PNs. The Inter-PN Service Group enables the CPNS User to consume a service within the Inter-PN Service Group no matter in which PN the service exists. It consists of CPNS Entities in multiple PNs..  
There are three deployment cases: 

1. CPNS Server is deployed as a central node in the network. 

i. Updates are done using an XDMS Client. The XDMS Enabler is responsible for the authentication and authorization of the CPNS Server to manage the group. 
ii. The central node act as a central “Group Manager” for all or multiple Service Groups.
2. CPNS Server is deployed in all peer nodes where PN GW also resides (in essence, as a supernode)
i. In this case, the CPNS Server interfaces are the same as in the first case. The group management interfaces are the same. It is possible to have multiple instances of the interfaces described in [OMA Shared Group XML] (one per group), but they are functionally the same. 
ii. The peer nodes where the CPNS Server functions are assumed to be deployed are Devices where PN GW resides, and one of these is assigned to be “Group Manager” in a Service Group and is responsible for managing only its Service Group
5.3.1.7.2.1. Assignment of membership in a Service Group
Group creation is equivalent to creating a list in the Shared Group XDMS. The mechanisms for authentication, authorization, access control, etc. which are described in XDMS should be applied in the CPNS Enabler.  

In particular, these functions are applied together with the Status Reporting function to enable a Service Group to contain both active and inactive members. When a CPNS Entity is added to a Service Group, it can be active or inactive. When becoming active, the CPNS Entity automatically joins a Service Group Subgroup, which consists of all presently active CPNS Entities. 
The Service Group Subgroup membership is activated when receiving a status message from the PNE. The status mechanism required in [OMA CPNS RD] should be possible to use. Status messages are also used for deactivating a group member. Content and mechanism for these status messages, and details of how these and other group management operations are performed will be described in the TS. 
Change 2:  Include the following in the references section

[1]
OMA-RD-CPNS-V1_0-20091007-D, requirements CPNS-HLF-017, CPNS-HLF-018, CPNS-HLF-020, CPNS- HLF-033, CPNS- HLF-034, CPNS- HLF-035, CPNS-HLF-039, CPNS-HLF-041, CPNS-AUZ-003, CPNS- DIT-003, CPNS-CON-004
[OMA CPNS RD] “Converged Personal Network Service Requirements”, Open Mobile Alliance, OMA-RD-CPNS-V1_0-20091007-D URL: http://www.openmobilealliance.org/
[OMA Shared Group XDM] ”Shared Group XDM Specification”, Open Mobile Alliance, OMA-TS-XDM_Shared_Group-V1_0-20090810-C URL: http://www.openmobilealliance.org/
[RFC 3621] SIP: Session Initiation Protocol, J. Rosenberg, H. Schulzrinne, G. Camarillo, A. Johnston, J. Peterson, R. Sparks, M. Handley, E. Schooler, http://rfc-editor.org/cgi-bin/rfcdoctype.pl?loc=RFC&letsgo=3261&type=http&file_format=txt

[GroupKeyManagement]: “Include Service Group Key Management in AD”, OMA-CD-CPNS-2009-0069-CR_Include_Service_Group_Key_Management_in_AD
Change 3:  Include the following in the Definitions section

Inter-PN Service Group: A Service Group [OMA CPNS RD] which is scoped to span multiple PN
Intra-PN Service Group: A Service Group [OMA CPNS RD] which is only scoped within one single PN

Supergroup: A group of all members, active or potential (i.e. currently inactive). 

Subgroup: A subset of the group of all potential members, containing only those which are currently active. 
End of change
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