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1 Reason for Change

This change intends to align group management in the OMA CPNS AD with general practice for group management in OMA.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. 
6 Detailed Change Proposal

Change 1:  Include Personal Network Management in section 5.3.1.1 of the AD
5.3.1.11.3 Personal Network Management
The CPNS Enabler manages Personal Networks, where one PN GW manages a number of PNEs. 

The PN membership is managed by the Connection Management function in the CPNS Server and PN GW. The function in the PN GW is responsible for the enforcement of the group membership constraints, as described in section 5.3.1.7.1.1 (“Group Service Security Mechanism”). Personal Network membership may be pre-determined as a list, or decided ad-hoc based on a policy, or a combination. 
Personal Networks have their own identities in CPNS making them addressable. The membership and policies of the group are synchronized with the Policy Decision Point and Membership Database in the CPNS Server, and the Policy Enforcement Point in the PN GW. The policies and initial lists are provisioned by the Operator over interface CPNS-5. Provisioning, synchronization and the lists and policies provisioned is conditional on contextual information, such as device capabilities etc. 

Optionally, the Membership Database and the policies are then synchronized with the XDMS over interface CPNS-5. This synchronization is done through an XDMC in the CPNS server. The synchronization does not have to be instantaneous, but can be periodic or based on critical changes, according to the policies. 
For each group, there is a PN Owner, who is the CPNS User which owns the PN. The PN Owner can access the group membership list and policies in the XDMS, either using the XDMC in the CPNS Server (i.e. updating the membership in the XDMS, then synchronizing it with the server); or using a user interface on an authorized PNE to create updates of the membership list or policy, which are then synchronized with the XDMS through the XDMC. The PN Owner can also access the Membership Database and the Policy Database in the CPNS Server.  

Membership in the group may be decided from the start by the PN Owner, and stored as a list of the group membership; or the PN Owner may decide that the group has an open membership (perhaps with conditions), and create a policy for the membership. In the former case, group membership lists can be provisioned based on membership conditions, such as device capabilities etc. 
Each PN has a PN Manager, which is a CPNS Server responsible for the management of the group membership. The PN Manager also authorizes all changes in group membership against the group policy and updates the membership list, which can be done automatically. This can be done periodically, i.e. the PN Manager may be disconnected from the XDMS for a duration of time before the update is actually done. The PN Manager also acts as a Policy Decision Point, accepting the policies stored in the XDMS, PEEM, or other policy enabler that the PN Manager has declared valid; and forwards the policies to the Policy Enforcement Point. 
In each PN GW, there is a Policy Enforcement Point, which enforces the policies received from the PN Manager. 
Change 2:  Include Service Group Management in section 5.3.1.7 of the AD

5.3.1.11.4 Service Group Management
The CPNS Enabler manages Service Groups, where a number of PN GW and PNE, not necessarily in the same Personal Network, are organized into a group. Service Group membership may be pre-determined as a list, or decided ad-hoc based on a policy, or a combination.
The Service Group membership is managed by the Service Management Function in the CPNS Server and PN GW. The function in the PN GW is responsible for the enforcement of the group membership constraints, as described in section 5.3.1.7.1.1 (“Group Service Security Mechanism”). Service Groups have their own identities in CPNS making them addressable. The membership and policies of the group are synchronized with the Policy Decision Point and Membership Database in the CPNS Server, and the Policy Enforcement Point in the PN GW, using interface CPNS-2. The policies and initial lists are provisioned by the Operator over interface CPNS-5. Provisioning, synchronization and the lists and policies provisioned is conditional on contextual information, such as device capabilities etc. 

Optionally, the Membership Database and the policies are then synchronized with the XDMS over interface CPNS-5. This synchronization is done through an XDMC in the CPNS server. The synchronization does not have to be instantaneous, but can be periodic or based on critical changes, according to the policies. 
Service Groups have their own identities in CPNS making them addressable. The membership and policies of the group are synchronized with the Policy Decision Point and Membership Database in the CPNS Server, and the policy enforcement point in the PN GW. 

For each group, there is an SG Owner, who is the CPNS User which owns the SG. The SG Owner can access the group membership list and policies in the XDMS, either using the XDMC in the CPNS Server (i.e. updating the membership in the XDMS, then synchronizing it with the server); or using a user interface on an authorized PNE to create updates of the membership list or policy, which are then synchronized with the XDMS through the XDMC. The SG Owner can also access the Membership Database and the Policy Database in the CPNS Server.

Membership in the group may be decided from the start by the SG Owner, and stored as a list of the group membership; or the SG Owner may decide that the group has an open membership (perhaps with conditions), and create a policy for the membership. Membership lists may be provisioned from the operator initially, and modified by the SG Owner, or automatically by the Policy Decision Point in the CPNS Server. 
Each SG has a Service Group Manager, which is a CPNS Server responsible for the management of the SG membership. The Service Group Manager also authorizes all changes in SG membership against the group policy. Optionally, it updates the membership list in the XDMS using XDMC. This can be done periodically, i.e. the Service Group Manager may be disconnected from the XDMS for a duration of time before the update is actually done. 

The Service Group Manager also acts as a Policy Decision Point, accepting the policies stored in the XDMS, PEEM, or other policy enabler that the Service Group Manager has declared valid; and forwards the policies to the Policy Enforcement Point. In each PN GW, there is a Policy Enforcement Point, which enforces the policies received from the Service Group Manager. 
In a centralized model, CPNS Server is deployed in a server node and the server node handles group management operations for multiple groups. In a distributed model, the CPNS Server is distributed among the peer nodes and one of these is assigned to be Service Group Manager responsible for managing a certain group.

When a Service Group is spanning multiple PN, there is a need to ensure that membership is enforced according to the conditions described in section 5.3.1.7.1.1 1 (“Group Service Security Mechanism”).. Hence, when there are two or more PN GWs in the group, the CPNS Server which receives the Service Group member list or Service Group policy from the CPNS XDMS may need to communicate it to the other PN GW, as the PN GW acts as a Policy Enforcement Point (PEP). For this, an interface in reference point CPNS-2 is used. 
5.3.1.11.4.1.1.1. Group Membership management
Service Group and PN Management can be of two types, or a combination:
· List-based group membership management

The Service Group Manager has the list where all member PNEs and PN GWs are registered. Membership is restricted to the PNE and PN GW which are listed.
· Policy-based group membership management

The Service Group Manager has a list of Policy Enforcement Points. The membership in the group is managed according to the policy by the Policy Enforcement Points locally. Policies are set by the SG Owner using the XDMC in the XDMS, and distributed to the CPNS Server from the XDMS, and from the PDP in the CPNS Server to the PEP in the PN GW.  
Change 3:  Include content distribution to groups in section 5.3.1.11 of the AD

5.3.1.11.5 Delivery to Groups

In the CPNS Enabler, Service Groups and Personal Networks are managed as described in section 5.3.1.1 and 5.3.1.7. These groups enable secure communication, as described in section 5.3.1.9.5. 

Content and services can be delivered to all group members by addressing the group. When a message or other data delivery which is addressed to a group arrives at a Service Group Manager or PN Manager who is policy enforcement point for the group, the SG Manager or PN Manager will authorize the message or other data delivery according to the group policy, and send the message or data delivery to the group members. 

If a message or other data delivery is intended for a subset of a group, the subset has to be defined as a separate group, and managed in the same way as other groups. 
Change 4:  Include the following in the references section

[1]
OMA-RD-CPNS-V1_0-20091007-D, requirements CPNS-HLF-017, CPNS-HLF-018, CPNS-HLF-020, CPNS- HLF-033, CPNS- HLF-034, CPNS- HLF-035, CPNS-HLF-039, CPNS-HLF-041, CPNS-AUZ-003, CPNS- DIT-003, CPNS-CON-004
[OMA CPNS RD] “Converged Personal Network Service Requirements”, Open Mobile Alliance, OMA-RD-CPNS-V1_0-20091007-D URL: http://www.openmobilealliance.org/
[OMA Shared Group XDM] ”Shared Group XDM Specification”, Open Mobile Alliance, OMA-TS-XDM_Shared_Group-V1_0-20090810-C URL: http://www.openmobilealliance.org/
[OMA XDM Policy] http://member.openmobilealliance.org/ftp/Public_documents/PAG/Permanent_documents/OMA-TS-XDM_Policy-V1_1-20091028-D.zip

[PEEM] http://member.openmobilealliance.org/ftp/Public_documents/ARCH/Permanent_documents/OMA-TS-PEEM_PEM2-V1_0-20081014-C.zip

[RFC 3621] SIP: Session Initiation Protocol, J. Rosenberg, H. Schulzrinne, G. Camarillo, A. Johnston, J. Peterson, R. Sparks, M. Handley, E. Schooler, http://rfc-editor.org/cgi-bin/rfcdoctype.pl?loc=RFC&letsgo=3261&type=http&file_format=txt

[GroupKeyManagement]: “Include Service Group Key Management in AD”, OMA-CD-CPNS-2009-0069-CR_Include_Service_Group_Key_Management_in_AD
End of change
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