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1 Reason for Change

This change intends to align the identity management in the OMA CD CPNS AD with general practice in OMA.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. 
6 Detailed Change Proposal

Change 1:  Include Identity Management in section 5.3 of the AD
5.3.1.9  Security
5.3.1.9.1 CPNS Identity Model

To enable the authentication, authorization, and grouping of CPNS Entities, it is necessary to be able to identify them uniquely. Hence, an identity model for CPNS Entities is necessary. This should cover all CPNS entities (CPNS Server, PNE, PN GW), as well as Service Groups, Personal Networks and CPNS Users.
These identities should be assigned to the CPNS Entities based on a unique identity which can be authenticated and authorized, for instance by the party providing the communications network (e.g. IMS). Hence, the PN User, who controls the PN through the PN GW, is the root of the identities for the PN GW and PNE. The PN User can be authenticated and authorized by the underlying network. 
Having assigned unique identities to the CPNS Entities, they can be grouped. Groups in CPNS can span multiple PNs, hence the identity model for groups has to be independent of the PN identity.  

In case of PNEs without CPNS functions (e.g PNEs in UPnP devices), the identity assignment can be done based on the identity of the PN GW. 

5.3.1.9.1.1. Example identity assignment

SIP URI:s are extended to cover devices in a PN. A SIP URI consists of two parts: The part which defines that the identity is assigned by the assignor of the domain, often written “@operator.com”; and a second part, which determines the identity of the user who owns the identified resource, often written “alice”. However, this does not cover extensions of resources. This is foreseen in e.g. RFC 3261, which allows for the identity of the individual resource to be more extensively described, in the case of a photoframe device in PNE 1 in PN1 behind PN Gateway 1 which belongs to the user “alice” in the network “operator” the SIP URI would be “photoframe.PNE1.PN1.PNGW1.alice@operator.com”. This SIP URI will address Alice’s PNE1 in the PN1 of Alice, which belongs to PN GW 1 of Alice.  This model can be used to address both users, devices, services, PNE:s, and clients consuming services, also in the case of other protocols than SIP, as the URI addresses a resource. The maximum length of an URI is 256 characters. 
Examples of the identity models are as follows: 

	Entity
	Identity (SIP URI)

	CPNS Server
	CPNS_Server@operator.com

	PN GW
	PNGW1.alice@operator.com

	PNE
	photoframe.PNE1.PN1.PNGW1.alice@operator.com

	PN
	PN1.PNGW1.alice@operator.com

	Service Group
	SG1.PNGW1.alice@operator.com

	PN User
	alice@operator.com


5.3.1.9.1.2. Zone identity model
A particular problem is presented by public gateways, such as zone gateways. If the identity of a CPNS Entity or Group is to be based of the identity of the user who owns the PN GW which is controlling the PN in the zone, then the CPNS Entity or group will have to change identity when moving into a different PN. 
This can be solved by requiring that a PNE or group which enters the zone already have an assigned ID, and that the zone gateway sends a request for authentication and authorization to the CPNS Server to which the Zone PN Gateway is attached over an interface in reference point CPNS-2. The CPNS Server serving the Zone PN GW sends a request for authentication and authorization of the PNE to its “home” CPNS Server using an interface in reference point CPNS-4. 
Change 2:  Include the following in the references section

[1]
OMA-RD-CPNS-V1_0-20091007-D, requirements CPNS-HLF-017, CPNS-HLF-018, CPNS-HLF-020, CPNS- HLF-033, CPNS- HLF-034, CPNS- HLF-035, CPNS-HLF-039, CPNS-HLF-041, CPNS-AUZ-003, CPNS- DIT-003, CPNS-CON-004
[OMA CPNS RD] “Converged Personal Network Service Requirements”, Open Mobile Alliance, OMA-RD-CPNS-V1_0-20091007-D URL: http://www.openmobilealliance.org/
[RFC 3621] SIP: Session Initiation Protocol, J. Rosenberg, H. Schulzrinne, G. Camarillo, A. Johnston, J. Peterson, R. Sparks, M. Handley, E. Schooler, http://rfc-editor.org/cgi-bin/rfcdoctype.pl?loc=RFC&letsgo=3261&type=http&file_format=txt
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