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1 Reason for Change

This change intends to align the identity management in the OMA CD CPNS AD with general practice in OMA.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. 
6 Detailed Change Proposal

Change 1:  Include Identity Management in section 5.3 of the AD
5.3.1.9  Security
5.3.1.9.1 CPNS Identity Model

To enable the authentication, authorization, and grouping of CPNS Entities, it is necessary to be able to identify them uniquely. Hence, an identity model for CPNS Entities is necessary. This should cover all CPNS entities (CPNS Server, PNE, PN GW), as well as Service Groups, Personal Networks and CPNS Users.
These identities should be assigned to the CPNS Entities based on a unique identity which can be authenticated and authorized, for instance by the party providing the communications network (e.g. IMS). Hence, the CPNS Server, who is in charge of the association of the the PNEs and PN GW, is the root of the identities for the PN GW and PNE. The CPNS Server can be authenticated and authorized by the underlying network, or by the OMA Common Security Function. Assuming a trusted environment, the identities assigned by the CPNS Server to CPNS Entities can be assumed to be trusted, and hence local authentication and authorization becomes possible, once the CPNS Server itself has been authenticated and authorized.  
Identities are thus assigned in a hierarchical manner, with the CPNS Server as the root and the identifier of the authenticating party as the domain. Since escape characters may cause processing problems in some applications, the term is written with an underscore, CPNS_Server.
Service groups are next in the hierarchy.  This is since Service Groups can span multiple PN, and since multiple PN GW can be members of Service Groups. Service groups are individuals, and this branch terminates here. 
The next hierarchical level is the Personal Network Gateway. While there can be multiple personal networks per gateway, there can only be one gateway per personal network. 
The following level is the Personal Network, and the one following that the PNE. If there is a need to identify the device in which the PNE resides, it can be addressed as a sub-level in the hierarchy to the PNE. This may occur for instance in case of service delivery. 

In case of PNEs without CPNS functions (e.g PNEs in UPnP devices), the identity assignment can be done based on the identity of the PN GW. 
As long as these semantics are applied, any naming scheme can be applied. If the Operator allows it, “CPNS Server 1” can be named “Bloomers” and “CPNS Server 2” named “Knackers”. 
5.3.1.9.1.1. 
The URI mechanism used in CPNS is the URN mechanism, as defined in RFC 3986. The semantics are based on the SIP URI scheme, as defined in RFC 3261, although the URI scheme of CPNS is independent of the protocol selected. The URN scheme will be registered with OMNA, and follows the OMNA naming scheme structure.  

urn:oma:{OMAresource}:{ResourceSpecificString}
The CPNS URNI consists of three parts: The urn:oma prefix, the identifier hierarchy, and the part which defines that the identity is assigned by the assignor of the domain, often written “@operator.com”.  often written “@operator.com”; the identifier hiearchy,nment of identities of resources, as clarified in erscore, CPNS_Server.and a second part, which expresses the hierarchy outlined in the previous section. . An example is a photoframe device in which the PNE 1 in PN1 behind PN Gateway 1 which is attached to the CPNS Server 1 in the network where the authenticating authority is “operator” the CPNS URI would be “photoframe.PNE1.PN1.PNGW1.CPNS_Server1@operator.com”. This SIP URI scheme means it will address Alice’s PNE1 in the PN1 of Alice, which belongs to PN GW 1 of Alice.  This model can be used to address both users, devices, services, PNE:s, and clients consuming services, also in the case of other protocols than SIP, as the URI addresses a resource. The maximum length of an URI is 256 characters. 
Examples of the identity models are as follows: 

	Entity
	Identity (SIP URI)

	CPNS Server
	urn:oma:cpns:CPNS_Server@operator.com

	PN GW
	urn:oma:cpns:PNGW1.CPNS_Server@operator.com

	Device in which PNE resides
	urn:oma:cpns:photoframe.PNE1.PN1.PNGW1.CPNS_Server@operator.com

	PNE
	urn:oma:cpns:PNE1.PN1.PNGW1.CPNS_Server@operator.com

	PN
	urn:oma:cpns:PN1.PNGW1.CPNS_Server@operator.com

	Service Group
	urn:oma:cpns:SG1. CPNS_Server@operator.com

	
	


The assignment of addresses is independent from the assignment of identities of resources. As CPNS potentially addresses multiple address schemes (e.g. Bluetooth, UPnP, IP, etc) the mapping between identities and addresses are not wholly the responsibility of the protocols. Hence, when a PNE is discovered, it is assigned an identity and the mapping between the address (including the address scheme) and the identity are maintained in the CPNS Inventory. Identity resolution for CPNS Entities will mean looking up the address in the CPNS Inventory. In the interest of decreasing traffic, the resolved identity-address mappings can be stored in the PN GW.  
5.3.1.9.1.2. Zone identity model
A particular problem is presented by public gateways, such as zone gateways. If the identity of a CPNS Entity or Group is to be based of the identity of the CPNS Server to which thePN GW which is controlling the PN in the zone is attached, then the CPNS Entity or group will have to change identity when moving into a different PN, unless all CPNS Servers can be assumed to belong to one single authenticating entity. 
This can be solved by requiring that a PNE or group which enters the zone already have an assigned ID, and that the zone gateway sends a request for authentication and authorization to the CPNS Server to which the Zone PN Gateway is attached over an interface in reference point CPNS-2. The CPNS Server serving the Zone PN GW sends a request for authentication and authorization of the PNE to its “home” CPNS Server using an interface in reference point CPNS-4. 
Change 2:  Include the following in the references section

 
[OMA CPNS RD] “Converged Personal Network Service Requirements”, Open Mobile Alliance, OMA-RD-CPNS-V1_0-20091007-D URL: http://www.openmobilealliance.org/
[RFC 3621] SIP: Session Initiation Protocol, J. Rosenberg, H. Schulzrinne, G. Camarillo, A. Johnston, J. Peterson, R. Sparks, M. Handley, E. Schooler, http://rfc-editor.org/cgi-bin/rfcdoctype.pl?loc=RFC&letsgo=3261&type=http&file_format=txt
[RFC 3986] T. Berners-Lee, R. Fielding, L. Masinter: Uniform Resource Identifier (URI): Generic Syntax http://www.rfc-editor.org/rfc/rfc3986.txt
[OMNA] http://www.openmobilealliance.org/Tech/OMNA.aspx
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