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1 Reason for Change

This change intends to address the requirement to support devices which can act as PNEs, but do not have CPNS functionality. In particular, it addresses requirement CPNS- INT-002.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. 
6 Detailed Change Proposal

Change 1:  Include Identity Management in section 5.3 of the AD
5.3.1.9  Non-CPNS Device Proxy
To connect devices which support functionality to consume services provided through CPNS, but which do not have the capacity to communicate using the protocols defining CPNS, this document defines a “non-CPNS device proxy”. This is a proxy that allows the user to use suitable devices, for instance those supporting UPnP [1] and DLNA [2], to consume services provided using CPNS. 

Due to the massive support from the consumer electronics industry for UPnP and DLNA to achieve connectivity and control of devices on a home LAN, it is suggested to include support for this in CPNS. The Non-CPNS Device Proxy in the PN GW contains an UPnP Control Point and the PN GW an UPnP Internet Gateway Device (IGD) to facilitate this, as the IP address assignment and scoping of delivery of services for UPnPtypically is local, whereas the address assignment for CPNS is expected to be global.

The proxy is implemented in the Personal Network Gateway. The purpose of the proxy is to make the devices look like CPNS PNEs when viewed from the CPNS Server. This is done by mapping the required CPNS functionality to the relevant UPnP/DLNA functions. 

The functions required for a device to act as a CPNS PNE are the following: 

· Device Capabilities
· Device Management

· Status Management

· Usage Statistics collection and reporting

· Service publication and discovery

· Service Management

· Connection Management

· PN/PNE Discovery and Registration

· Security

· Charging

· Service/Content Delivery

These have been described in other sections in this document. Assuming these functions are working as described, they can be mapped to the relevant UPnP/DLNA functions. However, since UPnP/DLNA is defined to support a more limited scope than CPNS (i.e. not addressing the wide-area aspects, for one), there is a need for a gateway to enable the connection between the UPnP/DLNA device and the CPNS service provider. 

As Table 1 makes clear, many of the CPNS functions exist in a similar form in UPnP. However, as the scope of UPnP is only within the local network, these need to be proxied so they can work with services on the wide-area network. In addition, several of the services which CPNS will provide are not available in UPnP or DLNA. For those services, a proxy is needed which handles these functions. This in particular applies to the events which imply discovery and registration in the CPNS Inventory; disconnection and de-registration; and content delivery. 

When a UPnP device connects, it advertises its presence by sending an ssdp:alive message. This results in the device and its services being added to the service cache with the respective expiry time. The Non-CPNS Device Proxy manages the service cache and when a new device or service becomes available, it adds it to PN GW’s device database. 
For disconnection, two scenarios are possible:

o When a UPnP device disconnects, its sends an ssdp:byebye message. The ssdp client (CP) [3] removes the entry for the device from service cache. When this occurs, the Non-CPNS Device Proxy marks that device as ‘Unavailable’ in the device database.

o A fallback mechanism employed by UPnP in case a device doesn’t send a sssdp:byebye message is by having a timeout on every entry. This way a device announcement expires after a given time and the Non-CPNS Device Proxy updates the device database. 

When a UPnP device requests a service (based on the device description), the control point can send actions to a device's service. To do this, a control point sends a suitable control message to the control URL for the service (provided in the device description). Control messages are expressed in XML using the Simple Object Access Protocol (SOAP). The service returns any action-specific values in response to the control message. The effects of the action, if any, are modelled by changes in the variables that describe the run-time state of the service.

A UPnP description for a service includes a list of actions the service responds to and a list of variables that model the state of the service at run time. The service publishes updates when these variables change, and a control point may subscribe to receive this information. The service publishes updates by sending event messages. Event messages contain the names of one or more state variables and the current value of those variables. These messages are also expressed in XML.

The UPnP Device Architecture [1] is the basis for all UPnP functions specified in separate Device and Service Descriptions. The UPnP Device Architecture can be described by the following six basic steps:

· Addressing

It is required that all devices have IP connectivity and belong to the same IP sub-net. IP address resolution is based on DHCP (or alternatively Auto-IP). This is out of scope of CPNS. 
· Discovery

This step provides functions for announcement and location of other devices. It is based on SSDP (which is a multicast extended HTTP protocol). Once a device has acquired an IP address, that device periodically advertises itself and its services on the network. A device includes a URL to an XML-based device description in its advertisement and discovery responses. The URL provides Control Points with the information needed to retrieve the device and service descriptions.

· Description

The description includes capabilities of devices and services. It is written in XML.

· Control

Command APIs based on SOAP (over XML over HTTP)

· Eventing

Control Points can subscribe to events, i.e. state changes. The event notification protocol defined in the UPnP Device Architecture is known as GENA, an acronym for "General Event Notification Architecture".
· Presentation

Each UPnP device contains an internal HTTP Web server for user manual control interface.
UPnP assigns UUIDs to the services, giving each service a unique identlty. However, this does not solve the problem of addressing. Since all UPnP devices by default have a DHCP client, it will search for a DHCP server when connected. 
The mapping between the CPNS functional components and the UPnP/DLNA specifications is defined in the following table: 

	CPNS function
	UPnP Function
	DLNA Function
	Comment

	Device Capabilities
	Description
	Using UPnP
	

	Device Management
	N/A
	N/A
	Currently being defined in UPnP Forum and DLNA

	Status Management
	Eventing
	Uses UPnP
	

	Usage Statistics collection and reporting
	N/A
	N/A
	

	Service publication and discovery
	Discovery
	Using UPnP
	UPnP service descriptions describe the types of devices assigned in the UPnP architecture, which includes which services they can provide. 

	Service Management
	N/A
	N/A
	Outside the scope of UPnP and DLNA

	Connection Management
	UPnP addressing (using UUID as identity scheme)
	Using UPnP
	

	PN/PNE Discovery and Registration
	Discovery, Description
	Using UPnP
	

	Security
	UPnP Security Cermonies [5]
	DTCP/IP (for DRM)
	

	Charging
	N/A
	N/A
	

	Service/Content Delivery
	http
	http, RTP (optional)
	


Table 1. DLNA and UPnP functions compared to CPNS functional components. 

Several of the CPNS Functional modules need to be triggered by UPnP functions. For instance, the Status function should send a message about the availability of the device when it is discovered, but this can not be triggered by the UPnP device as it would by a PNE; hence, the UPnP discovery triggers a message in the Status Management function. In the same way, service consumption triggers the Usage Statistics Collection and Reporting function, which in turn triggers the Charging function. 
Device management is currently not defined in UPnP or DLNA, but the Device Management client in the PN GW should also publish a management object for the devices represented by the Non-CPNS Device Proxy. Management would then be done in the Non-CPNS Device Proxy, however, essentially managing the proxy modules. 

Change 2:  Include the following in the references section

[1] UPnP Device Architecture version 1.1, December 2003,

http://www.upnp.org/specs/arch/UPnP-arch-DeviceArchitecture-v1.1.pdf 
[2] DLNA, http://www.dlna.org/home

[3] RFC 2327, SDP: Session Description Protocol, April 1998

[4] IETF Internet draft, ‘Simple Service Discovery Protocol/1.0’

[5] UPnP Forum, UPnP Security Ceremonies Design Document, version 1.0, October

2003.
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