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1 Reason for Change

This CR intends to fix some editorial inconsistencies raised after ratification of CR-66R05, which replaces the existing terminology “Device ID/Key assignment” with the new terminology “Entity-User Key assignment”.
· Modify a name of “Device ID/Key assignment” sub function in security function to “Entity-User Key assignment”.
With the agreement of CR-66R05, “Device ID/Key assignment” should be replaced with “Entity-User Key assignment”
· Replace a section “5.3.1.9.4 Device ID/Key assignment” with a section “5.3.1.9.6 Entity-User Key assignment”.

The authors intended to replace a Section “5.3.1.9.4 Device ID/Key assignment” with description of CR0065R05, whereas a new section “5.3.1.9.6 Entity-User Key assignment” was added to AD.

So, this CR changes a title of “5.3.1.9.4 Device ID/Key assignment” to “5.3.1.9.4 Entity-User Key assignment” and contents in Section “5.3.1.9.6 Entity-User Key assignment” are moved to the Section 5.3.1.9.4.
· Modify Figure 3 so that Entity-User Key assignment is allocated in PNE, PN GW and CPNS Server.
“Entity-User Key assignment” sub function should be included in PNE as well as PN GW and CPNS Server.

For example, once User A’s PN GW assigns Entity-User Key to User A’s PNE, User A’s PNE can be authenticated as his PNE even when the PNE connects to a PN GW which is not User A’s PN GW. To realize it, the Entity-User Key assignment sub function is also required in PNE.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CPNS AHG is recommended to discuss the contribution and agree with the detailed proposal and include in the CPNS AD as described below.
6 Detailed Change Proposal

Change 1:  Change a name of “Device ID/Key assignment” sub function to “Entity-User Key assignment” and revise security architecture diagram.
5.3.1.9 Security
The security function is deployed in the CPNS PNE, CPNS PN GW and CPNS Server. The function provides the means to ensure security in CPNS such as authentication, authorization, data integrity and data confidentiality. The function is divided into six sub functions as follows. 
· Authentication

· Authorization

· Data integrity

· Data confidentiality

· Entity-User Key assignment
· Content/service key management
While former five sub functions are for security of CPNS interfaces (CPNS-1~5), the last one performs necessary signaling to ensure security of content/service delivery. The functional block diagram of the security function is shown below. 
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Figure 3: Functional block diagram of the CPNS security
End of suggested changes

Change 2:  Change title of Section “Device ID/Key assignment” to “Entity-User Key assignment” and move whole description of Section “5.3.1.9.6 Entity-User Key assignment” here. 
5.3.1.9.5 
Entity-User Key Assignment
Editor’s note: Move whole description of “5.3.1.9.6 Entity-User Key Assignment” here. (This note should be removed after revision)
End of suggested changes
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