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	Submission Date:
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	Classification:
	 FORMCHECKBOX 
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 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Johan Hjelm, johan.hjelm@ericsson.com

	Replaces:
	n/a


1 Reason for Change

This change intends to outline how group management as suggested in CR 2009-0070R02 can be used using the PoC group management messages, and include this in the flows in the AD.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. 
6 Detailed Change Proposal

Change 1:  Include the group management flows in the AD, Appendix B
B.1 Personal Network Management

Note that the following flows does not contain the authentication and authorization, which are assumed to have been done between all the entities before these flows are applied. 
B.1.1 Create a group
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Figure 1. Invite a member into a not yet existing group

Invitation to an empty group implies the group has to be created.

1. User requests ”Invite PNE 2 into group” through PNE1. PNE2 and URI are in the following assumed to be CPNS identities.

2. PNE 1 sends invitation message to PN GW 1: INVITE (PNE2, URI=empty). The empty URI signifies that the group is unknown, i.e. does not yet exist. 

3. PN GW 1 checks if the group exists, i.e. if (URI=empty) URI exists, otherwise forward
4. PN GW 1 forwards INVITE (PNE2, URI=empty) to CPNS Server

5. CPNS Server checks if (URI=empty) URI exists, otherwise it creates the group, assign an URI to it,  and sets a default policy (or a member list, which in this case would include PNE1 and PNE2).
6. CPNS Server sends the invite message INVITE (PNE2, URI, policy) to the PN GW 2, which PNE 2 belongs to. Which PN GW is responsible is either evident from the URI or can be looked up in the CPNS Inventory. 

7. PN GW 2 enforces policy (default policy which only contains directives to look up the policy in the CPNS Server if necessary), since it is the Policy Enforcement Point (PEP). 
8. PN GW 2 sends invite message to PNE 2: INVITE (PNE2, URI)
9. PNE 2 OK’s this to the PN GW 2

10. PN GW 2 forwards OK to CPNS Server

11. CPNS Server forwards OK to PN GW 1 (since the original invite came from the PNE 1)

12. PN GW 1 forwards OK to PNE 1. 

B.1.2 Invite PNE to existing group
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Figure 2. Invitation into existing group

When the invitation is made to an existing group, basically the same flow is applied. 

1. CPNS User requests invitation of PNE2 into existing group. ”Invite PNE 2 into group”
2. PNE 1 sends an invite message to PN GW 1: INVITE (PNE2, URI=URI) where the URI is already existing, representing the group ID. 
3. PN GW 1 checks if URI=URI exists, and if responsible for policy enforcement, otherwise forward
4. PN GW forwards INVITE (PNE2, URI=URI) to CPNS Server

5. CPNS Server checks if URI exists, forward to responsible PEP (in this case PN GW 2)

6. CPNS Server forwards INVITE (PNE2, URI) to PN GW 2

7. PN GW 2 enforces the group policy (that invitations are OK). Enforce policy = INVITE OK. Note: If the list-based management was used, the group member list would have to be extended with PNE2, and the list would have to be propagated to the PN GW 2 in this step. 

8. PNE GW 2 forwards INVITE (PNE2, URI) to PNE 2

9. PNE2 OK’s the INVITE

10. OK is forwarded to CPNS Server

11. CPNS Server forwards OK to PN GW 1

12. PN GW 1 forwards OK to PNE 1

B.1.3 Invitation can not be accepted
If the policy dictates that PNE2 can not be accepted, or the member list does not contain PNE2, the group invitation has to be refused. 
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Figure 3. Invitation to group can not be accepted

1. CPNS User requests to invite PNE2 into an already existing group. 

2. PNE1 sends a message INVITE (PNE2, URI) to PN GW 1. 

3. PN GW 1 checks if the URI for the group exists, and if it is responsible for the policy enforcement; if not, it forwards it to the CPNS Server. 

4. PN GW 1 forwards INVITE (PNE2, URI) to CPNS Server

5. CPNS Server checks if the URI exists, and forwards the INVITE to the responsible Policy Enforcement Point (PEP), which is PN GW 2. 

6. CPNS Server forwards INVITE (PNE2, URI) to PN GW 2

7. PN GW 2 enforces the policy of the group, which says invitations to PNE2 are not accepted (INVITE NOT OK). 

8. PN GW 2 returns a 401 Unauthorized to the CPNS Server

9. CPNS Server forwards the 401 Unauthorized to the PN GW 1

10. PN GW 1 forwards the 401 Unauthorized to the PNE 1 (since it sent the original INVITE). 

The message may be presented  to the user. How is out of scope in this document. 

B.1.4 Member leaves group

When a member leaves a group, the member list in the CPNS Server has to be updated. Note that the member lists at the PEP will have to be changed in case list-based membership management is used, but not policies. 
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Figure 4. Member leaves group

1. The user at PNE2 decides to leave the group “URI”.

2. PNE 2 sends a message to the PN GW 2: BYE (URI)
3. PN GW 2 enforces the policy of group URI, which says it is OK for members to leave (BYE OK). 

4. PN GW 2 forwards this to the CPNS Server. Note that this message has to go back to the original invitor, since BYE ends the dialogue. Forward BYE (PNE2, URI)
5. CPNS Server receives the BYE and updates the member database for URI. 

6. CPNS Server sends an OK to PN GW 2 acknowledging the BYE and membership status change. Note that this is done in its role as server. 

7. The OK is forwarded to the PN GW 2. Note that since no change of policy is needed, no other information is needed. 

8. CPNS Server forwards the BYE (PNE2, URI) to the PN GW 1

9. PN GW 1 forwards the BYE (PNE2, URI)  to PNE 1. 

B.1.5 Remove a group

A group can be completely removed by the Group Owner. 
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Figure 5. Remove Group

1. CPNS User decides to remove the group “URI” and gives some commands using PNE1. 

2. PNE 1 sends the message BYE (URI) to the PN GW 1. 

3. PN GW 1 checks if the URI exists, if it is responsible for the policy management, otherwise forwards the message. 

4. PN GW 1 forwards BYE(URI) to CPNS Server

5. CPNS Server checks if the URI exists, forwards to the responsible Policy Enforcement Point. 

6. CPNS Server forwards BYE (URI) to PN GW 2

7. PN GW 2 enforces the policy, i.e. verifies that it is OK to remove the group. 

8. PN GW 2 sends a BYE message to all group members (PNE 1 and PNE 2): BYE (URI)
9. PNE 1 and PNE 2 confirms 

10. PN GW 2 removes the group and updates the CPNS Server

11. CPNS Server removes the group from the PN Inventory and sends the OK to PN GW 2

12. PN GW 2 sends the OK to PNE 1 (it has to go back to the PNE 1 since the original BYE and INVITE came from there). 
B.1.6 Remove a member from a group

A member can be forcibly removed from the group, i.e. thrown out by the Group Owner. Just as in PoC, the REFER method with the argument method=BYE can be used. Additional arguments are PNE2 (the ID of the member to be removed) and URI (the group ID). 
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Figure 7. Remove a member from a group.
1. User decides to remove PNE2 from the group “URI”. 
2. PNE 1 sends the message REFER (PNE2, URI, method=BYE) to PN GW 1. 

3. PN GW 1 checks if the URI exists, and if it is responsible for the policy management for that URI; if not, it forwards it. 

4. PN GW 1 forwards REFER (PNE2, URI, method=BYE) to CPNS Server.

5. CPNS Server checks if URI exists, forwards to responsible PEP, here PN GW 2. 

6. CPNS Server forwards REFER (PNE2, URI, method=BYE) to PN GW 2.

7. PN GW 2 enforces the policy of the group URI, which says it is OK for PNE1 to kick out PNE2. BYE OK
8. PN GW 2 converts the REFER (PNE2, URI, method=BYE) to BYE (URI) and sends to PNE 2. This implies that the PNE only needs to understand two messages regarding group management: INVITE and BYE. 

9. PNE 2 sends an OK to PN GW 2. 

10. PN GW 2 forwards the OK to the CPNS Server. 

11. CPNS Server removes PNE2 from the membership of group URI.

12. If the member list method for group management is used, the new member list has to be propagated to PN GW 2. 

13. If the policy method is used, the OK is propagated to PNE1 through PN GW 1. 

End of change
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