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1 Reason for Change

This change intends to define how the Personal Network is established. 
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. 
6 Detailed Change Proposal

Include the following text in the CPNS AD, Appendix B
B.1 Personal Network Setup and Establishment

Note that the following flows does not contain the authentication and authorization, which are assumed to have been done between all the entities before these flows are applied. 
B.1.1 Create a Personal Network

When a Personal Network is created, the sequence of events which occur will be partly determined by events external to the CPNS Enabler, such as the physical pairing of devices; and partly by the desire to allow one event to trigger another. The following describes how these two conditions can be fulfilled using the agreed functions in the CPNS architecture. 

The creation of a PN is a process in several steps. First, there has to be a physical pairing of the two devices, which may take place through Bluetooth, reading a QR-code, or whatever. Then, the PN GW has to be identified. If one of the devices is a PN GW already, this is not a problem; but if it is not, then one device needs to take that role. The device capabilities can be used to determine which device is more suited, but mode information has to be included in the device capabilities. 
When the PN GW is assigned, it can authenticate itself and the PNE, and authorize itself and the PNE towards the CPNS Server. One question is how the CPNS Server is discovered – if IMS is used, the PSI (Public Service Identifier) can be used, but there is no similar network-level wildcard mechanism in other systems. 

When the PN GW is assigned, the connection can be set up. When a PNE sets up a connection with a PN GW, this implies the creation of a PN. The PN setup includes the key assignment. When the connections are set up, the PN is set up. 
B.1.1.1 Determine which device should be PN GW


[image: image1]
Figure 1. Assignment of PN GW

First, before this sequence starts, the two devices are paired physically. It is assumed they have the CPNS PNE function running, and that function is triggered by the physical pairing to start a discovery process. 

The discovery process starts with the assignment of a PN GW, if neither of the two is already assigned as a PN GW. The discovery is a mutual process, since the PN GW and the PNE need to have knowledge about each other. 

If there is no PN GW assigned, the exchange of device capabilities can be used to determine this (none of the devices is in the PN GW mode), so the one with the most suitable capabilities will be assigned to be PN GW.  This will make a new device capabilities exchange necessary. 

1. Entity Registration and Discovery (PNE 1 to PNE 2)

2.Enitty Registration and Discovery (PNE 2 to PNE 1)

3. Device Capabilities Escchange (PNE 1 to PNE 2)
4. Device Capabilities Exchange (PNE 2 to PNE 1)

5, Check received and own capabilities for gateway suitability (i.e. since there is no PN GW according to the received information, PNE 1 checks its own device capabilities, and that of PNE2; PNE 2 does the same; and the one which is the most suited starts the PN GW mode).

6. PNE 2 takes the role as PN GW

7. PNE 2 updates PNE 1 with its new capabilities, including new mode. 

B.1.1.2 Gateway contacts CPNS Server, authenticates and authorizes itself
When the PN GW is assigned, it proceeds to contact the CPNS Server. How do discover the server is a different problem which will be addressed in the TS. 


[image: image2]
Figure 2: Gateway sets up connection to CPNS Server and updates PN Inventory

8. PN GW to CPNS Server: Connection setup request (Connection Management)

9. CPNS Server to PN GW: Authentication and Authorization request (Security Function)

10. PN GW to CPNS Server: Authentication and Authorization response (Security Function)

11. CPNS Server to PN GW: Connection setup confirmation (Connection Management)
12. PN GW to CPNS Server: Device Capabilities Update (Device Capabilities)
13. CPNS Server to PN GW: Device Capabiliites confirmation (Device Capabilities)
14. CPNS Server to PN GW: Status Management update request (Status Management)

15. PN GW: Status management lookup (result: no change)

16. PN GW to CPNS Server: Status Management response (Status Management)
17. CPNS Server: Create and update PN Inventory

B.1.1.3 Connection Setup and PN Membership Assignment

[image: image3]
Figure 3. Connection Setup and PN Membership Assignment
18. PNE to PN GW: Connection setup request (Connection Management)

19. PN GW to CPNS Server: PN Membership request (Connection Management)

20. CPNS Server: PN Membership list or policy lookup or creation

21. CPNS Server to PN GW: PN Membership list or policy transfer (Connection Management)
22. PN GW to CPNS Server: PN Key Request (Security)
23. CPNS Server to PN GW: PN Key response (Security)

24. PN GW to PNE: PN Membership with group key (Connection management)
25. PNE to PN GW: PN Membership with group key confirmation (connection management)
26. PN GW to PNE: Connection setup confirmation (Connection management)
End of change
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