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1 Reason for Change

The current AD does not clearly describe how a secure session is established when PN is being established. This CR intends to clarify the message flow of a secure session establishment especially when Entity-User Key is used.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CPNS SWG is recommended to discuss the contribution and agree with the detailed proposal and include in the CPNS AD as described below.
6 Detailed Change Proposal

Change 1:  Add Flow of PN establishment and registration in Appendix
B.1 PN establishment and registration
Figure 1 shows a flow of PN establishment and registration. 
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Figure 1 Flow of PN establishment and registration
As the figure shows, the flow of PN establishment and registration consists of 5 steps:

1. Secure session establishment between PN GW and CPNS Server

Secure session should be established before PN GW and CPNS Server start communication with each other. If the session already exists, this step is skipped.
a) Secure session establishment is triggered by either of two events
Although the figure shows that the session establishment is performed before 2nd step, it can be during 2nd or later step. 
I. When user manually triggers via PN GW’s UI
II. When PN GW sends message to CPNS Server triggered by message from PNE

b) Secure session is established by either underlying network mechanism or OMA SEC_CF.
2. Physical pairing & entity discovery
In this step, physical connection between PN GW device and PNE device is established by underlying PN technology, after which PN GW and PNE discover each other.
(Editor note: More explanation may be added by other CRs.)
3. ID & Entity-User Key assignment for PNE

a) PNE checks if it already has ID and Entity-User Key. If it already has, subsequent procedures in the 3rd step are skipped. Otherwise, it continues processing b) and later.

b), c) and d) PNE requests ID assignment to PN GW, which generates PNE’s ID and sends it back to PNE.
e) Entity-User Key is assigned to PNE by either CPNS server initiated assignment or PN GW initiated assignment as described in 5.3.1.12.5 “Entity-User Key Assignment”. Example flows are shown in Appendix B.1 “Entity-User Key assignment”. 
4. Secure session establishment between PNE and PN GW

Secure session is established after authentication and authorization. 
a) PNE sends PN GW a connection setup request.
b) PN GW asks CPNS Server if the PNE is allowed to access its PN by sending request to CPNS Server

c) CPNS Server authenticates PNE. PNE’s ID and Entity-User Key assigned during 3rd step are used for authentication. PNE also authenticates CPNS Server. Detailed flow for this is described in TS.
d), e) and f) CPNS Server performs authorization of the connection setup request by checking policy. 

g) PNE and PN GW authenticate each other and share a session key, which is used to ensure security of subsequent communication between PNE and PN GW.
5. PN inventory update

a) PN inventory is updated. 
(Editor note: More explanation may be added by other CRs.)
b) After PN inventory update, PN GW notifies PNE of connection setup completion.
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