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Reason for Change
After considering overall flow of PN Establishment & Registration, KDDI found that part of Entity-User Key assignment should be changed for readability. Specifically, in PNGW initiated assignment, while the existing example flow shows that PN GW obtains seed/certificate before receiving key assignment request from PNE, more usual flow is that PNGW obtains seed/certificate after receiving the request from PNE. Based on this notion, this CR revises the flow of PN GW initiated assignment flow.
R01: Based on feedbacks in the  meeting, the authors made the following modifications.
·  Based on a comment from NEC delegate, R01 replaces “CPNS Server/PNGW initiated assignment” with “CPNS Server/PN GW generated assignment”. 
· Based on a comment from NEC delegate, R01 deletes sub ballet in step 1 in Appendix B.1.1 and B.1.2 
· Based on a comment from Samsung delegate, R01 revises a flow of PN Establishment and Registration (CR0032). In accordance with the revision, related flows (i.e. Figures 7 and 8) were also revised.

Impact on Backward Compatibility
N/A
Impact on Other Specifications
N/A
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
CPNS SWG is recommended to discuss the contribution and agree with the detailed proposal and include in the CPNS AD as described below.
Detailed Change Proposal
Revise terminology of “CPNS initiated assignment” and “Intermediate PN GW initiated assignment” in Section 5.3.1.12.5 and Appendix B.1
5.3.1.12.5 	Entity-User Key Assignment
Editor’s note: Change “CPNS initiated assignment” and “Intermediated PN GW initiated assignment” to “CPNS generated assignment” and “Intermediated PN GW generated assignment”, respectively in “5.3.1.12.5 Entity-User Key Assignment” and “ Appendix B.1 Entity-User Key Assignment”. (This note should be removed after revision)

Revise Flow of Intermediate PN GW initiated assignmentEntity-User Key Assignment  in Appendix
[bookmark: _Toc250986657][bookmark: _Toc250986658]CPNS Server generatedinitiated assignment
a. Target eEntity sends a connection setup requestthe request for Entity-User Key assignment  to Intermediate PN GW. Some processing other than Entity-User Key assignment follows this sequence.
In public/private keys case, target entity creates Entity-User Key (public/private keys) and sends the public key to Intermediate PN GW with the request. 
1. Intermediate PN GW sends the request for Entity-User Key assignmentforwards the request to CPNS Server. 
2. CPNS Server creates a shared secret key n Entity-User Key or a certificate for target entity. 
· In shared secret key case, CPNS Server creates an Entity-User Key (a shared secret key) for target entity. 
· In public/private keys case, CPNS Server creates a certificate for target entity. 
3. CPNS Server sends the reply with the created information to Intermediate PN GW. 
b. Intermediate PN GW send a connection setup response with the created informationforwards the reply  to the target entity. 

 
[bookmark: _Toc250987156]Figure 7: An example flow of CPNS Server generatedinitiated assignment

B.1.2	 Intermediate PN GW generatedinitiated assignment 
a. Target Entity sends a connection setup request to Intermediate PN GW. Some processing other than Entity-User Key assignment follows this sequence.

1. Intermediate PN GW checks if it has information necessary for Entity-User Key assignment. If it already has, it skips from 3rd to 5th steps. Otherwise, it continues processing 3rd and later steps.
2. Intermediate PN GW sends the request for information necessary for Entity-User Key assignment to CPNS Server. 
· In public/private keys case, Intermediate PN GW creates public/private keys and sends its public key to CPNS Server with the request. 
3. CPNS Server creates necessary information for Entity-User Key assignment for Intermediate PN GW. 
· In shared secret key case, CPNS Server creates 1st seed of the key for Intermediate PN GW.
· In public/private keys case, CPNS Server issues a certificate to Intermediate PN GW.
4. CPNS Server sends the reply with the created information to Intermediate PN GW.  
5. Target Entity sends the request for Entity-User Key assignment to Intermediate PN GW. 
In public/private keys case, target entity creates Entity-User Key (public/private key) and sends its public key to Intermediate PN GW with the request. 
Intermediate PN GW creates an Entity-User Keyshared secret key  or a certificate by using information stored in itself or obtained in Step 53.
· In shared secret key case, Intermediate PN GW derives an Entity-User Key (a shared secret key) and 2nd seed by using 1st seed. 
· In public/private keys case, Intermediate PN GW issues a certificate to target entity by using its own certificate. 
b. Intermediate PN GW sends the connection setup response reply with the created information to target entity. 
· In shared secret key case, Intermediate PN GW sends an Entity-User Key and 2nd seed for target entity with the reply. 
· In public/private keys case, Intermediate PN GW sends a certificate for target entity with the reply. 

  
[bookmark: _Toc250987157]Figure 8: An example flow of Intermediate PN GW generatedinitiated assignment

Revise Flow of Intermediate PN GW initiated assignment in Appendix
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