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1 Reason for Contribution

This document summarizes the comments received from ARC SEC to the CPNS AD security section after the Sorrento meeting. 
2 Summary of Contribution

The comments address various aspects of the security section of the CPNS AD. Generally, the level of detail is too high. 
3 Detailed Proposal

When reading the following text, make sure that “comments” are visible in Word. 
Comment No. 1

General comment: Security related is too detailed in AD document. It’s suggested moving detailed information into TS stage.

Comment No. 2

5.3.1.12.2 
Authorization
This sub function provides the means to authorize CPNS entities to specify access rights for CPNS services (e.g., join a PN/service group, access applications or content, or access a CPNS device list etc.)
Required functionalities in each CPNS entity are shown below.

· PNE/ PN GW/ CPNS Server

· authorize CPNS entities connecting through CPNS interfaces
As described above, this sub function may be realized by security mechanisms provided by resource servers 
utilizing authorization-related information such as charging systems, attached to the underlying network infrastructures (e.g. secure PN and/or secure WAN).
Comment No. 3

5.3.1.12.5.2. Form of Entity-User Key
The Entity-User Key can be in either of two forms: shared secret key or public/private keys. Assignment tasks of Entity-User Key differ according to the forms.

· Shared secret key

When in form of a shared secret key, Entity-User Key is shared between a CPNS Server and a target entity. 

Entity-User Key assignment is performed in two ways: 
(a) deliver a shared secret key to both the CPNS Server and the target entity,
(b) create two seeds (1st and 2nd seed) of the key from which the key can be derived, then deliver 1st seed to the CPNS Server and 2nd seed and key itself to the target entity respectively. The CPNS Server can derive the key by using the two seeds after obtaining the 2nd seed from the target entity.

The Entity-User key and the identity of target entity and/or CPNS User are also associated when the key assignment is performed. The association is established by, for example, storing relationship between identity and the key in CPNS Server or embedding identity into the key etc. The detail will be specified in TS documents.

Comment No. 4
5.3.1.12.5.4. CPNS Server and Intermediate PN GW initiated Entity-User Key Assignment
Entity-User Key assignment can be performed in either of two ways: CPNS Server initiated assignment and Intermediate PN GW initiated assignment.

· CPNS Server initiated assignment

CPNS Server assigns the Entity-User Key. An example flow of CPNS Server initiated assignment is shown in Appendix B.1.1.

· Intermediate PN GW initiated assignment

An Intermediate PN GW obtains necessary information for Entity-User Key assignment from a CPNS Server beforehand, and then assigns the Entity-User Key to a target entity. Assignment tasks differ according to the key forms.

· When in form of shared secret key
1st seed of the key is shared between the CPNS Server and the Intermediate PN GW, which then generates a 2nd seed and the Entity-User key from the 1st seed, and sends them to target entity. 

· When in form of public/ private keys
A hierarchical trust mode is applied. First, the Intermediate PN GW generates its own public/ private keys and obtains its own certificate from the CPNS Server.
 Then, it issues a target entity’s certificate signed by its certificate, enabling the CPNS Server to verify the target entity’s certificate. 

Comment No. 5
 5.3.1.12.6Content/Service Key Management

5.3.1.12.6.1. Group Key Management
Content/Service Key Management function (CSKMF) is responsible for management and distribution of Group Key, which are performed by using the OMA Security Common Functions (SEC_CF) described in [SEC-CF]
. 

CPNS Server has CSKMF which implements the OMA Security Gateway (OSG) of SEC_CF, responsible for Group Key creation, deletion, update and delivery. OSG handles these operations by interacting with Key Management Centre (KMC) in SEC_CF, PNE and PN GW have CSKMF which implements the Security Agent (SECA) of SEC_CF, responsible for Group Key acquirement. 

An example of a system deployment of these modules including CSKMF is shown in B2.2.

The following operations are exposed by the CSKMF to Service Management Function (SMF): 
· create Group Key

Triggered by SMF, CSKMF in CPNS Server creates Group Key by using functionality provided by OSG. The request is parameterized by SMF (on a Service Group basis, included in group description, which is retrieved from and/or created in Shared Group XDMS as described in the other CR)

· delete Group Key

Triggered by SMF, CSKMF in CPNS Server deletes Group Key. 

· update Group Key

Update of Group Key is performed in two ways;

· Triggered by SMF based on group membership changes, CSKMF in CPNS Server updates Group Key. 

· CSKMF itself can trigger Group Key update, after which it alerts SMF that Group Key has been updated (e.g. for periodic updates)

· deliver Group Key


Delivery of Group Key is performed in either of two ways;

· Push to group members

When Group Key is created or updated, CSKMF in CPNS Server pushes a Group Key to all members. 

· Pull from group members

Triggered by SMF, CSKMF in PNE sends a request to CPNS Server’s CSKMF, which then delivers Group Key. A Group key is delivered only when it is needed by a PNE (e.g. when it encrypts/decrypts data destined to its Service Group etc), eliminating unnecessary communication to receive a Group Key which will not to be used. 

Note that a Group Key should be delivered securely
. In order to confirm that the Group Key can be securely transmitted in PN, CPNS Server may check security level within PN. This check is performed based on capability information of PNE, which is provided by the Device Capabilities Function.
Comment No. 6
B.1 Entity-User Key Assignment


This section shows example flows of Entity-User Key assignment by Entity-User Key Assignment sub function block. 

In the flows, it is assumed that security of communication between CPNS Server and Intermediate PN GW is ensured by a secure WAN infrastructure. It is also assumed that the security of communication between target entity (i.e., target PN GW or target PNE) and Intermediate PN GW is ensured by a secure PN. The example assumes the system deployment shown in Figure Sys.
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Figure 6: System Deployment

B.1.1 CPNS Server initiated assignment

1. Target Entity sends the request for Entity-User Key assignment to Intermediate PN GW. 

· In public/private keys case, target entity creates Entity-User Key (public/private keys) and sends the public key to Intermediate PN GW with the request. 

2. Intermediate PN GW forwards the request to CPNS Server. 

3. CPNS Server creates an Entity-User Key or a certificate for target entity. 

· In shared secret key case, CPNS Server creates an Entity-User Key (a shared secret key) for target entity. 

· In public/private keys case, CPNS Server creates a certificate for target entity. 

4. CPNS Server sends the reply with the created information to Intermediate PN GW. 

5. Intermediate PN GW forwards the reply to the target entity. 
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Figure 7: An example flow of CPNS Server initiated assignment

B.1.2  Intermediate PN GW initiated assignment 

1. Intermediate PN GW sends the request for information necessary for Entity-User Key assignment to CPNS Server. 

· In public/private keys case, Intermediate PN GW creates public/private keys and sends its public key to CPNS Server with the request. 

2. CPNS Server creates necessary information for Entity-User Key assignment for Intermediate PN GW. 

· In shared secret key case, CPNS Server creates 1st seed of the key for Intermediate PN GW.

· In public/private keys case, CPNS Server issues a certificate to Intermediate PN GW
.

3. CPNS Server sends the reply with the created information to Intermediate PN GW.  

4. Target Entity sends the request for Entity-User Key assignment to Intermediate PN GW. 

· In public/private keys case, target entity creates Entity-User Key (public/private key) and sends its public key to Intermediate PN GW with the request. 

5. Intermediate PN GW creates an Entity-User Key or a certificate by using information obtained in Step 3.

· In shared secret key case, Intermediate PN GW derives an Entity-User Key (a shared secret key) and 2nd seed by using 1st seed. 

· In public/private keys case, Intermediate PN GW issues a certificate to target entity by using its own certificate. 

6. Intermediate PN GW sends the reply with the created information to target entity. 

· In shared secret key case, Intermediate PN GW sends an Entity-User Key and 2nd seed for target entity with the reply. 

· In public/private keys case, Intermediate PN GW sends a certificate for target entity with the reply. 
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Figure 8: An example flow of Intermediate PN GW initiated assignment

B.2 Key Management and Key Distribution

B.2.1 Pull Based Key Delivery

The Service Group Key can be distributed by being pulled by the PNEs which are becoming group members. 
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Figure 9:  Group Key Distribution, Pull Case

Involved in this flow are the Service Management Function (SMF) Group Key Management Function (CSKMF) in security function, Security Gateway or Security Agent (OSG or SECA). 

The flow works as follows:

1 SMF requests a Group Key from CSKMF
2 CSKMF parameterizes the request, forwards OSG

3 OSG forwards the request to SEC CF KMC

4 SEC CF KMC returns a key to OSG

5 OSG forwards a key to CSKMF

6 CSKMF notifies SMF that a Group Key is ready

7. SMF in CPNS Server notifies SMF in PN GW that group is created, includes group properties, including key location 
8 SMF in PN GW requests a Group Key from SECA in PN GW with address provided in group description

9 CSKMF in PN GW requests a Group Key from CSKMF in CPNS Server

10. CSKMF in CPNS Server returns a Group Key to CSKMF in PN GW

11 CSKMF in PN GW notifies SMF in PN GW that a Group Key is available 
B.2.2 Push Based Key Delivery

The Service Group key can be pushed to group members. 
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Figure 10: Push case of Service Group key distribution

The push distribution will work as follows: 

1 to 6: Same as in Pull case

7 SMF in CPNS Server notifies SMF in PN GW that group is created, includes group properties, and notification that key will be pushed

8 A Group Key is pushed from CSKMF in CPNS Server to CSKMF in PN GW 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

CD CPNS members are encouraged to provide CRs to the AD addressing these comments. 









�What are the security mechanisms provided by resource servers?


�1) For the shared secret key, it’s suggested saying pre-provisioned statically or negotiated online.  2) What protocols will be used for the option b)? 3) This part is too detailed for AD document.


�How to secure this? It will be done offline or out-of-band security mechanisms? 


�What’s the intention of this title? It’s suggested changing the title as “Group Key Management” without subsection title.


�Group key management has not been defined in SEC_CFv1.0 or v1.1 yet. Maybe future versions of SEC_CF will consider this. Maybe you can refer to group key management mentioned in OMA BCAST.


�The group key delivery can be protected by the Entity-user key or by security mechanisms provided by underlying network infrastructure.


�Multicast or broadcast? Group key management is not available in SEC_CF currently.


�1) Too detailed, please move this into TS stage. 2) SEC_CF does not provide group key management.


�Section title is confused. It’s suggested changing this title as Entity-user key assigned by CPNS Server.


�Section title is confused. It’s suggested changing this title as Entity-user key assigned by PN GW.


�Question: the 1st seed is only for one PNE/User or for some PNEs/Users in one domain? If the latter, steps 1-3 should not be repeated for each PNE/User. Steps 1-3 are used to provision


Steps 4-6 are used for key assignment by PN GW.


�Question, for public/private key pairs, CPNS Server need to reply to PN GW only once.


�Steps 1-3 should be provisioned and will be not repeated for each request of entity-user key assignment. Security should be considered between the channel between the PN GW and the Server.


�What security mechanisms will be used for group key distribution protection? If CPNS is deployed over networks UMTS, CDMA, or LTE, the group key management mechanisms (e.g., MBMS security, BCMCS security) defined by underlying network infrastructure can be reused.
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