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1 Reason for Change

Since current AD does not have any description in “5.4 Security Consideration” section, this CR provides it.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. 
6 Detailed Change Proposal

Change 1:  Add description to “Security Consideration”
5.4 Security Considerations

The security function of CPNS Enabler provides the means to ensure security in CPNS including authentication, authorization, data integrity and data confidentiality. 

While CPNS Enabler can utilize security mechanisms provided by underlying network infrastructures, they do not necessarily provide adequate level of security. For communication over such underlying network with inadequate security, the security function generates and utilizes the security key for data authenticity, integrity and confidentiality (i.e. Entity-User Key).

Entity-User Key is assigned to each CPNS Entity by either of CPNS Server or PN GW. When assigned to PNE or PN GW, key assignment signalling is intermediated by PN GW connected to secure underlying network so that security of key assignment can be ensured. Once the key is assigned, security of communication between CPNS entities can be ensured no matter what network CPNS entities connect to.
In addition, the security function is responsible for management and distribution of security keys for communication inside Service Groups (i.e. Group Keys). Security function of CPNS Server creates, deletes and updates Group Key when Service Group it manages is created, deleted and its membership is updated, respectively. It also distributes Group Keys to group members. Depending on Service Group’s characteristics, either of push or pull based distribution is adopted. The former realizes real time key update ensuring continuous group communication irrelevant of membership update, whereas the latter reduces communication overhead imposed by key update.
End of change
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