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1 Reason for Change

In the conference call in 3rd March, it was proposed to reduce the description of “Security” functions in current AD since their description is too detailed for AD.

Given the proposal, this CR intends to summarize description of “Security” function.
Note: KDDI does not intend to withdraw its past proposal regarding security function, whose description is proposed to be deleted from the AD in this CR. CPNS group should keep in mind the following facts:
· The description to be deleted was once AGREED after long discussion
· The deletion was just because of its level of detail, not because its contents have any technical problem.
Due to the above facts, the description proposed to be deleted should be included in a TS baseline document.
R01: Based on the comments regarding description’s level of detail during the Seoul interim meeting, R01 removes description commented too detailed. It also proposes the definition of ‘Entity-User Key’.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. In addition, as stated in “Reason for Change”, the description proposed to be deleted in section 6 should be included in a TS baseline document.
6 Detailed Change Proposal

Change 1:  Replace the current description in section “5.3.1.12 Security” with the following one.
5.3.1.12 Security


5.3.1.12.1 Definition/role
The function provides the means to ensure security in CPNS such as authentication, authorization, data integrity and data confidentiality. It also manages Entity-User Keys and Group Keys. If security mechanism is provided by underlying network infrastructure (e.g., cellular system) and its security level is sufficient, the function can utilize them.
5.3.1.12.2 Description
The function in each CPNS Entity performs the followings:
· Each CPNS Entity authenticates and authorizes CPNS Entity connecting through CPNS interface. 
· Each CPNS Entity ensures data authenticity, integrity and confidentiality of the communication through the interface. This can be done by establishing secure session (e.g. SSL/TLS session) between CPNS Entities.
· CPNS Server or PN GW provisions an Entity-User Key in CPNS Entity. For secure key provisioning, key provision signalling is intermediated by PN GW connected to secure underlying network. 
· CPNS Server or PN GW creates, deletes and updates a Group Key when Service Group is created, deleted and its membership is updated, respectively. It also distributes the Group Key to group members by either of push or pull based method in a secure manner.
Change 2:  Add definition of Entity-User Key in “3.2 Definition” section
	Metadata Directory
	In the context of Service Publication and Discovery, a logical repository of service metadata comprising keywords and/or service description documents.  Those metadata are published on the Metadata Directory by the Service Offerer, and discovered by the Service Consumer.  A Metadata Directory may be stored centrally, or in a distributed manner, on the CPNS Server(s).

	Service Discovery
	The process of finding out information about one or more services from a Metadata Directory, by a Service Consumer.

	Keyword
	A term that captures the essence of an application or content service accessible in CPNS, and is intended for use in service discovery to search for the corresponding service description.  Keywords maybe stored in a centralized or distributed fashion in CPNS.

	Publication
	In the context of Service Publication and Discovery, the provisioning of the associated resource (keywords and/or service descriptions), by the Service Offerer, for storage on a Metadata Directory for service discovery purposes.

	Searchable Schema
	The aggregate information required for service discovery such as keywords and affiliated attribute information, and may include data that can be used to rank order search results.  The searchable schema is published as keywords by the responsible CPNS Server(s) to support service discovery..

	Service Consumer
	A PNE that consumes service(s) provided by Service Offerer(s), upon performing service discovery.

	Service Description
	A document that contains service metadata, and is specified using a description language.

	Service Offerer
	A PNE or external Application/Content Server that offers a service for consumption by other PNEs acting as Service Consumers, and which publishes metadata about that service on a Metadata Directory.

	Entity-User Key
	A security key assigned to each CPNS Entity for ensuring security of communication through CPNS interfaces

	Group Key
	 A security key which applies to all members of a Service Group

	Group Key Management
	The process of managing keys for groups


End of change
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