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1 Reason for Change

Since current AD does not mention about distributed and policy-based service group management, this CR provides it. (Note: the description provided by this CR intends to be merged with description covering centralized and list-based group management, which will be provided by other members.)

So far, KDDI has proposed the distributed Service Group management in which CPNS server’s group and key management are deployed in physical GW devices to alleviate load on physical centralized server. 

Though the above model (at least its key management aspect) has been once agreed by CPNS SWG, it was suggested in Seoul interim meeting to adopt the different model where group and key management functionality are offered by PN GW other than CPNS Server.

Given the limited amount of time before AD review starts, we decided to accept the suggestion to avoid delay of the schedule.
R01: Original version was revised to ensure consistency with another one regarding the Service Group management (CR2010-0067R01). In addition, LGE members co-signed this CR.
R02: R01 was revised based on the comments raised during R&A period.

· One CPNS member gave a comment that meaning of “Note from CR Editor:” part is confusing. The note meant that if CR67 was agreed before this CR, the description proposed in CR67 should not be deleted. However, the relationship between CR 67 and this CR was described in “Reason for Change” section. So, the “Note from CR Editor:” part was deleted.
· One CPNS member gave a comment that “how does PN GW manage the service group? Could you give me an example which PN GW manages Service Group?”  Load distribution is one of the key motivations behind PNGW managing model. Load imposed on CPNS Server can be offloaded on PN GW by applying this model. To explain how the model works, Service Group management requests (e.g. create, delete, join, leave, …) are sent to a PN GW, which manages the group according to the requests as CPNS Server does in the normal model where CPNS Server manages groups . Please note that PN GW managing model can be utilized with Server managing model collaterally. That is, while some Service Groups are managed by Server managing model, other groups can be managed by the PN GW managing model at the same time. 
· One CPNS member gave a comment that “as for triggering security function for group key management, does it happen every time when the service group is created, updated and removed?”. The answer is YES. In a Group Key concept, all member entities in the same Service Group share a common Group Key which is used for secure communication i.e. ensuring authenticity, confidentiality and integrity of messages and other data related to services shared in the Service Group. Please consider the case that a member of a Service Group leaves the Service Group. In this case, Group Key must be updated so that communications in the Service Group are protected from entities which have left the group.
R03: R2 was revised based on the discussions in Bangkok F2F meeting.
· It was requested to clarify regarding “The entity” in section 5.3.16.2. So, “The entity” was reworded to “The CPNS entity managing the Service Group”.
· Even if the PN GW manages the Service Group, management of a list of Service Group(s) should be performed by CPNS Server. So, the management functionality is removed from PN GW function.
2 Impact on Backward Compatibility

N/A
3 Impact on Other Specifications

N/A
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to implement the changes listed in section 6. When reflecting this CR into AD, note part should be deleted
Change 1:  Add description about distributed service group management.
5.3.1.16    Service Group Management
5.3.1.16.2 Description
[Note from CR editor: the next description is added right before Service Group Management functionality in CPNS Server]

Service Group is managed by either CPNS Server or PN GW. The CPNS entity managing the Service Group can be chosen on a per Service Group basis.

[Note from CR editor: the next bullet is added as one of Service Group Management functionality in CPNS Server]
· Trigger security function for Group Key management when the Service Group is created, deleted or its membership is updated.
[Note from CR editor: the next description is added right after the bullets of Service Group Management functionality in PN GW]
If the PN GW manages the Service Group, PN GW also performs operations CPNS Server performs except for management of a list of Service Group(s).
End of change
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