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Reason for Change
5.4 Security Consideration section should be more generalized and contains overall security issues described in CPNS RD 1.0 and detailed security function should be included in section 5.3.1.12 avoiding rewriting.
The following requirements are security related and we should briefly reflect most of them to the AD security consideration section. 
R01: Incorporated with the comment from R&A and also try to include more from the CPNS RD 1.0.
Security consideration section would explain WHAT the CPNS Enabler 1.0 does for supporting Service’s security. Current text handles also HOW to support the security. For the detailed mechanism (HOW), the last sentence “The detailed security functional architectures are described in 5.3.1.12.“ will  handle. 

R02: Reflect and cowork with KDDI and NEC

R03&R04: Fix a few pronouns

R05: CPNS-SEC-004 (secure storage) is deferred in version 1.0. Thus the group agreed to defer and not to handle the secure storage matter in this AD.

	Label
	Description
	Release

	CPNS-SEC-001
	The CPNS Enabler SHALL support secure delivery of application and/or content Service data to the PNE(s).
	CPNS 1.0

	CPNS-SEC-002
	The CPNS Enabler SHALL support various security mechanisms for each PNE and for each Service.
	CPNS 1.0

	CPNS-SEC-003
	The CPNS Enabler SHALL be able to use keys needed to support confidentiality, integrity protection, and authenticity.
	CPNS 1.0

	CPNS-SEC-004
	The CPNS Enabler SHALL support secure storage of data (e.g., validated user properties).
	CPNS 1.0



	Label
	Description
	Release

	CPNS-AUC-001
	The CPNS Enabler MUST be able to support the authentication of CPNS Users, CPNS entities and/or External Entities which request access to CPNS related information and/or Services.
	CPNS 1.0

	CPNS-AUC-002
	The CPNS Enabler MAY support validation of certificates for certain use cases, such as the attestation of personal user information.
	CPNS 1.0



	Label
	Description
	Release

	CPNS-AUZ-001
	The CPNS enabler SHALL be able to authorize the CPNS Users and CPNS Entities, e.g. PN gateways, PNEs etc, when requesting access to CPNS services.
	CPNS 1.0

	CPNS-AUZ-002
	The CPNS enabler SHALL be able to authorize the CPNS Users and CPNS Entities, e.g. PN gateways, PNEs etc, when requesting access to CPNS services
	CPNS 1.0



	Label
	Description
	Release

	CPNS-DIT-001
	The CPNS Enabler SHALL support integrity of data.
	CPNS 1.0

	CPNS-DIT-002
	The CPNS Enabler SHALL support data integrity in protecting against accidental or intentional changes to CPNS-related data transmission, by ensuring that changes to the data are detectable.
	CPNS 1.0



	Label
	Description
	Release

	CPNS-CON-001
	The CPNS Enabler SHALL support encryption of messages.
	CPNS 1.0

	CPNS-CON-002
	The CPNS Enabler SHALL support decryption of messages.
	CPNS 1.0

	CPNS-CON-003
	The CPNS Enabler SHALL support data confidentiality that ensures transmitted information is not made available to unauthorised individuals or entities.
	CPNS 1.0



Impact on Backward Compatibility
None
Impact on Other Specifications
None
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
 Review and approve the proposed changes in this CR for incorporation into the CPNS AD.
Detailed Change Proposal
(optional)Brief description of specific change
[bookmark: _Toc257562257]5.4 Security Considerations

The Converged Personal Network Service Enabler 1.0 The security function of CPNS Enabler provides the means to ensure security in CPNS including authentication, authorization, data integrity and data confidentiality. 
If security mechanism is provided by the underlying network infrastructure (e.g., a cellular system) and its security level of the underlying network infrastructure is sufficient, the security function can utilize the security mechanismm from the infrastructure. Otherwise, the security function  generates and utilizes CPNS Enabler’s own security mechanism for the CPNS Service.  the security key for data authenticity, integrity and confidentiality (i.e. Entity-User Key). Entity-User Key should be assigned in a secure manner.
In addition, the security function is responsible for management and distribution of security keys for communication inside Service Groups (i.e. Group Keys).
 
5.4.1 CPNS Content Protection
The CPNS Enabler 1.0 can supports:
·  the pProtection of CPNS Content by using any existing copyright mechanism. Specifically allows the delivery of OMA DRM protected content , e.g. OMA-DRM.
· The CPNS Enabler allows the delivery of OMA DRM protected content        
· Security-key (i.e. Entity User Key and Group Key) management 
· Secure content/service sharing inside Service Groups by Group Key
· Authentication/authorization of CPNS Users/CPNS Entities by Entity User Key
· Protection of data integrity and confidentiality
· 
· 
· 


The  security function is described in 5.3.1.12. 
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