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Comment: Current Appendix is not organized at all 
Proposed Change: Review the whole Appendix and reorder by priority. 
	Status: OPEN
AI on Innoace to bring a CR for resolution



To reorganize the appendices, two things are considered. 
1. More basic concepts come first, such as Physical and Logical Entities concepts and Functional Diagrams. 
2. Related appendices are combined such as Service Publication and Discovery Overview and DHT and Overlay Routing.

As a result of the above criteria, 
1. Functional Diagram section (Appendix E) moves to the front (Appendix C).
2. DHT and Overlay Routing (Appendix D)moves to the subsection of Service Publication and Discovery (Appendix E. E3)
3. Align the Figure numbers

Impact on Backward Compatibility
None

Impact on Other Specifications
None 
Intellectual Property Rights
Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
Recommendation
 Incorporate the following changes

Detailed Change Proposal
Appendix B to the end
[bookmark: _Toc259710708]CPNS Logical Entities and Physical Entities	(Informative)
[bookmark: _Toc259710709]Terminology
In the figures in this appendix, interior boxes represent logical entities, and exterior boxes represent physical entities. The terms ‘Mobile Phone’, ‘PMP’ and ‘Server’ refer to physical entities. The logical CPNS Server entity is referred to as ‘CS’, and “Application/Content Entity” (ACE) refers to the entities (external to CPNS) that use CPNS to consume and offer services. 


[bookmark: _Toc259710731]Figure 2: CPNS Logical Entities and Physical Entities
[bookmark: _Toc259710710]Client-Server Deployment Examples
B.1.1.1 [bookmark: _Toc259710711]Basic Client-Server Deployment
The first deployment example shows a basic client-server deployment with a CPNS logical entity in Mobile Phone A, Mobile Phone B and Server 1. 

[bookmark: _Toc259710732]Figure 3: Basic Client-Server Deployment

B.1.1.2 [bookmark: _Toc259710712]Client-Server Deployment with Combined PNE & PN GW
The second deployment example shows the same client-server deployment as in the first example, except that Mobile Phone B is a smart phone that can also offer and consume CPNS services in addition to the PN GW role.
To enable this, Mobile Phone B on the next slide assumes the additional role of a PNE so that it can interface with the ACE(s) on Mobile Phone B that offer and consume services

[bookmark: _Toc250986668][bookmark: _Toc254422288][bookmark: _Toc256581042][bookmark: _Toc257277608][bookmark: _Toc257562274][bookmark: _Toc259475661][bookmark: _Toc259705983][bookmark: _Toc259710713]
[bookmark: _Toc259710733]Figure 4: Client-Server Deployment with Combined PNE & PN GW

[bookmark: _Toc259710714]Peer-to-Peer Deployment Example

B.1.1.3 [bookmark: _Toc259710715]Peer-to-Peer Deployment with Dedicated Authentication/Authorisation Server
A CPNS deployment in which the CS Service Publication and Discovery is implemented on the Devices in a CPNS network, while the CS AUC/AUZ function is performed by a Server


[bookmark: _Toc259710734]Figure 5: Peer-to-Peer Deployment with Dedicated Authentication/Authorisation Server
Functional Diagram             (Informative)
This figure shows the functional diagram of OMA CPNS v1.0

Figure 6: Functional diagram

[bookmark: _Toc259710716]Feasibility study of security of CPNS interfaces when utilizing underlying network security mechanisms  (Informative)
As described in section 5.3.1.9, CPNS Enabler can utilize security mechanisms provided by underlying network infrastructures to ensure communication security in CPNS. This section shows an example scenario where CPNS Enabler ensures security by utilizing security mechanisms of underlying network infrastructures.
[bookmark: _Toc259710717]System Assumption
Figure 15 shows an example of the proposed security platform. Underlying network infrastructures assumed in this example are as follows.
· WAN
As the underlying WAN infrastructure, IMS (IP Multimedia Subsystem) is deployed. Since IMS provides security mechanisms, which will be described later in the next sub section, WAN in this example is a secure WAN. 
CPNS Servers and PN GWs connect to IMS as IMS application servers (ASs) and subscribers, respectively.
· PN
It is assumed that PN technologies with security mechanisms are used. Examples of such PN technologies include WiFi and Bluetooth [IEEE802.11i, Bluetooth Security White Paper]. 
PN GWs and PNEs are connected by using those technologies.

Communication of each CPNS interface is conducted on the following network infrastructures.
· CPNS-1: PN technologies with security mechanisms
· CPNS-2, 3 and 4: IMS (secure WAN)
· CPNS-5: The Internet (non-secure WAN)


[bookmark: _Toc259710735]Figure 67: System assumption 
[bookmark: _Toc259710718]Security of CPNS Interfaces
[bookmark: _Toc259710719]CPNS-1
When using WiFi as the PN technology, one of typical ways to ensure security of CPNS-1 is to pre-configure a shared secret key like a WEP key in both PN GW and PNE before starting communication. By doing this, PN GW and PNE can authenticate with each other and data confidentiality and integrity can be also ensured.
When using Bluetooth as the PN technology, PN GW and PNE can establish a secure connection by means of the initial pairing process. During this process, a user enters a PIN code to one or both of them, which is used to generate a secure key, which is then used for authentication and ensuring data confidentiality and integrity.
[bookmark: _Toc259710720]CPNS-2, 3 and 4
IMS media channel security between UEs has been almost standardized in 3GPP [3GPP TS 33.328]. In the specification, there are two solutions, including solutions based on Key Management Service (KMS) and Session Description Protocol Security Descriptions (SDES). By applying these solutions, communication in the CPNS-3 can be secured.
B.1.1.4 [bookmark: _Toc259710721]Using IMS signaling channel
When PN GWs registers with IMS, PN GWs and IMS authenticate each other and establish secure connections by IPsec [3GPP TS 33.203]. By using the secure connections, PN GWs can securely send or receive SIP messages to/from IMS. When CPNS Servers connect with IMS via OSA (Open Service Access) API [3GPP TS 22.127, 3GPP TS23.198], providers of CPNS Servers need to establish service agreements with IMS providers. The service agreements require that CPNS Servers and SCS (Service Capability Server) on IMS authenticate each other and establish secure connections by IPsec or SSL. As a result, since SIP messages between PN GWs and CPNS Servers are passed through the IPSec connection between PN GWs and IMS and the secure connection between IMS and CPNS Servers, data confidentiality and integrity of CPNS signaling messages can be ensured.
B.1.1.5 [bookmark: _Toc259710722]Using IMS media channel
Although there is no existing standard for ensuring security of IMS media channel, some candidate solutions are being studied in 3GPP [3GPP TR 33.828], which includes Ticket-Based System(TBS), IMS AKA keys for media protection, Security Descriptions(SDES) and so on. By applying those solutions for the scenario assumed here, communication in the CPNS interfaces can be secured.

[bookmark: _Toc259710723]CPNS-5
In the system assumption described in B.1, CPNS Servers and application/content servers connects with each other through the Internet (non-secure WAN) In order to provide secure content/service delivery services over the non-secure WAN, providers of CPNS Servers and application/content servers conclude security agreements. In such a scenario, secure connection can be based on IPSec or SSL between CPNS Servers and application/content servers. During the establishment of secure connection, CPNS Servers and application/content servers can authenticate with each other. After the establishment, data confidentiality and integrity can be also ensured.
[bookmark: _Toc259710724]DHT and Overlay Routing	(Informative)
In the deployment of distributed metadata directory, in order for either the service offerer to publish service information to, or the service consumer to discover service information from, the peer node responsible for the affiliated resource, overlay routing is performed.  This operates by each responsible node (starting with the service offerer for publication, or service consumer for discovery) on the overlay routing the message to the finger closest to the destination node.  An example of an 8-node DHT (Distributed Hash Table – see [P2PSIP Internet-Draft]) is shown in Fig. Y below, whereby node 100 is assumed to be either the service offerer or the service consumer, and node 800 contains the metadata directory.  In this example, three hops are required to route the service publication or discovery message from node 100 to node 800.  It is assumed that each node in the diagram contains an integrated PN GW function that supports the overlay routing.  

[bookmark: _Toc259710736]Figure 7: Example 8-node DHT and related overlay routing for service publication or discovery
[bookmark: _Toc259710725]Functional Diagram             (Informative)
This figure shows the functional diagram of OMA CPNS v1.0

[bookmark: _Toc259710737]Figure 8: Functional diagram

[bookmark: _Toc259710726]Service Publication & Discovery overview (informative e)
[bookmark: _Toc259710727]Introduction
This clause provides supplemental description of Service Publication & Discover function.
[bookmark: _Toc259710728]Description
There are three functional entities in service publication and discovery: a) a metadata directory which stores service descriptions and/or keywords, b) a publisher, used by the service offerer to publish information about services to the metadata directory, and c) a discoverer, used by the service consumer to discover information about services from the metadata directory.  
An example of a metadata directory is one that is maintained on the network- based CPNS Server or an external entity. An illustration of the above functions, and associated interactions, is shown in Figure x8 as below:

[bookmark: _Toc259710738]Figure 98: High level architecture of service publication and discovery functionality and operations
DHT and Overlay Routing	(Informative)
In the deployment of distributed metadata directory, in order for either the service offerer to publish service information to, or the service consumer to discover service information from, the peer node responsible for the affiliated resource, overlay routing is performed.  This operates by each responsible node (starting with the service offerer for publication, or service consumer for discovery) on the overlay routing the message to the finger closest to the destination node.  An example of an 8-node DHT (Distributed Hash Table – see [P2PSIP Internet-Draft]) is shown in Fig. Y below, whereby node 100 is assumed to be either the service offerer or the service consumer, and node 800 contains the metadata directory.  In this example, three hops are required to route the service publication or discovery message from node 100 to node 800.  It is assumed that each node in the diagram contains an integrated PN GW function that supports the overlay routing.  

Figure 9: Example 8-node DHT and related overlay routing for service publication or discovery

[bookmark: _Toc211749340][bookmark: _Toc259710729]<Additional Information>                                     (Informative)
If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.
Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.
DELETE THIS COMMENT
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